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AyteHTudbukaums U uoeHTUPUKALMS

B coBpeMeHHOM Mupe HEBO3MOXHO Mpef-
craeus cebe opuc KakoH-TMEO KoMNaHMM Ge3
komnbiotepos. C 1x NOMOLLEIO 06pPabATLIBAETCS
BCA MHOPMALMS, CO3AAIOTCS AOKYMEHTbI, BEAET-
st ByXranTepCKuit Y4ET M BLINONHSETCS MHOXKECT-
BO [pyroit Heobxommmoit pabotel. Mexay Tem
MHOWe AaHHble, xparswmecs Ha MK, senstotcs
KOH(MAEHLIMAIHbIMM M COCTABNSIOT KOMMEpPYec-
KYIO TQiHY, KOTOPYIO HEOBXOBMMO 3ALLMLLAT.

[lnsi Toro 4tobbl obecneumnts KOHGUASHLMU-
QNBLHOCTb MHPOPMALIM, HEOBXOIMO OrPaHM-
4MTb K Helt focTyn. [pyrimy cnioBamu Mol Bosk-
Hbl 3HQTb, KTO NOSY4MI AOCTYM K MHPOPMALMK, 1
BbiTb YBEPEHBI, YTO 3TO UMEHHO TOT YESOBEK, 30
KOTOpPOro OH cebst BbIAaeT.

[Ins pnoctkeHus STMX Leneit MCronbaytoT
npoueaypbl UAEHTUDUKALIAM U AYTEHTUDUKALIAM.
Hecmorpst Ha Brm3ocTb 3THx NoHsTHK, 06o3Haua-
10T OHM MPUHLMMMANBHO PasHble Bewyt. Joomm
onpegeneHys, YTobbl ydLLe NOHSTb PA3MUMS.

* Mnermidmraups — npouenypa pacnosHa-
BaHWs CyGbekTa no ero uaeHtMukaTopy (Hekoto-
POM MHGOPMALIM — YMCTTY, CTPOKE CHMBOIIOB).

o Aytermidukaus (nogreepxaeHre nognnH-
HOCTW) — MpoLeAypa MPOBEPKM COOTBETCTBMS
CyBBeKTa M TOro, 30 KOTO OH MbITaeTest ceBsl BbIAAT,
C MOMOLLIBKO HEKOM YHWUKQUTBHOM MHPOPMALIM.

Takum obpasom, mpeHTMPpMKauMs — 3TO
BCETO NLLIb NOWCK MaeHTMdMKaTOpa B 6a3e AaH-
HbIX YHYETHbIX 3QMMCEM, O AyTEHTUPUKALWA — STO
NPOBEPKA COOTBETCTBMA MEXAY CyObeKToMm u
NPEObIBASEMbIM MM MaEHTUMKATOPOM. YOI
JIOKA30Tb CBOKO MOATMHHOCTB, CYyBBEKT AOMKEH
NPEObSBUTL HEYTO, HA3bIBOEMOE (PAKTOPOM ay-
tentudmkaum. Crporo rosops, ¢akTop
QyTeHTUPUKALAM — 3TO OnpeneneHHbiit Bug,
YHUKQIBHOW MHPOPMALMM, NPESOCTABNSEMBIN
CyEbEKTOM CHUCTEME MPU €10 AYTEHTUGHKALMM.

Bcero pasnmuatot yeTbipe daktopa ayTeH-
TUPUKALN:

© CyBbeKT MMeeT HeuTO (UCKETY, TOKeH,...);

* cybbeKT 3HaeT Heuto (naposis, MoMH,...);

* cybbekT 0bnagaet Hekoit BUoNorYecko
0cobeHHOCTBIO (oTreyaTok nanbLa, CTPyKTypa
AHK...);

® CyBbeKT HOXOMTCS B ONPEAENEHHOM Me-
cte (IP-aapec, AaHHbie OoT papro-MeTKy, ..).

Dakroptl ayTeHTUdUKALMM

MaponsHas ayteHtnpmkaums

CaMblit pacnpoCcTpaHeHHbIN crnocob ayTeH-
TUdmKaumm — naponeHsiit. OpHako cnabas na-
PONbHASH 3ALLMTA HE YAOBIIETBOPSIET COBPEMEH-
HOMY YPOBHIO TPEBOBAHMIA MHPOPMALMOHHOM
6e3onacHocT. HapexxHocTs sToro cnocoba ay-
TEHTUPMKALMM B 3HAUUTENBHON CTEMEHW 3aBK-
CHT OT YETNOBEYECKOrO AKTOPA, TO ECTb OT TOTO,
HOCKONBKO KAYECTBEHHbIE KitoueBble crioa By-
OyT BbIBGMPATL MOML3OBATENM M HACKOSBKO Cepb-
€3HO OHM ByyT OTHOCHTBCS K MX XpaHeHHto. Ha-
CTO COTPYAHUKM CTAPAIOTCS YNPOCTUTL CBOIO
XM3Hb, HOPYLUOS MPW STOM npaemna Gesonac-
HOCTH, M QAKTUHECKM, MOANAC CAMM TOTO He Co-
3HOBAISI, OTKPLIBAIOT 3/I0YMBILLTIEHHUKAM JOPOTY
K "cesTas CBATHIX" — KOMMEpPYECKoi MHpopMa-
LM KOMMQHMM.

O6patumes k ananutuke: amwb 23% UT-
COTPYAHMKOB, onpoLueHHsix Ponemon Institute,
BbICKA3Q/IM YBEPEHHOCTb B TOM, YTO HECTPYKTY-
PUPOBAHHbIE [AHHbIE (HAMPUMEP, TEKCTOBbIE
LOKYMEHTbI), KOTOPbIMM OBNONCET KOMMAHMS,
HagexHo sawmiensl. Haobopor, 84% 3aseu-
N0, 4TO K KOH(MAESHUMANBHOM MHPOPMALH
MMEIOT AOCTYN CIMIIKOM MHorue, a 76% npu-
3HQNO, YTO HE PACTONAralOT CPEACTBAMM KOH-
TPOMS AOCTYNQA COTPYAHMKOB K AQHHBIM. TOKMM
06PA3OM, MPOJOIKAS TPATUTb HAUUTESbHbIE
CYMMbI HO CMCTEMbI XPAHEHMS AAHHBIX, KOMMQ-
HMM HEJOCTATOUYHO BHUMAHMS YAENSIOT MX 3CLLpt-
Te M KOHTPOJIO AOCTYNA K HMM.

Kak 310 HM napopokcanbHo 3sy4mT, napo-
NIbHQS! 30LLMTA SBSETCS OOHWM M3 COMBIX IOPO-
TMX B SKCMTYATAUMM COCOBOB QyTEHTUDUKA-
un. Kasanocs 6bl, HQOBOPOT, CHCTEMA 3ALUMTHI
scTpoeta B OC, HUKAKMX AOMONHUTENbHBIX 30~
TPpAT He HyxHo... Ho obenyxusanme n conpo-
BOXAEHWE NAPOSIbHOM 3CLLMTEI OTHUMAET MHOTO
BPEMEHU Y COTPYOHMKOB KOMMOHMHM, OTBETCT-
BEHHbIX 30 paboTocnocoBHOCTL MH$popMaLy-
OHHOM cMCTembl. MM HeobBxomMo perynsipHo
NPOBOANTL AYAMT MAPOSIENA NONb3oBATENEH,
KOHCYTETUPOBATb MO MPABMIAM BLIGOPA 1 Xpa-
HEHMs NapPOIEH, MPOMU3BOMMTb 3AMEHY NAPOTEN
47151 IPOGMIAKTUKM, O TAKXKE B CIy4YaE MX yTEpH
wnn 3a6biBUMBOCTM Monb3osatenen. Bee 1o
TpebyeT BpeMeHM M PeCcypCoB, MpUYem Hema-
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BE3SOMNACHOCTb

nbix. Micenepoesanus Gariner nokaseisaiot, 4to
ot 10 po 30 % 3B0OHKOB B CITy X6y TEXHUYECKOM
NOAAEPKKM KOMMAHUM — MPOCLObI COTPYAHM-
KOB BOCCTOHOBMTb 30BbITbIE MMM NOAPOIM.

Brometpusa

[Mpr MCoNb3oBAHNM BGHOMETPMM MOMB3OBA-
Terb MPENOCTABSISIET OBPA3EL, — ONO3HABAEMOE,
HeoBPaBOTAHHOE M30BPAKEHHME MM 3annCh hu-
3MONOMMHECKOM M NOBEAEHYECKON XAPAKTEPMC-
TUKM — C MOMOLLILIO PEMUCTPMPYIOLLIETO YCTPOMCT-
Bal (HANPUMeEP, CKaHepa MK kamepi). 1ot Buo-
MeTprueckuin obpaseL, obpabaTbiBaeTcs s no-
Ny4eHHst UHPOPMOLYIM 06 OTIMHMTENHBIX MPK-
3HOKAX, B PE3YSILTATE YEro MOMyHAETCst KOHTPOSb-
HbI LWIABOH (v wabnow ans nposepky). LLa6-
NIOHbI NPEACTABASIOT COBOM AOCTATONHO GonbLLMe
YMCTIOBbIE MOCENOBATENLHOCTY; Cam obpasel,
HEBO3MOXHO BOCCTOHOBWTb M3 wwabnoHa. Kok-
TPOMbHBIN LWABNOH 1 ecTb "naponk” nonb3osaTess.

KoHTponbHbIi LwabnoH cpaeHMBaeTcs ¢ 31a-
JIOHHBIM MU 3APETUCTPUPOBAHHBIM LIABIOHOM,
CO3[AHHBIM HO OCHOBE HECKOMbKUX 0Bpa3LIOoB
onpeneneHHon M3MONOrMIECKON MK NoBe-
AEHYECKOM XAPAKTEPHUCTUKMA NONb30BATENS, B3si-
ThIX MPU €r0 PETUCTPALIM B BUOMETPHHECKOM
cmcteme. Mockonbky 3TM ABa NapameTpa (KoH-
TPOMbHbIA M 3TAOHHBIM LWABAOH) MOMHOCTbIO
HUKOTAQ HE COBMOACIOT, TO BHOMETPHUECKOM
cMCTemMe MPUXOOMTCS MPUHMMATb peLleHne o
ToM, "poctatodHo” nm onm cosnapatot. CreneHb
COBMOAEHMS [OMKHA MPEBLILLATb OrpeaeneH-
HYIO HOCTPAMBAEMYIO MOPOTOBYIO BENMUMHY.

B cuny smix orpanmueHmit, GromeTpuio Henb-
351 OTHOCHTb K METOLIOM CTPOTOM Cly TEHTDUKALIM,
TK. MO CBOE# MPUPOAE OHA SBIETCA BEPOSTHOCT-
HO¥ 11 MOLBEPXEHA PASMMYHBIM BIAOM ATAK:

* NOARENKA OTIMYUTENBHOMN HepThl;

® BOCMPOM3BEAEHME MOBELEHWS MONb3O-
satens;

® MepexsaT BHOMETPUUECKUX MOKa3aTeneH;

* BOCMpOM3BEAEHME BHOMETPUYECKON
MoAnMen.

Cpenyt fpyr1x HEAOCTATKOB CTOMT OTMETHTL
CNOXHOCTb BHEPEHHMS BMOMETPUHECKUX CHCTEM
11 AONOAHUTENbHbIE IMUHbIE, KYETYPHbIE W peni-
TMO3HbIE OCMEKTbI MPUMEHEHWS BUOMeTpHec-
KMX TEXHOMOMMIM CyTEHTUUKALIMM, CBR3AHHBIE C
BMELLATENbCTBOM B YACTHYIO XKM3Hb.

MuorodakropHas ayteHtuemkaums

[lns nobiLLeHWst 6e30NaCHOCTM HA MPAKTUKE
MCMONb3YIOT HECKONBKO POKTOPOB AyTEHTUMKA-
un cpasy. OnHAKO, MPM STOM BAKHO MOHUMATS,
4TO He BCSIKOST KOMBMHALMS HECKOMBKMX METOLOB
SIBNSETCA  MHOTOGAKTOPHOM  QyTEHTUDMKALMEH.
Hanpumep, 1cnonbsosaHme ans ayTeHTMbUKALMM
JIMLC M FONIOCa MOb30BOITENSI HE MOXET BbiTb MpK-
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3HOHQ TOKOBO#, MOCKONbKY 06A MCMOMb3yEMbIX
$aKTOPA OTHOCATCS K OFHOMY THMY- "Ha OCHOBE
BromeTprdeckux AaHHbIX". CreLponm1cTsl No uk-
DOPMALOHHOM BE30MACHOCTU HOLLLIE BCETO OTHO-
ST GHOMETPHIO (HO IOHHOM STaINe ee PasBITHs) K
JOMOSHUTENbHBIM METOLAM, NO3BOSSIOLLMM MaEH-
TUPHLIMPOBATL MOMB3OBATENS.

B ocHoBe camoro HapeHOro Ha ceroaHst Me-
TOAA MHOTO(AKTOPHON QTEHTUDUKALMM NEXMT
NPMMEHEHME MEPCOHAMBHbBIX AMMAPATHBIX YCT-
POWICTB — TOKeHOB. AyTeHTUMKaLY Ha Gase To-
KEHOB SIBNSIETCS BbICOKOTEXHOSIOTMYHOM M, M-
HOE, HOOEXHOM QUILTEPHATUBOM M MAPOSbHBIM, U
BHOMETPUHECKMM METOLIOM, M KPOME TOTO OHA Cy-
LLECTBEHHO MPEBOCXOAMT WX MO MPOCTOTE MHTET-
PALMM U AQUTBHEMALLIEI SKCTUTYATALIAM.

Mo cym, TokeH — 310 Hebonbluon USB-kapt-
PUAEP C MHTEMPMPOBAHHBIM YMMOM CMAPT-KAPTBI.
ToKeHbl, PEQNM30BAHHbIE HO OCHOBE CMAPT-KAPT,
MO3BOISIOT FEHEPHPOBATL M XPAHMTB KIOHM LMdp-
POBQHMS, ODECTEUMBAS TEM COMBIM CTPOTYIO Q-
TEHTUPMKALMIO MPU [IOCTYMNE K KOMIHIOTEPAM,
JQHHBIM M MHPOPMALMOHHBIM CUCTEMOM.

ToKEH MOXHO WCMONb3OBATL [Isi PELLEHHS
LeNoro pspa PasfMuHbIX 30AAY, CBSI3AHHBIX C
WKPPOBAHMEM MOSIL3OBATENLCKMX AAHHBIX,
SMEKTPOHHOM LMPPOBON MOAMUCHIO AOKYMEH-
TOB 1 QYTEHTUPHUKALMEN CAMOTO MOSb3OBATENSI.
C opHOM 1 TOM e CMAPT-KAPTOM NONb30BATENb
MOXET BXOfMTb B OMEPALIMOHHYIO CHCTEMY, YO
CTBOBATb B 3QLWMLLEHHOM MHGOPMALMOHHOM
obMmeHe ¢ ypaneHHbIM odrcom (Hanpumep, ¢
nomotupto TexHonomu VPN), pabotats ¢ web-
ceparcamu (texHonorua SSL), noanmesisats fo-
kymenTsl (SLM), a Takke HagexHO coxpaHsTs
3QKPbITbIE KITIOUM, JIOMMHBI, NAPOM U CepTdH-
KQTbI B MAMSITU CBOETO TOKEHA.

B couetanmm ¢ kpunrorpaduueckmm wmd-
POBAHUEM CUCTEMHBIX IVICKOB, 3ALLMTOM OTAESb-
HbIX (POMIIOB M CbEMHbIX HOCUTENEN, O TAKXKE Ay-
TEHTUPUKALEH IO 3ATPY3KM ONEPALIAOHHOM Ch-
CTEMbI, TOKEHbI NO3BONSIIOT OBeCreynTs HeoHXO-
ImMbiit yposeHb 6esonacroct MC pns oprakm-
3aupit Moboro MacLTaba co ckonb YroaHO Bbi-
COKMM YPOBHEM TPEBOBAHHI K c1CTEME MHDOP-
MALMOHHO#M 6e30MACHOCT M 30LLMTBI ACHHBIX.

TeHpeHUMM Ha pLIHKE
COBpeMeHHbIX TOKEHOB

B croxvieLuerics TepM HONOrvn M cMapT-kap-
Tbl, 1 USB-KiTtouM € YMMom cMAapT-KapTbl, O Takke
noboe Apyroe NepCOHANLHOE CPEACTBO AyTEHTH-
bMKaLYM NOMb3OBATENS, MPMHATO HA3LIBATH TOKE-
HOM (oT aHrmmiickoro token — MeTka, xeToH).

TokeHb! ycnewHo 1CMonb3yloTcs B Paanuy-
HbIX OBNACTSX, OT CUCTEM HAKOMMUTENbHBIX CKM-
JOK IO KPEOUTHBIX M fieBeTOBbIX KApT, CTyLeH e~

cknx Bunetos, Tenedoroe cranaapta GSM
(sHakomas Bcem SIM-kapta, mo cym Ta xe
CMapT-KapTa, TONbKO 6e3 SIMLIHEro NIacTKa 1
co cnewanbhbim MO), npoesabix Gunetos.

Kak 1 niobasi cospemenHast TexHonorus, To-
KEHbI MOCTOSIHHO MOAUMULMPYIOTCS M PA3BMBA-
totcsi. PaccMoTpum ocHOBHbIE HaMpaBneHus
3TOrO PA3BMTHS.

Wnrerpaums ¢ cucremamm

ynpaBneHus OCTynom

Mpn mcnonsbsosaHmu annapatheix USB-
KON MM CMAPT-KAPT 15t AYTEHTUPMKALIM
NOsb3OBATENENW, HAMPUMEP, MPM BXOJE B One-
PALMOHHYIO CUCTEMY, PABOYAs CTAHLMS ABTO-
MATHYECKM BNOKMPYETCS MPH OTKIIOUEHIM TOKe-
Ha. Kak mpaemno, comacHo KoproparveHbiM
NOANTKAM GE30MACHOCTU KOXAbIA COTPYAHHK,
ocTaBnsg cBoe paboyee MeCTo HomxeH 3abu-
paTb TOKeH ¢ coBOM, HO HA MPAKTHKE, K coXare-
HMIO, 3TO He Bceraa BbinonHsaeTca. OCTaBeHHbIM
6€3 NPUCMOTPA KOMMBIOTEP [0 BKIIOYEHHS NPO-
IPOMMBbI-3CCTABKM SIBNISETCS CEPbe3HOM BpeLubio
B cUCTeme 6e30MaCHOCTU.

[Ins peLueHms SToM 3aAAYM B COBPEMEHHbIE
TOKEHbI MPOM3BOMMTENM MPEAIArQIOT BCTPAK-
BaTh RFID-meTku, NONHOCTBIO AHANOMMYHbIE TEM,
YTO BCTPOEHbI B BECKOHTAKTHBIX MPOKCUMMTM-
KAPTOX, TOK LIMPOKO MCMOSb3yEMbIX B COBPE-
MeHHbIX oducax. [JocTarouHo ycTaHoBKT Ha
[BEPU MOMELLIEHMS! CHUTLIBATENb, COBMELLIEHHbIM
C 30MKOM M COTPYHMK BbIXOZIS M3 KOMHOTbI paK-
THieckn Byner BbiHyXAEH OTCOEMHUTL TOKEH U
TEM CaMbIM 3065I0KMPOBATL PABOUYIO CTAHLIIO.

[pyroit cepoit MCnonb3oBaHMS METOK B
TOKEHAX SIBISIETCSt KOHTPOJIb BLIHOCA STUX CIMNG-
PATHBIX CPEACTB AYTEHTUPMKALM 3Q NPEaENbl
TEpPUTOPUM  Opranusauyn. [ns stux uenem
BCTPAMBAIOTCS Apyrite, BGonee aansHOReRcTBy-
foLMe METKM, a BCe NpoxoaHsle obopyayioTcs
[DIETEKTOPAMM, GHANOTUYHBIMM TEM, HTO MCMOMb-
3ylOTCA B CyNEPMOpPKETAX.

BcrpoeHHas ¢naw-namste

HecMoTpsi Ha BO3MOXHOCTb € NMOMOLLBIO Me-
4aTM HA CRELWANbHBIX MPUHTEPAX NPEBPATUTL
TokeH B hopm-paKTOpe CMApPT-KApThI B YHUBEP-
cankHoe YCTPOWCTBO, obbeamHsIowee 63k (c
dotorpadment u PUO snagensua), cpeactso
QYTEHTUDMKALIMM 1 KAPTONKY A1 MPOXOAA B Mo-
MelLeHws, B Poccun Hanbonee pacnpocTpaHeH-
HbIi HOPM-PAKTOP MOAKTIIONAEMBIX K KOMIbIO-
Tepam TokeHos — 310 USB-knioum.

CesiaaHo 370 B nepByto ouepenb € yAobCT-
BOM MOJKITIOYEHNS — HET HEOBXOOMMOCTM 0bOo-
PYAOBATL KAXKAYIO paBOUYIo CTAHLMIO KAPT-py-
nepamu (cunTbiBatenamm cmapt-kapt). Mamxo-
NOTUsS  MOMb3OBATENEH, OXMAAOWMX  MPH
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nogiosernn USB-kmioua nosienenms Hoeoro
aucka B nanke "Moit komnboTep", skenaue ca-
KOHOMMTb HO [JOMOJHUTESbHbIX NOPTAX, O TAK XE
coBpemeHHble TPeBOBAHMS MHPOPMALIMOHHOM
6€30MNACHOCTM BO MHOTOM NPEAONPEaenynm no-
SIBNIEHWE HOBOTO KIIOCCA YCTPOMCTB.

Benywme npowussoguteny annapatHbix
CPeacTs ayTeHTUDMKALMM NPEANaratoT KOM6K-
HMPOBaHHYIO Mogens annaparHoro USB-toke-
HO C MHTErPUPOBAHHOM raLu-namsTbio. [Momu-
MO ocsoboxaeHus pononHutensHoro USB-
pasbeMa TaKOe YCTPOMCTBO MMEET Lenbii psf
npeumylLects no 6e3onacHOMy XPAHEHMIo,
TPAHCMOPTUPOBKE M YAANEHHOMY AOCTYMy K
KOHMUOEHLMONBHBIM [OHHbIM

[Mpunosxeris GesonacHocTH ynobHO XpaHNTL
M 3QMYCKATb HENOCPEACTBEHHO M3 NAMSITH TOKEHC.
AnnapatHos peanmMaaLus  KpUNTorpapuyeckmx
QUITOPMTMOB MO3BOSTHIET B OAHOM KOprTyce obbey-
HUTb COMM 3QLLMLLAEMBIE [OHHBIE 1 KIOUM LUMdp-
POBAHMS, HEOBXOIMMbIE A71S OCTYMA K HIAM.

Bonbluoi obbem namsiti (o 4 6) nossons-
€T PA3MELLATH M ABTOMATUHECKHM 3aMyCKATb MPK
NOAKITIOHYEHMM:

® aparBepbl COMOTO TOKEHQ;

* npunoxeHus GesonacHocTv (Hanpumep,
NPUAOXKEHHs Anst LUMPPOBAHKMS AGHHBIX);

® MPUIIOXEHMS, MPEOHAHAYEHHbIE CrieLy-
QnbHO A1 OTAENbHbIX MOSb3OBATENEN MM Py
nonb3oBaTenen;

® OrMEepPALMOHHbIE CUCTEMBI;

* aiinbl YCTAHOBKM.

MopobHble yCTPOMCTBA NO3BONSIOT PEQN30-
BOTb [OBEPEHHYIO 3CIPY3Ky PABOUMX CTQHLMHA,
TEPMUHQSTbHBIX KITMEHTOB M [IOKE CEPBEPOB HEMo-
CPECTBEHHO M3 COMOM NAMSITU TOKEHA BHE 30BY-
CMMOCTM OT YCTOHOBNIEHHOM HQA HENOBEPEHHOM
KOMMBIOTEPE OMEPALMOHHOM CUCTEMBI U HAUTAUMSE
Y HEro XecTKoro Aucka. MHTepecHbim peLueHrem
C TOKIM TOKEHOM MOXET GbiTb MOCTABKA, ANCTPH-
ByLs, ycraHoBka 1 TMpaxuposanie M10.

l'eHepatopsl ogHopa3soseix naponeit

[ns pabotsl BHe creH odwca ¢ Heobopyao-
BOHHBIX M HEHOCTPOEHHBIX PABOYMX MECT, HAMPH-
Mep, B HTepHeT-kade mcronbsosats USB-knioum
M CMOpPT-KaPThl PAKTUYECKM HEBOSMOXHO, OCO-
BEHHO C Y4ETOM TOTO, YTO MOCTEHME MOMMMO

AparBEPOB TPEBYIOT HANMUKS KAPT-PUOEPA.
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Mcnonb3oBanue knaccuyeckmx "mHoropa-
30BbIX" NAPONEH SBNFETCS CEPLE3HOM YSI3BUMO-
CTbIO MK PaBOTE B TAKUX HE[OBEPEHHBIX Cpe-
AQaX. STO MOATONKHYIO BEAYLUMX BEHLOPOB PbiH-
KO QYTEHTUPMKALMM K CO3MAHMIO annapaTHbIX
reHepaTopos oaHopa3ossix naponeit (OTP-ycr-
povicts, ot anrn. One Time Password). Takve yc-
TPOWCTBA TEHEPUPYIOT OYEPERHON MAPONb, KO-
TOPBIF COTPYAHWK BBORMT B OKHO 3anpoca 1nbo
no pacnmcanmio (Hanpumep, kaxasie 30 ce-
KkyHa) 6o no 3anpocy (Mpr HOXATUK HA KHOT-
ky). Kakgelit TakoM naponb MOXHO Mcnonb3o-
BATL TONLKO OAWH pas. [Mposepky npasmbHOC-
T BBEAEHHOTO 3HAYEHMSI HO CTOPOHE CepBepa
MPOBEPSIET CMELUAIbHBIN CEPBEP AYTEHTUPMKA-
UMM, BBIYMCTISIIOLLYAI TEKYLIEe 3HOYEHME OfHO-
PA30BOrO NAPOSISt POTPAMMHO.

[Ins coxpaHeHust MpHHLMNA ABYXPAKTOPHO-
CTM QyTEHTUPMKALMM NOMMMO CrEHEPMPOBAH-
HOTO YCTPOMCTBOM 3HOUEHMS NONb3OBATEb BBO-
T MOCTOSIHHBIMA NAPOTb.

[eHepaTOpbl OQHOPA30BLIX MAPONEN MOsIBM-
SIMCb [0 LIMPOKOTO PACTPOCTPAHEHHS CMApPT-
KApT B OTBET HA PACTYLLEE YUCIIO MHLIMAEHTOB C
KPQXeH KOHPHAEHLANEHOM MHPOPMALWM NP
MOMOLLM YIQNEHHOTO [OCTynNA. TaKOM METOL, ay-
TEHTUPMKALMM HE SIBNISIETCS CTPOTM M HOCHT Hal-
38aHMe — ycunerHbid. OCHOBHAS ys13BMMOCTb
OIHOPA30BLIX NAPONEN — ATAKA TMMA "Yenosek
nocepeaure”. [pu Takoi atake 3noymbiu-
NEHHWK BIIMHUBAETCS! B KOMMYHUKALIIO MEXIY
MONb3OBATENEM M CEPBEPOM, MOSIHOCTBIO KOH-
TPONMPYS BECh MHPOPMALMOHHBI OBMEH MeX-
ay Hamu. OTeyTeTeue Kpuntorpaduyeckmx npe-
06pPA30BAHMI KAK B CTyHAE C MCTIONb3OBAHMEM
CMApPT-KAPT 1 LPPOBLIX CEPTUPHMKATOB CHIKA-
€T ypoBeHb obecneunsaemoit 6e30nacHoCTH,
MO3BOJISISt UCMONB3OBATb AAHHBIN CIOCOH TOMLKO
B OnpeaeneHHbix cnyyasix. Tak, Hanpumep, 6ak-
KM B 30BUCMMOCTM OT METOAA AyTEHTUGMKALMM
(no oaHopasoomy naponio M udposomy
cep™mmKaTy) YCTAHABAMBAIOT PA3NMYHBIE K-
MUTbI HO MPOBEAEHME OMEPALMA.

Crout otMetuTs, 4to B Poccuu B cesian ¢ 6o-
fiee Mo3JHAM CTAHOBIEHMEM PbIHKA ANAAPAT-
HbIX TOKEHOB M M3-30 HQNIMYMSI K TOMY BPEMeHH
Bosee COBEPLUEHHbIX CMAPT-KAPT, rEHEPATOpPbI
OfIHOPU30BLIX MAPONEH HE TAK LIMPOKO Pac-
MPOCTPAHEHSI, KaK, HAMPUMEP, Ha 3anage.

BE3SOMNACHOCTb
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Java-tokeHsi

CMapT-KapTa, O TOYHEE €€ YMM, MMMIIAHTH-
POBAHHBI B MAACTMK U BCTPOEHHBIN B KOPIYC
USB-knioua sBRsetcss NONHOLEHHbIM KOMMbIoTe-
POM B MMHMATIOPe: C XecTkuM apckom (EEP-
ROM), onepammeHoit namsatsio (ROM), npouec-
COPOM M, KOHEYHO, OMEPALOHHON CHCTEMOM.
chHKLIMOHGnOM, ONEPALMOHHOM CMCTEMOM U
"yCTOHOBMEHHbIMM" HO Hee MPUIOKEHUAMM M
OMPEAENSIOTCS BO3MOXHOCTM TOKEHA.

MpenpinyLLye NoKoneHms TOKEHOB, KOK Mpa-
BMMO, MCMONb3OBAUIA MPOTPHETOPHYIO NLIEH3N-
PYEMyIO ONEPALIMOHHYIO CUCTEMY (OmMH 13 MOHO-
MOSCTOB 3TOFO PbIHKA — KOMMAHHs Siemens ¢ ee
CardOS). 3akpbitas apxuTekTypa aenana Kpam-
He CJIOKHOM Pa3pabOTKy AOMOMHUTENbHBIX MPK-
TIOXEHMMA M KOMIMOHEHTOB CAMOM OMepPaLOHHOM
CHCTEMbI, HOMPUMEP, PECNU3ALMIO MOLREPKKU
HOLWIOHQIBHBIX KPUITOTPAGHYECKIX QNIFOPUTMOB.

CoBpeMeHHble TokeHb! CTposiTes Ha 6aze Java-
KOpTbI, IBNSIOLLEICS CTAHAPTOM Ha pbiHke (Gonee
10 kpynHbix npowasogreneht). PyHKUMOHAMb-
HOCTb KOHKPETHOTO TOKEHO OMPEAENSTCsl HABOPOM
3QrPY>XEHHBIX AMMUIETOB, BLINOMHSIOLLMXCS HA BIP-
TyanbHo# Java-matumHe. OTkpbitas nnatgopma
LUMPOKAS! MOMYSISPHOCTb $i3bIKA MPOTPAMMMPOBG-
HUs Java no3sonsieT paspabaTbIBaTL M B KOPOTKME
CPOKM BHEAPSTb HOBble BoamoxHocT. Cpem nep-
CMEKTMBHBIX PA3PABOTOK — PeanU3aLs MOBUTTL-
HOTO 3MIEKTPOHHOTO KOLLIENBKA MOMb30BATENS|, KOH-
TPOJTb LIENIOCTHOCTU KPUTUHECKUX AAHHBIX CPEACT-
BAMM QNMAETA, BbINOSHSIOLLETO B 30BELOMO [OBE-
PEHHOM Cpeae CMapPT-KAPTbI U T.M.

BaxkHOM OCOBEHHOCTbIO  COBPEMEHHbIX
Java-tokeros sensietcs nopmepxka USB CCID
Class Driver. 310 knacc ppaitsepos s USB-
CuMTBLIBATENEN CMAPT-KAPT, NO3BONSIOWMI pea-
NM30BATE MUHUMANbHBI YHKLOHAN Mo pabo-
T CO CMAPT-KAPTON 6e3 YCTAHOBKM Creupmanit-
3MPOBOHHBIX APAMBEPOB OT MPOU3BOMTENS. AHG-
NIOTMUHBIN KIIACC [PAMBEPOB, /16, HAMPUMEP,
KOMBIOTEPHOM MBILLIKV FAPAHTUPYeT pabotocro-
COBHOCTbL 1BYX KHOMOK 1 KONEC MPOKPYTKM T1to-
60ro YCTPOHCTBA CPAY MOCTE MOAKITIOHEHMS.

USB CCID Class Driver ectpoeH s onepauy-
oHHyto cuctemy Windows Vista u asromatnuec-
k1 ckaumsaetes ¢ caita Windows Update npu
0BHAPYXEHMM HOBOTO MOAKITIOYEHHOTO YCTPOM-

ctea B8 Windows XP. 2003.
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BE3SOMNACHOCTb

OnucaHHbIe TEXHONOTMM MO3BONSIOT MC-
MOsb3OBATH COBPEMEHHbIE TOKEHBI, B OTIIMUME OT
YCTPOMCTB MpeabIOyLIero nokoseHus Ha Gonee
LIMPOKOM NAPKE KOMMBIOTEPHOM TeXHUKM U AN
pelueHys Gornee LMPOKOTO CNeKTpa 3aAau.

LlentpanusosarHoe ynpasnetue
CpeAcTBaMM ayTeHTUdUKALMH

KpynHble KOMNaHMM HUHAHCOBOrO CekTo-
pa, O TAKXKe TENEKOMMYHMKALMOHHbIE KOMMG-
HWM, Q BCTIEA 30 HUMM M BCE OCTQUTbHBIE, BIUIOTH
[0 KOMMQHWI Manoro 6usHeca, Ha ¢poHe Bce
BO3PACTAIOLLYIX YTPO3 MHPOPMALMOHHOM Be3o-
NOCHOCTH MOCTENEHHO MPUXORAT K MOHUMOHMIO
HEOBXOAMMOCTM  MCMOSNb3OBAHMS  CPEACTB
CTPOroM AyTEHTUPMKALIAM NOSbIOBATENEN.

Bonbluoe konmuectBo pasnuuHbix Mopeneit
QNMApPATHBIX CPEACTB. ayTeHTUpUKALM, OBWTe
TEXHOMNOMM, METOLOB CYTEHTU(MKALIAM, O TAK Xe
pasHoo6pa3We NPUITOKeHMIA GE30MACHOCTH U Lie-
et UCMONb3OBAHMS MPUBOMT K OMPEaeieHHbIM
CIOXHOCTSM MPW BHEAPEHWM TOKEHOB B MACLLTO-
60X OPraHM3ALAN. TUMIOBBIMM CLIEHOPVSIMM, OTHM-
MGIOLLYIMH SOPOFOCTOSILLIEE BPEMS CUCTEMHbIX Ot~
MWHUCTPATOPOB, CTaHOBSITEA cOpoc 3abbimoro PIN-
KOO TOKEHA, 3AMEHA WM BBIAAYA BPEMEHHOTO
B3OMEH NOBPEXAEHHOTO,/YTPAUEHHOTO TOKEH.

[Mpr 3HQUUTENLHOM KONMYECTBE MOMb3OBATE-
neit (ot 100 1 BbiLLe) 3aTPATHI HO CONPOBOXAEHME
CPEnCTB AyTEHTUDMKALMM B MACLLTABAX KOMMO-
HMY CTOHOBSITCS! CPOBHVMBIMM CO CTOMMOCTBIO BIIG-
LIEHUS LEHTPQSTM30BAHHOM CUCTEMOM YNPARBSIEHMS
XKM3HEHHBIM LIMKIIOM TOKEHOB. [ Tpy 3ToM HyXHO OT-
[oBaTh cebe OTYET B TOM, YTO BHEAPEHWE anna-
PATHBIX CPEACTB Ay TEHTUUKALIAM MONb30BATENEN
camo o cebe He Mo3BosSIET NOBLICHTL Hesorac-
HOCTb cucTembl. [1ns pelcTeuTenbHO sddekTHBHO-
O WX WCMONb3OBAHMS HEOBXOmMMO IPAMOTHO
pa3paboTaTh M BHEAPUT COOTBETCTBYIOLLME MO~
AMTMKY BE30NAcHOCTH, ONPEeRensioWpX pera-
MEHTbI M MPABMIC UCTIONB3OBOHMS STHX CPEACTB.

He MeHee BaxeH 1 KOHTPOSb 30 MPABUILHOC-
THIO MPUMEHEHMS MONMTUK, HTO OCOBEHHO CTAHO-
BMTCS 3HQYMMBIM B CIyHQE TEPPUTOPHANBHOM PaC-
NPEneneHHOCTU KOMMAHWM, oBuusi pUIManos 1
TPynM Monb3OBATENEN, WUCMOMb3YIOWMX Te WM
MHblE BUbI TOKEHOB 15l AOCTYNA K MHPOPMALIM
PABMMYHOTO YPOBHS KOHPUOEHLWANBHOCTM.

PyuHo# yuer TokeHOB, nepcoHanMaaups u
NPOBMILHOE HOSHAYEHWE MX MOMb3OBATENSIM B
30BMCUMOCTU OT JOSDKHOCTHBIX OBSI30HHOCTEH,
QTAK e AyAMT UCMOSb3OBAHMS M KOHTPOb MPa-
BMIBHOCTH MPUMEHEHWS MONUTUK B MACLUTABAX
KPYMHO#M KOMMAHWM MPOCTO HEMBICIUM.

OnnCcaHHbIE BbILLIE 1 MHOTHE IPYTHE 3004
13 COOBPaXeHMIT BE30MNACHOCTM 1 B TOM YMChe
A5l YMEHBLUEHMS BIWSIHUSI HENOBEHECKOrO (ak-
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TOPA KAK MPABMIO GBTOMATM3UPYIOT C UCMOb-
30BAHMEM CMIELMANIM3MPOBAHHBIX CUCTEM KIAC-
ca Token Management System (TMS).
CobcteerHo, TMS — 1o cucrema, npepHas-
HOYEHHOS! 1 BHEAPEHMS|, YNPCBNEHMS, MCrIOmNb30-
BOHWS W Y4ETQ ANNOPATHBIX CPEACTB ayTeHTUH-
kawm nonbsosateneit (USB-kmoueit 1 cmapr-
kapt) B macwrabox npeanpustia. C MomeHTa
MHMLQNA3ALM TOKEHO M A0 Er0 OT3bIBA, TO ECTb
HQ MPOTSKEHMU BCETO BPEMEHM €0 PyHKLMOHM-
POBAHMA B MHPPACTPYKTYPE KOMMAHMM, OCHOB-
HbIM MHCTPYMEHTOM [/151 YNPOBIEHMS! MM SIBIISIETCS
TMS. K 6azosbim dyHkuysim TMS otHocsites: Beog,
B SKCTUTyaTaLYIO ToKeHa (cmapT-kapTsl, USB-krio-
4a, kombuHuposatHoro USB-kioda i rerepa-
TOPA OOHOPA30BLIX MAPONEH), NEPCOHATM3ALYA
TOKEHA COTPYAHMKOM, AOBABMEHME BO3MOKHOCTU
[OCTYNA K HOBbIM MPMIIOXEHHMSIM, Q TAKKE €ro OT-
3blB, 3AMEHO WM BPEMEHHOS BBIAYA HOBOM Kap-
Tbl, pasbnokvposanme PIN-kopa, obcnyxuearme
BbILLIE/LLIEN M3 CTPOSi CMAPT-KAPTBI 1 OT3bIB €€.

Urorn

[Mpu Bcem 0BMMM METOROB ayTEHTUMKALIMM
Haubonee MOMymSPHBIMA HA PbIHKE MO-NPEXHe-
My OCTQIOTCS! AMMAPATHBIE TOKEHbI BO BCEX MX MO-
IMPUKALMSX M BAPMAHTAX MCronHeHus. daHHas
TEXHOMOMS BHE BCKOTO COMHEHMs ByeT BoCTpe-
6oBaHa v cripoc Ha Hee Byaet pacty. Mponasoau-
TeN anMAPATHBIX TOKEHOB MOCTOSHHO MPEAJIara-
10T BCE HOBbIE M HOBbIE MOLEM, O PA3PABOTUMKMA
npuknagHoro MO M onepaupoHHbix cucTem
BCTPAMBAIOT B CBOW MPOAYKTHI MOAASPKKY CMOPT-
KAPT M He CMEeLLaT OT HUX OTKA3bIBATBCH.

CoBpeMeHHble TOKEHb! MO3BOMSIOT PELLNTL
LUMPOKWMI CrIEKTP 3004 Mo obecneveHie nHdop-
MOLIMOHHOM GE30MACHOCTU M He PEmKU ClyHau,
KOTAQ KPYMHblE MHOrOMUIMAIbHBIE KOMMIAHWM
NPMHMUMQIOT TOKEHbI KOK KOPMOPATMBHbINA CTAH-
[CpT, enasi obs3aTeENbHbIM MPUMEHEHMe arna-
POTHbIX CPEACTB CYTEHTUHMKALIMM BO BCEX CBOMX
[fo4epHUX nogpasaeneHysix. Hanmuve y senyiuyix
npowussopuTeneii TokeHos B Pocam cootsercray-
IOLLMX TTALIEH3M7 11 CEPTUDMKATOB HO CAMM TOKEHbI
CENANo BOMOXHBIM MCMONb3OBAHME STOM Tex-
HOJTOMM B TOM YMCIE M BO MHOTVIX FOCYACPCTBEH-
HbIX MMHWCTEPCTBOX M BEAOMCTBAX.

CpepHuit 1 Manbiit EM3Hec Baes, 30 KpynHbl-
MM KOMIMOHUSIMA 1 TOCYOPCTBOM MPOSIBISIOT BCE
GObLUMIA MHTEPEC K TOKEHAM KOK CPEACTBAM CO-
XPAHEHMsI KOHPUOEHLMATBHOCTU KOMMEPHECKOM
uHpopMaLmn. MHtepec co CTOpoHbI SOMALLHKX
MOJIb30BATENEM, BrIONHE BO3MOXHO, HE 30 ropa-
Mu. Tak NomyssPHOCTL NEPCOHATbHbIX CPEACTB aH-
TUBIMPYCHOW 3CILLMTBI CErOfIHS! YXKE HUKOTO He yIyB-
FISIET, Q Beb TOKEHbI MO3BOMISIOT 3CLLMTUT JIMUHYIO
MHPOPMALIMIO 1 NEPCOHANbHbIE AAHHBIE OT YTpO3,
nepe KOTOPbIMU AHTUBMPYChI MPOCTO BeCCuibHbI.

[Mpumep BHenpeHuns

B anpene storo ropa Komnanms BCC,
6usnec-naptHep  Aladdin  Software
Security R.D., 3aBepimna npoekt no Mo-
[EPHU30LMM MHPOPMALMOHHOM MHPPA-
crpykTypsl [Opuamyeckoro pakynsteta
Cankr-lNeTepbyprckoro  rocyaapcrset-
HOTO yHMBepcuTeTa. B pamkax npoekra,
BBINOMHEHHOTO C MPUMMEHEHMEM NPOayK-
TOB 1 TexHonorui kopnopauym Microsoft
u cpencts ayTentudmkaumm ot Aladdin,
bakyneTeT Mmosyunn oaHy M3 Hambonee
COBEPLUEHHbBIX MHPOPMALMOHHBIX CHC-
TeM, YHKLMOHMPYIOLMX B POCCUMCKMX
FOCYAAPCTBEHHbIX BbICLLMX y4€BHbIX 3aBE-
nevsix. ns nopaepxku obpasosarens-
HOTO NMPOLECCca BbUU YCTAHOBEHbI AECAT-
KM TEPMUHANOB CO  CYMTHLIBATENSIMM
CMAPT-KOPT i MyBnMyHOro Joctyna K
6ubnmoTeke pakynbTeTa, BBEAEHA CUCTE-
MA CYTEHTUPUKALMU MO CMAPT-KAPTAM,
06eCneymBaiow|as 3ALMLLEHHBIM OCTYN
BCEX CTY[IEHTOB M GCMMPAHTOB K aKyrib-
tetckomy Web-noprany. MoctpoetHbiit
Ha 6ase npogykra Microsoft SharePoint
Portal, nopran topdbaka cryxut He Tonbko
ON151 CO3AAHMS U XPAHEHMs! GANOB, HO U
BK/IIOYOET BO3MOXHOCTb CAQYM SK3aMme-
HOB B PEXMME OH-IAJH, 4TO ByaeT NosHo-

CTbiIO PEeanM3OBOHO HA nocneayoLlmux

3TANAx npoekra.
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