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CraHpapThbl

b1Y ®CTOK — mpakTuueckoe
MCIIOJIb30BaHME |

o

B pamkax (1atbi paccMOTPEHbI OCHOBHbIE BO3MOXHOCTI, KOTO-

pble cnewyuanicraM no atwuTe nHdopmaL i NpeaocTaBader.

bank ganHbIx yrpo3 (BAY) ®CTIK Poccuu, a Takxe nposefeHo
KCMPECC-CPABHEHME C abTEPHATUBHbIMI UCTOYHUKAMU MHOOP-

BaHK AaHHbIX yrpo3 6e30nacHOCTH UH-
dopmaummn (BAY - www.bdu.fstec.ru),
3anyuweHHbi B 2015 rogy ®CT3K Poc-
cun (PepepanbHag cnyxba no TexHu-
YeCKOMY M 3KCMOPTHOMY KOHTPOJIH))
n OAY «THUUM NT3N ®OCTIK Poc-
cuuny»  (TocymapCTBEHHbIM Hay4YHO-UC-
CnefoBaTeNbCKUMI  UCNbITATENbHbIN
MHCTUTYT nNpobneM TexHu4eckoi 3a-
WMTbl MHPOPMaLMK), HA CErOAHSAWHUA
LleHb HacuuTbiBaeT 205 yrpos n 17 391
ySI3BUMOCTb.

basza ya3sumocTen n basa yrpos - 3To
[laneko He BCe BO3MOXHOCTW, KOTO-
pble npepoctasnseT bAY, oaHako 3To
MMEeHHO Te pasfenbl calTa, KoTopble
Ha MpaKTUKe, NOXanyi, UCNoNb3yTCs
yalLe Bcero.

MaL o y43BUMOCTAM 11 yTDO3dM.

basa ysassumocren

OCTIK, Kak yxxe 0TMevyanocb Bbille,
Hayana BecTu cBOK Hasy ys3BUMOCTeW
B8 2015 roay, koraa B MMpe CyLecTBO-
Bano yxe 6onee 60 pasnuuHbix 6a3
CXOXe HanpaBAEHHOCTMU.

Camoi obwupHON U comepxaTenbHOM
Ha TOT MOMEHT BOblna OTKpbITas He3aBu-
cumas 6a3a Open Source Vulnerability
Database (OSVDB). OSVDB HacuuTbiBa-
na 6onee 120 000 ysa3BuMocCTel, O4-
Hako 5 anpens 2016 ropa eé pearens-
HOCTb Oblna NpekpalleHa, N0 MHEHUK
MHOTMX — He B MOC/IeHIO o4yepenb
M3-32 pocTa MONYNSPHOCTU MpPOrpamMmm
Bug Bounty, nossonswowmnx uccnepo-
BaTensaMm 3apaboTaTb AEHbMM C MOMO-
Wb NPOAAXU HAMLEHHBIX UMK YS3BU-

’

mMocTen. becnnatHas nybnuyHasa 6aza
YyS3BMMOCTEN, NO BCEM BUAMMOCTH, HE
onpaspana cebs Bo BCé Honee KOM-
MepLUManu3npyemMoM Mupe.

M3 ppyrux kpynHbix 6a3 ysa3Bumo-
CTEN MOXHO OTMETUTb MOMNYASPHYIO
Common Vulnerabilities and Exposures
(CVE), nopnepxusaemyto The MITRE
Corporation u sgBnswLy0Cs OCHOBOK
LNS aMepUKaHCKOW HauMOHanbHoM 6a-
3bl U.S. National Vulnerability Database
(NVD). Takxe cTtouT ynoMsaHyTb 6asbl
X-Force komnaHuu IBM m SecurityFocus
KoMnaHum Symantec, kutanckyto China
National Vulnerability Database of
Information Security (CNNVD) u anoH-
ckyto Japan Vulnerability Notes (JVN
iPedia).
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CpasHeHue ouHamuku 0obasneHuUs HoabIx ys3eumocmeli 8 6a3el b/4Y u CVE / NVD

30 nocsnedHue 4 200a.

Bce ynomsHyTble M rocynapCTBeH-
Hble, M NpUHagnexalmue YacTHbIM
Kopnopauusam 6asbl  CyLWECTBEHHO
npesbiwatT BAY O®CT3K kak no konu-
4yecTBYy YS3BMMOCTEN, TaK U MO CKOPO-
CTU 06HOBNEHMUS.

loBops 0 6asax ys3BMMOCTEM, Hefb-
39 He YMNOMSAHYTb POCCUMMCKMI npo-
ekT Vulners, Takxe cTapToBaBlMIA B
2015 romy M cTpemMuTenbHO Habupa-
IOWMIA NonynsgpHocTb. B HekoTopbix
MCTOYHMKAX ero HasbiBalT «Google
ONna xakepay, Tak kak Vulners aBToma-
TMYyeckn cobupaeT UHboOpMauuo K3
nonynspHbix 6a3 ya3eumocTeir, 6Gion-
neteHer 6€30NaCHOCTU, TEMATUYECKUX
pecypcoB M ApYrMX UCTOYHMKOB, @ TakK-
e Mo3BOoNieT McKaTb No HuM. M3-3a
MHOroobpasus WMCTOYHWKOB W BWUAOB
npeacTaBNeHHON UHPopMauun obliee
4YMUCNO 3anucen, BblAaBaeMbIX MpuU Mo-
ucke, Ha cerogHsa npesbiwaet 600 000
wTyK. Cpepmn nntocos Vulners - oTKpbI-
Tbli MporpaMMHbin MHTepdenc (API),
BCTPOEHHbIN PaCLUMPEHHbIN 93bIK NOUC-
KOBbIX 3aMpoCoB M faxKe COBCTBEHHbI
Telegram-60T @vulnersBot.

Ha Takom obwem doHe bBAY DCTIK
BbIFIAAMT AANEKO HE BCEOObEMIIOLLE U
0TYaCTM HECOBPEMEHHO, OAHAKO Y AaH-
HOro MCTOYHWMKA ECTb [ABA HEOCMOpU-
MbIX MPEUMYLLECTBA.

Bo-nepsbix, BAY ®CT3K - camas kpyn-
Has 6asa ys3BMMOCTEM Ha PYCCKOM
a3bike. [MOHATHbIE OMUCAHWUS M MOHAT-
HbIM MHTepdenc fopororo cToaT — Ha
OAHOM M3 MeponpusaTUin No MHPopma-
LMOHHOM 6€30MacHOCTM HaMONOBUHY B
WYTKY, @ HaMmoNOBUHY BCEPbE3 M3 3ana

npo3Byvana ¢pasa: «YSa3BUMOCTH, Ony-
6nukoBaHHble B 6asze MPCTIK, ana Hac
BECOMee, YeM Takm1e e, HO B 3amnafHblX
UCTOYHMKAXY.

Bropo#i nntoc bAY ®CT3K - opuen-
TauMs B TOM 4YUC/Ie Ha YS3BMMOCTM
B OTEYeCTBEHHOM MporpamMMHoM obe-
crnevyeHuu. Yxe cenyac npepcTasne-
Hbl okono 80 ys3BumocTen 11 ore-
YECTBEHHbIX MPOW3BOAMTENEN, TaKUX
kak HIMM «PEISKC», «J/labopaTtopus
Kacnepckoro», «OBEH», «1C», «1C-bu-
TPUKC» M Apyrux. BaxHbiM cnepcteu-
€M M3 TaKkoW OpueHTauuu sBngeTcs
HaZMyne YHUKaNbHbIX YA3BUMOCTEMN,
KoTopble B Apyrux 6asax MoryT 6biTb
He NpefCTaBNEHbI.
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«Kog besomnacHocTu»

«MHPoTeKC»

[Ons HarngapHoW wunnwocTpaumm  6bi-
NI U3y4YeHbl YSI3BUMOCTU OTeYeCTBEH-
HbIX MpOW3BOAMUTENEN CPeacTB 3aluu-
Tbl HpopmMaunm «MHpoTeKC» n «Kog,
Be3sonacHoctu». Obe u3BecTHble ys3-
BUMOCTM B peuweHnax «MHdoTeKC»
npeacTaBnexbl 1 B 6ase CVE/NVD. Oga-
HaKo BaHas ys93BMMOCTb B MpOAYKTE

CIS/N22/11.2017 / www.cismag.ru

Secret Net komnaHun «Kop besonac-
HOCTU» B HEW OTCYTCTBYET A0 CUX Mop.

Cpeou Apyrux LOCTYMHbIX ANS Bbl6O-
pa, HO MOKa He MMerwLlmx onybaunko-
BaHHbIX YyS3BMMOCTeW Ha cante BAY
DOCTIK 3HayaTCs TaKXe OTEeYeCTBEH-
Hble npounssoauTenu «HMO PycbUTex»,
«TEKOHIPYM», «ACKOH», «MHTennek-
TyanbHble Cuctembl ABTOMaTU3auuu
TexHonoruun», «HaHocodT», «HoOBbIEe
3N1eKTPOHHble TexHonornm», «HTL, UT
POCA» u ppyrue.

B cBOMX NyBAUYHbBIX BBICTYMNIEHUAX CO-
TpyaHukn OCTIK 3aasnanu, 4to ny-
6NMKYIOT YS3BMMOCTM TONIbKO Moche
BbIMyCKa MpPOWM3BOAMUTENSMU COOTBET-
CTBYHOWMUX O0OHOBNEHUI. Bo3MoxHO,
HasMymMe yKasaHHbIX Bbllle MPOU3BOAM-
Tenei cpeam LOCTYMHbIX ANs Bblbopa
KaK pa3 roBopuT o0 TOM, YTO B UX NpO-
[yKTax eCTb M3BECTHble YS3BMMOCTH,
ucnpasneHune kotopbix CTIK oxmpa-
et ana ux nybnukaumm 8 bAY.

basa yrpos

Btopolt BaxHbli KOMMNOHeHT bBAY
OCT3K - 310 KaTtanor ysa3BMMOCTEW.
M3 WMpOKO M3BECTHLIX AaHANOFOB MOX-
HO Ha3BaTb pa3Be 4YTO KaTanor yrpos
(depnepanbHOro BefomMcTBa no uHdop-
MaunoHHOM Be3onacHocTu lepMaHuu:
BSI IT-Grundschutz-Kataloge. [laHHbIV
Katanor obHoBngeTcs pas B roa uau
[Ba, nocnegHee obHOBNeHue (Bepcus
15) 6bino B Mae 2016 ropa, Torga xe
6bin0 3asBneHo, 4To Gopma nopauu
MaTepuana (cenyac 310 eamHbin PDF-
¢dain c 5000 cTpaHuuamu) byneT usme-
HeHa 419 ynpoLleHnsa eé npakTU4ecKo-
ro MCnosnb3oBaHus. Tekylas Bepcus
IT-Grundschutz-Kataloge poctynHa Ha
HEMELKOM U aHMMICKOM (YEPHOBUK)
A3blKax M, MOMMMO OMWUCAHUA Yrpos,
conepxuT oblme pekomMeHAaUMM MO
HUBENMPOBAHUID yrpo3 (B TOM uucne
bU3NYECKMMM, OPraHM3aLUOHHBIMU U
TexHUyeckumMm Mepamu). Katanor ot-
NIMYHO CTPYKTYPUPOBaAH, UMeEeT CKBO3-
HY0 HOTauMo, @ obLiee YMCNo ONUCaH-
HbIX yrpo3 npesbiwaeTt 700.

Kak ykasaHo B onucaHum BY ®OCTIK:
«Yepo3el 6e3onacHocmu UH@opmayuu,
BK/IOYEHHbIE 8 coCmas 6aHKa OaHHbIX
y2po3, He S8/St0MCs 31eMeHmamMu uepap-
XU4eckol KAaccu@uKkayuoHHol cucmemsl
yepo3, a npedcmasnstom coboli 0606-
WEHHbIL nepeyeHb OCHOBHbIX y2po3 bes-
onacHocmu uHgopmMayuu, NOMeHYyUaNbHO
0NacHeix 015 UHGOPMAUUOHHBIX CUCMEM.

Katanor yrpos B bBAY ®CT3K noka
MO3BONSIET MCKAaTb TONbKO MO Ha3Ba-
HUIO YrpOo3bl U MPUMEHATb GUALTPLI MO
MCTOYHMKY Yrpo3bl M MOCNELCTBUAM
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peanu3auuu yrposbl (HapyLleHue KOH-
OUOEHLMANBHOCTHU, LENOCTHOCTU WU/
UK LOCTYNHOCTM).

DOUNBETPALIMA
KOHTEKCTHBIA NOWCK NO HA3BaHWO Yrpo3bl

WCTOYHMK yrpossl €

MocneaCcTBUA PEAnM3aLK YIpo3bi:

HapyweHue koHugeHmansHoc B

Hapywetue yenoctHocth 1

Hapywetue goctynHoctn &

OkHO ¢punempayuu Ha calime b4Y

PaBHO kak u ana basbl ys3sumocTen,
BaXHeWWwunmM npeumylectsom basbl
yrpo3 ot ®CT3K aBnsetca pgetanbHoe
OMuCaHue yrpos Ha pycckom ssbike. C
LLpYroi CTOPOHbI, MOPOW 3TO Onuca-
HMe M36bITOYHO U 3aTpyAHSeT, Hapas-
He C YyXe YNOMSHYTbIM OTCYTCTBUEM
CTPYKTYPUPOBAHHOCTHM, NpakTU4yeckoe
Mcnonb3oBaHue, TaK Kak, Mo CyTu, ANS
Kaxkpon 13 205 yrpos Hy>KHO nNpoBecTH
aHanu3 n 060cHoBaTb €8 aKTyasIbHOCTb
60 HeaKTyanbHOCTb A1 KOHKPETHOM
MHPOPMALMOHHOW CUCTEMBI.

Tak Kak BCe yrposbl C MX OMWCaHM-
€M U APYTMMU UMEIKLLMMUCS MONSMU
MOXHO MPOCTO BbIrpy3nTb B BUAE Ta-
6/1MYHOr0 [OOKYMEHTa (ANS YyS3BMMO-
CTeN MOXHO cAenaTb TO Xe camoe), Ha
npaktuke pabota c BAY cyuwecTBeH-
HO YMpOLLAETCS PYYHbIM YKPYMHEHWEM
pa3penoB basbl yrpo3 nytém obveau-
HEHWS CXOXMX Yrpo3 B rpynmbl, 4TO NO-
3BONSIET UCKIKOYATb U3 PaCcCMOTPEHMUS,
Hanpumep, BCe Yrpo3sbl, CBA3aHHblE C
TEXHONOTMAMU BUPTYanu3aLmm, eciu B
paccMatpuBaeMoi MHGOPMaLMOHHOM
CUCTEME OHM He NPUMEeHSITCS. Takyto
«popaboTky» bLlY 06bl4HO LOCTAaTOYHO
chenatb O4MH pas, nocsie yero npume-
HATb B CBOel noBCeaHEeBHOM paboTe,
BPEMS OT BPEMEHW AOMONHAS CTPYK-
TYpy HOBbIMU yrpo3amu, ny6aukyeMbl-
mMu OCTIK.

ﬂ.OHOHHMTeanbIe pa3aesibl U
BO3MOXHOCTU

[TOMUMO BakHbIX WM rMofie3HbIX basbl
ya3sumocTen u basbl yrpos, cant b4y
OCT3K npepnaraet LOMNOAHUTENbHbIE
MHCTPYMEHTbI, KOTOPbIM TaKXe MOX-

HO HaiTW NpUMEHEHME B TUMOBOW Le-
ATENbHOCTM CneumanucTa no uHdop-
MauMoHHOM 6e3onacHocTu. Bnpouewm,
CnpaBefNMBOCTM pajM, CTOUT OTMe-
TUTb, YTO OONBLIMHCTBO AOMONHUTENb-
HbIX pa3fenoB Moka ckopee 6nuxe
K NpoTOTMNAaM, YeM K MOJHOLEHHbIM
MHCTPYMEHTaM.

TepMMHhI U onpeapeneHua

[laHHbI pa3pen 3agyMaH Kak rnocca-
puii ¢ oduumanbHbiMK (BbIGpAHHbBIMYU
M3 pasfMYHbIX CTAHAAPTOB) onpepe-
NEeHUSIMMU OCHOBHbIX TEPMUHOB U CCbISI-
KOM Ha ucTovHuK. K coxaneHwuio, pas-
[len noka Tak M OCTancs B 3a4aTOYHOM
cocTosiHuKn — 66 onpenenexuit (He ong
BCEX W3 KOTOPbIX, K CJIOBY, yKa3aH
MCTOYHWMK) BPSLA, I MOXKHO CYMTATb XO-
powum noacnopbeM. [lokyMeHTauus
CpeflHero pasmepa NpoekTa MOXeT Co-
fepxaTb 6onblue TEpMUHOB.

[ oKyMeHTbI

OnsaTb-Taku, NPOCTO OTAMYHASA 3aLyM-
Ka - cobpaTb B OAHOM MecTe (Aa eweé
M CcMCTeMaTusnpoBaTtb) BClO Tpebye-
Myto B paboTe cneumanuncrta no sawmre
nHpopmaumnn pokymentauuio (FOCTol,
npuKasbl, MeToAMYeCcKMe pekoMeHa-
UMM M MpoY.), HO TeKkylas peanusa-
LUMg CHOBa OCTaBASET XenaTb Nyyule-
ro: 9 LOKYMeHTOB, C MOMCKOM KOTOPbIX
M Tak 0cobbix Mpobnem He BO3HMKAET.
[la 1 BbINOXEHbI HE CaMW [LOKYMEHTbI,
a CCbIKM Ha HuX. Moxoxe, KoppekTHee
pasgen 6b110 6bl Ha3BaTb «CCbINKM HA
LLOKYMEHTbI».

Kanbkynatopbl CVSS

MHTepaKTUBHbIE KaNbKynaTopbl, Mo-
3BonqoWMe, He nokuaaa cant PCTIK,
6bICTpO NonyunTb oueHky CVSS - Bellb
ynobHas. BnpoueM, cyuiecTBeHHbIM 06-
pa3oM CKOMMPOBaHHAas C KanbKynaTopa
Ha cante NIST naes yctynaet B peanu-
3aumn: y NIST ropaspo uHbopmaTme-
Hee, HO 3aTO TOJIbKO Ha aHMIMIACKOM
A3bIKe.

UHdorpaduka

OTnunYHbIN pa3aen, KOTOpbI NO3BoNSET
B KpacuBoM rpaduyeckoM npeacras-
neHun nocmoTpeTb Ton-10 nponssoan-
Tenei, B NporpaMMHOM obecneyeHuun
(MO) koTopbIX 06HApYXeHO MakCUMyM
yS3BMMOCTEW (Ha NepBbIX TPEX MecTax:
csobopHoe 10, Red Hat, Inc. u Adobe
Systems Incorporated), Takoi xe Ton-
10, HO y>XXe Mo YNCNY KPUTUYECKMX YAI3-
BMMOCTeN (B Maepax — Ta Xe TPoOWiKa,
TOJIbKO YyTb B APYroM MOpsiiKe) U, Ha-
KOHel, pacrnpeneneHue ys3BUMOCTEWN

Mo TMMNaM OLWMBOK, YPOBHSIM ONACHOCTH
n Tunam MO.

YyacTHuku n O6paTHas cBasb

3aflyMaHHas Kak Aocka noyérta tabnu-
LUa C MHPOpMaLMEN O YaCTHbIX Mccne-
posaTenax, coobwmswmnx 06 ysa3Bu-
MOCTSIX, COAEPXUT MHbopmMauuo o 17
nepenaHHblx 4yepes dopMy obpaTHOW
CBSA3M yA3BUMOCTAX OT 7 yenosek. [Moa-
pa3pen «OpraHusauuu» 3anofiHeH no-
rotunamm Tex, kto nomoraetr MCTIK
B HanosnHeHuu 6asbl. OnbiT paboThl C
dopmoii obpaTHOW CBSA3M NOKasblBa-
€T, YTO OHa [elcTBylOWAs M 3anpo-
Cbl — MO KpawHen mepe, O BbISIBNEH-
HOM ys3BUMOCTM - ob6pabaTbiBaloTCs
OnepaTUBHO.

O6HoBNEHUA

Ytobbl 3aBepWNTb C BTOPOCTEMEHHbI-
MW pasnenamu, CTOMT OTMETWUTb BO3-
MOXHOCTb NoNy4YeHns MHpopMauumn ob
06HOBNEHMUAX: HEMOCPEeACTBEHHO Ha
cante (B pasmene «HoBocCTu»), yepes
noanucky Ha RSS-neHTy M, HakoHew,
yepe3 o@UUMaNbHbIA aKKayHT B «TBUT-
Tepe» — @gniiiptzi

3aknw4veHue

B kauyectBe OCHOBHOro MoXenaHus
[fanbHenwero pa3BuTUA baHka faHHbIX
Yrpo3 K yXXe BblCKa3aHHOMY, MOXany#,
MOXHO 6bl10 6bl f06aBMTL npeaso-
KeHWe pa3paboTaTb COOTBETCTBYHOLIME
mMeToauMKku no pabote ¢ BY u, npexae
BCEro, Metoauky no pabote ¢ basoi

yrpos.

BmecTe c TeM, HECMOTpS Ha MMeEIOLLM-
ecq HepocTaTku, baHK OaHHbIX yrpos
ot ®CT3K u THUUKM MT3N asnsetca
NYYWMM HA CErofHsWHUIA AeHb OTe-
4YeCTBEHHbIM PYCMOULMPOBAHHLIM WH-
CTPYMEHTOM ang paboTsbl cneunanucta
no 3awmTe nHAOPMaLMK C NepevHaIMu
yrpos v ysa3sumocTei. lycTb noka He
BCE 33[4a4M MOXHO pelunTb UCKIIYN-
TEeNbHO C MOMOLLbI Peann30BaHHbIX
MexaHusmoB, b[1Y passuBaeTcs Kak B
nnaHe MOJHOTbI 0XBAaTa, TakK M MO YMC-
Ny NpefocTaBASEMbIX BO3MOXHOCTEMN.

Anekceii Komapos
aBTop 610ra no nHGopmMaLMoOHHOM
6e3onacHOCTM www.zlonov.ru
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