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VIHCTPYMEHT, KOTOpPbIN
BbIIBNSET YA3BUMOCTM
KakK B UCXOOHOM Kofe,
Tak 1 B paboTatoLem
MPUIoOXeHNN, No3BoNseT
YCTPaHUTb UX Ha paHHeR
cTaguwn, nogaepxveaeT
npouecc 6e3onacHom
pazpaboTku.

BecnnaTtHbIn nunorT.

MpoBepbTe ya3BUMOCTb
Ballero koga — 3akaxuTe
6ecnnaTHbIN MNIOTHbBIA NPOeKT
PT Application Inspector.

Inspector —> 410 ‘

AHANN3VPYET ICXOOHbIV KOA. TOYHO BbIABMSFET YSA3BVIMOCTW. BCTPAUBAETCY B TEKYLLIME MPOLIECCHI PA3BPABOTKI.

Be6-npunoxeHns no-npexHemy ocTaloTCs NonynspHol Lenbio ANs 310y MblLLINEeHHNKOB. Halimn nccneno-
BaHUs nokasasu, YTo Kaxaas nsaTas aTaka HanpaBneHa Ha Be6-pecypchbl opraHu3aLnii, Yalle BCero — ro-

CYLapCTBEHHbIX 1 GVHAHCOBbIX YUYPEXAEHWI, OHNANH-CEPBUCOB, HAayYHbIX OpraHn3auuni n IT-komnaHuia.

ATakylolLie 9KCMayaTupyiloT MMeloLnecs B opraHusaunm ys3sumocTi. B cpegHem B ogHOM npusioxe-
HUN X 60MbLUe ABYX AeCATKOB, NATas YaCTb U3 KOTOPbIX ONacHble. ECN 3N10yMbILNEHHVK UCMOMb3YeT Nx
BO BpeMs aTaku, KOMMNaHns MOXeT CTONIKHYTbCS C peanmsauneil cepbesHbix GUHaAHCOBbIX 1 penyTauu-
OHHbIX PUCKOB: Kpaxel BaxHbIX 4aHHbIX, MPOHVKHOBEHNEM B MHGPACTPYKTYPY, MPOCTOSAMU UK MNOHON
OCTaHOBKOI NHGOPMALMOHHbIX CUCTEM.

BonbwmnHcTBO yﬂ38|/|MOCTeI7I cofgepxaTtcd B MICXOOAHOM Kofe, 1 nyduwe yCTPpaHWUTb X Ha CaMbIX paHHNX
dTanax co3fgaHunga NpunoxeHns. Takoli nogxop Ha nop4anok 3¢¢eKTVIBHee, 4YemM yCTpaHeHune ya3Bmnmo-
cTel Ha cTagun aKcnnyaTaunn.

>10 000 $
Konunyectso
HOBbIX 6aroB
B CroumocTs

ncnpasneHns
opHoro 6ara

108 I

— -

[ i I - [
Coding Unit tests Functional System Production

tests tests

CTOUMOCTb yCTpaHeHNs fepekTa Ha PasHbIX CTaaNSX XN3HEHHOro
umkna npunoxerus (Applied Software Measurement, Capers Jones)

MpeunmywecTBa NnpoaykTa

Kom6uHmnpyeT yeTbipe TexXHoNornm aHanmsa — ctatuctudeckuin (SAST), auHamuyeckuii (DAST), nHTe-
pakTuBHbIiA (IAST), a Takxe aHann3 CTOPOHHKX koMnoHeHToB (SCA). Kom6rHaumns no3BongeT oxBaTuTb
MaKcuMabHOe KONMYeCTBO YS3BUMOCTEN, a rmékas cuctema GunbTpauunmn gaet BO3MOXHOCTb Npropu-
TN3NPOBATb X MO YPOBHIO ONACHOCTN.

[eHepupyeT TeCToBble 3KCMONTbI, NO3BONSOWME NPOBEPUTb BO3MOXHOCTb dKCTUTyaTaLumn ysS3Bumo-
cTu. YUnTbiBaeT rpaMMaTuky, $asaviHr B Cpefie BbiMofHeHNs. OTO 9KOHOMUT TPyAo3aTpaTbl KOMaHA, pas-
paboTKM Ha MOATBEPXAEHME YSI3BUMOCTENN.


https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2019/
https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2019/

MopnaepxnBaemMble 93bIKU:
Java, PHP, C#, Visual Basic .NET,
JavaScript, TypeScript, Python,
Kotlin, Go, C/C++, Objective-C,
Swift, SQL (T-SQL, PL/SQL,
MySQL)

PasBepTbiBaHue: Linux +
Docker containers + SSO
(SAML, OpenID Connect, LDAP)

WUHTerpauumn CI/CD: Jenkins,
TeamCity, GitLab CI (CLI), Azure

WHTerpauunm IDE: JetBrains,
Visual Studio Code

WHTerpauusa 6ar-tpekepos: Jira

API: REST API (Swagger)

Yno6Has n npo3payHaga cnctema NNLEH3NpPoBaHNS NO3BONSET BKIOUYNTL B pa60Ty BCIO KOMaHAy B HeO-
rpaHn4YeHHOM KonmyecTtse NPOEKTOB.

OddekTUBHO BCTpanBaeTCcs B NpoLecchl padpaboTku. MNoaaepxusaeT nHterpaumm ¢ Jenkins, TeamCity,
GitLab ClI, Azure, nmeeT poneByio Mofenb pasrpaHuyeHns [OCTyna, a TakxXe rotoBble naarunHbl 4as nog-
KMoYeHNs K cuctemam c60pKiy U AOCTaBKU NPUNoXeHui, 6ar-Tpekepam u cpegam paspabotku (IDE).
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Cxema BcTpausaHus PT Application Inspector B cyluecTByowuii npoyecc pa3paboTku

Kak pa6oTaeT

ptsecurity.com
pr@ptsecurity.com

PT-AI_PB_A4.RUS.0010.20.APR.29.2022

PT Application Inspector — equHCTBEHHbIN
aHann3aTop NCXOAHOro Kofaa Ha POCCUNCKOM
PbIHKE, NpefoCcTaBnSoOWNA yoo6HbIE NHCTPY-
MEHTbI 419 aBTOMaTN4YeCKOro NoaTBepXaeHns
YS3BMIMOCTEN, YTO CYLLECTBEHHO SKOHOMUT
Tpypo3aTpaTbl n o6nervyaeT B3anMoaencTemne
cneunanncTos no Vb ¢ paspaboTurkamu.
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Positive Technologies — BeayLuii pazpaboTyunk peleHnii Ans nHGopmMaLMoHHON 6e3onacHOCTU. Halum TEXHONOr N 1 CEPBUCHI NC-
nonbaytoT 6onee 2300 opraHmaaunin no Bcemy mupy, B Tom uncne 80% komMnaHuin na peintuHra «3kenept-400». Ve 20 neT Hawwa oc-
HOBHad 3ajava —npepoTeBpallaTb Xxakepckne atakm o TOro, Kak OHN NPUYNHAT HSV‘IpV\eMﬂeMbH;I yLLLep6 6|/|3Hecy nuenbimoTpacnam.

Positive Technologies — nepBas 1 efUHCTBEHHas Ny6nnYHas KoMnaHus 13 coepbl knbepbesonacHocT Ha MockoBCKol 6upxe
(MOEX: POSI). Cnepute 3a komnaHueii B couceTax (Telegram, BKoHTakTe, Twitter, Habr) n B pasnene «<HoBocTtu» Ha caliTe ptsecurity.
com, a Takxe noanuncoiBanTech Ha Tenerpam-kaHan IT's positive investing.
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