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Mar 4, 2022 |  Brad Smith - President & Vice Chair

Like the rest of the world, we are horrified, angered and saddened by the images and news coming from the
war in Ukraine and condemn this unjustified, unprovoked and unlawful invasion by Russia.

I want to use this blog to provide an update on Microsoft’s actions, building on the blog we shared earlier this
week.

We are announcing today that we will suspend all new sales of Microsoft products and services in Russia.

In addition, we are coordinating closely and working in lockstep with the governments of the United States,
the European Union and the United Kingdom, and we are stopping many aspects of our business in Russia in
compliance with governmental sanctions decisions.

We believe we are most effective in aiding Ukraine when we take concrete steps in coordination with the
decisions being made by these governments and we will take additional steps as this situation continues to
evolve.

Our single most impactful area of work almost certainly is the protection of Ukraine’s cybersecurity. We
continue to work proactively to help cybersecurity officials in Ukraine defend against Russian attacks,
including most recently a cyberattack against a major Ukrainian broadcaster.

Since the war began, we have acted against Russian positioning, destructive or disruptive measures against
more than 20 Ukrainian government, IT and financial sector organizations. We have also acted against
cyberattacks targeting several additional civilian sites. We have publicly raised our concerns that these attacks
against civilians violate the Geneva Convention.

We are also continuing to mobilize our resources to help the people in Ukraine. Our Microsoft Philanthropies
and UN Affairs teams are working closely with the International Committee of the Red Cross (ICRC) and
multiple UN agencies to help refugees by providing technology and financial support for key NGOs and,
where needed, we are defending these groups from ongoing cyberattacks.

As a company, we are committed to the safety of our employees in Ukraine and we are in constant contact
with them to offer support in many forms, including those who have needed to flee for their lives or safety.

Like so many others, we stand with Ukraine in calling for the restoration of peace, respect for Ukraine’s
sovereignty and the protection of its people.

Tags: cyberattacks, cybersecurity, malware, Microsoft Philanthropies, Ukraine, UN Affairs team

Feb 28, 2022 |  Brad Smith

Digital technology and the war in
Ukraine

Jan 15, 2022 |  Tom Burt

Malware attacks targeting Ukraine
government

Jan 15, 2022 |  Tom Burt

Protecting people from recent
cyberattacks

Jan 15, 2022 |  Tom Burt

New activity from Russian actor
Nobelium

Jan 15, 2022 |  Justin Spelhaug

Strengthening cyber defenses for
nonprofits

Jan 15, 2022 |  Tom Burt

Russian cyberattacks pose greater risk to
governments and other insights from our
annual report

Stay Connected

Email Address
Subscribe

Have the latest posts sent right to your inbox.
Enter your email below.

By providing your email address, you will receive email
updates from the Microsoft on the Issues blog.

Related Stories

Related Blogs

Follow us:

What's new

Surface Pro 8

Surface Laptop Studio

Surface Pro X

Surface Go 3

Surface Duo 2

Surface Pro 7+

Windows 11 apps

HoloLens 2

Microsoft Store

Account profile

Download Center

Microsoft Store support

Returns

Order tracking

Virtual workshops and training

Microsoft Store Promise

Flexible Payments

Education

Microsoft in education

Office for students

Office 365 for schools

Deals for students & parents

Microsoft Azure in education

Education consultation appointment

Enterprise

Azure

AppSource

Automotive

Government

Healthcare

Manufacturing

Financial services

Retail

Developer

Microsoft Visual Studio

Windows Dev Center

Developer Center

Microsoft developer program

Channel 9

Microsoft 365 Dev Center

Microsoft 365 Developer Program

Microsoft Garage

Company

Careers

About Microsoft

Company news

Privacy at Microsoft

Investors

Diversity and inclusion

Accessibility

Security

! English (United States) Contact us  Privacy  Manage cookies  Terms of use  Trademarks  About our ads  © Microsoft 2022

   Microsoft On the Issues " #

$

$

$

$

$

$

Our Company %% News and Stories %% Topics %% Press Tools %% All Microsoft %%

https://blogs.microsoft.com/on-the-issues/author/bradsmith/
https://blogs.microsoft.com/on-the-issues/2022/02/28/ukraine-russia-digital-war-cyberattacks/
https://blogs.microsoft.com/on-the-issues/author/tburt/
https://blogs.microsoft.com/on-the-issues/2022/01/15/mstic-malware-cyberattacks-ukraine-government/
https://blogs.microsoft.com/on-the-issues/author/tburt/
https://blogs.microsoft.com/on-the-issues/2021/12/06/cyberattacks-nickel-dcu-china/
https://blogs.microsoft.com/on-the-issues/author/tburt/
https://blogs.microsoft.com/on-the-issues/2021/10/24/new-activity-from-russian-actor-nobelium/
https://blogs.microsoft.com/on-the-issues/author/jspelhaug/
https://blogs.microsoft.com/on-the-issues/2021/10/21/cyber-defenses-security-program-nonprofits/
https://blogs.microsoft.com/on-the-issues/author/tburt/
https://blogs.microsoft.com/on-the-issues/2021/10/07/digital-defense-report-2021/
http://www.microsoft.com/en-us/locale.aspx
https://www.microsoft.com/

