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depeparnbHbIM roCcy4apCTBEHHBIM YHUTAPHLIM  NpeanpuaTeMm "BcepocCcuimncKkmm
Hay4YHO-UCCreaoBaTenbCKUn  MHCTUTYT CTaHgapTu3auum u  cepTudmkauum B
mMaLumHocTpoeHun" (BHUNHMALLL)

2 BHECEH TexHuyeckum komuteToM no ctaHaaptusauum TK 306 "3mepeHus un
ynpasrfeHve B NPOMbILLIEHHBIX npoLieccax”

3 YTBEP>XOEH N BBEJEH B OEVCTBWE [pukaszom PenepanbHOro areHTcTea
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http://docs.cntd.ru/document/420296653

4 Hactoaumin ctanHgapT nageHTndeH mexayHapoaHomy ookymeHTy IEC/PAS 62443-
3:2008* "IMpoMbILLIEHHBbIE KOMMYHWKaLIMOHHbIE ceTn. 3alWmLLEHHOCTb
(knbepbesonacHocTb) cetm KU cuctembl. Yacte 3. 3alMLLEHHOCTb
(knbepbesonacHOCTb) MPOMBILLTIEHHONO MnpoLecca M3MepeHuss U1 ynpasneHns"
(IEC/PAS 62443-3:2008 "Industrial communication networks - Network and system
security - Part 3: Security for industrial process measurement and control").

* [locTyn K MexayHapoaHbIM U 3apybexHbIM LOKYMEHTaM, YNOMSAHYTbHIM 346eCb
MW pganee no TEKCTy, MOXHO NOMyyYuTb, nNepenass Nno CCbIIKE Ha canT
http://shop.cntd.ru. - MNprmeyaHue narotosutensi 6asbl AaHHbIX.

AnaBuTHbIM yKasaTenb TEPMUHOB, MCMOMb3yEMbIX B HacTOSALWEM cTaHgapTe,
npvBeaeH B AONOSTHUTENbHOM npunoxeHun [JA.

Mpy nNpUMEHEHMM HaCTOSsILLEro cTaHgapTa pPeKkoMeHOyeTCsl MCMonb30oBaTb
BMECTO CCbINIOMHbIX MEXOYyHapOAHbIX CTaHO4apTOB COOTBETCTBYHOLLME UM
HaLUWOHarbHble CTaHAapTbl, CBEAEHUSI O KOTOPbIX NPUBEAEHbI B AOMNOMHUTENBHOM
npunoxeHun [1b

5 BBEJEH BINEPBbIE

6 B HacTosillemM cTaHgapTe 4acTb ero cogepaHusi MoxeT OblTb 0OBHLEKTOM
NaTeHTHbIX NpaB

lpasuna npumeHeHusi Hacmosiue2ao cmaHdapma ycmaHosrieHbl 8 [OCT P
1.0-2012 (pa3den 8). MHpopmayus 06 usMeHeHUsX K HacmosweMmy cmaHOapmy
nybnukyemcsi 8 exe200HOM (110 coCcmosiHUK0 Ha 1 sHeaps mekyuwe20 200a)
UHGbopmauUoHHOM yka3zamere "HauyuoHarbHble cmaHOapmbl”, a oguyuarbHbIl
meKcm U3MeHeHUU U MornpasokK - 8 eXeMeCcsYHOM UHOopMayUOHHOM yKa3amere
"HayuoHanbHble cmaHOapmbl”. B criyyae nepecmompa (3ameHbl) Uriu OMmMMeHb!
Hacmosiwe2o0 cmaHOapma  coomeemcmeyruiee  ysedomrieHue  bydem
onybniukogaHo 8 briuXalweM 8bifyCKe EeXeMEeCSYHO20 UHGOopMaUyUOHHO20
ykaszamens "HauuoHarnbHble cmaHdapmebl". Coomeemcmayrowas UHgopmayus,
yeedoMrieHUe U meKcmbl pasMeuiaromcesi makxe 8 UHGopMauyUOHHOU cucmeme
obuwe2o nonb3ogaHusi - Ha oguyuarnbHoM caltime ®edepasibHO20 azeHmemea o
MEeXHUYECKOMY peayriupogaHuUro u Memposioauu (www.gost.ru)

BeeneHue

PaHee un3onupoBaHHble aBTOMATM3MPOBAHHLIE CUCTEMbI Bce Oonblue
obbeanHaTCA B ceTu obLlero nonb3oBaHUA W, CriegoBaTenibHO, pacTeT
YA3BUMOCTb TakKMx cuctem neped arakamu. CraHoapTHble  MeXaHWU3Mbl
obecneyeHus [T-6e30nacHOCTM UMEIOT Lenn U cTpaTerMn 3amTbl, KOTOpbIE MOryT
OblTb HEMPMMEHUMbI Of5 aBTOMATU3UPOBAHHbIX CUCTEM. HacTosawmn cTtanHgapT
onucbiBaeT KoHuenuuio obecnedeHns 6e3onacHOCTU SOCTyNa K NPOMbILLIEHHBIM
cucteMamMm M BHYTPU HUX, 4TODObI NpM 3TOM rapaHTUPOBasioCb CBOEBPEMEHHOE
cpabaTtbiBaHMe, KOTOpoe MOXeT ObiTb KpanHe BaxHO ANs (PyHKLWMOHMPOBAHUS
NPOM3BOACTBEHHOro 06 BLEKTA.

[na npyknagHbix cuctem 6e30nacHOCTU U CUCTEM B papMaueBTUYECKUX U
APYrMX  Y3KOCMNEeUManuM3npoBaHHbIX OTPacriaX MPOMbILLIIEHHOCTM MOryT ObiTb
NPUMEHUMbI OMONMHUTENbHbIE CTaHAAPThbl, AUPEKTMBbLI, OnpeneneHna U yCroBus.
Hanpumep, MOK 61508, GAMP (ISPE), npasuno 21 CFR (FDA) gna cootBeTcTBUS
GMP wn CraHgapTHbIi pernameHT EBpONenckoro areHTcTBa JieKapCTBEHHbIX
cpencts (SOP/INSP/2003).
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1 O6nactb NnpuMeHeHuns

HacTtosawmin cTaHgapT ycTaHaBnvBaeT KOHLLenumio obecneyeHus
6e30nacHOCTY acnekToB MHPOPMaLMOHHO-KOMMYHUKALMOHHBLIX TEXHOMOMIN CUCTEM
N3MEPEHN 1 yrnpasreHust B NPON3BOACTBEHHbIX MpoLeccax, BKMoYas cCeTu Takux
CUCTEM M YCTPONCTBA B COCTaBe TakMx CETEN, Ha aTane aKCnnyaTauum >XU3HEHHOIO
LiMKI1ia NPoM3BOACTBEHHOIo OO bekTa.

HacTtoswmin cTaHgapT ycTaHaBnvMBaeT METOAOMOrMYECKYD OCHOBY AN
dopMyrnnpoBaHusa TpeboBaHui K 6e30nacHOCTN 3KCMyaTau M NPOM3BOACTBEHHOIO
obbekTa W npegHasHadeH npexge Bcero And  BrnagenbLes/onepaTopoB
aBTOMaTM3UPOBaAHHbLIX CUCTEM, OTBeYalLlMXx 3a JKCnnyatauum  CUCTEM
ynpaBreHusi, UICNosb3yeMbiX B MPoMbILLieHHOCTH (ICS).

Kpome ToOro, akcnnyartaumoHHble TpeboBaHus, YCTAHOBMEHHbIE B HacTOsLLEM
cTaHgapTe, MOoryT BbiTb UCMOMb30BaHbl TEMU, KTO MMeeT OTHoLleHne K ICS, B Tom
yucne:

a) pa3paboTymKM aBTOMATU3NPOBAHHbBIX CUCTEM;

b) narotoBuTeENM (NOCTaBLLMKN) YCTPOUCTB, NOLACUCTEM U CUCTEM;



C) cOopLLMKM NOLACUCTEM U CUCTEM.

PAS yuuTbiBaeT crnegytoume BONpoChI:

- MOCTENEHHbI NEPEHOC/3BOMIOLMSA CYLLECTBYIOLMX CUCTEM;

- JocTwkeHue uenen 6e30macHOCTM € MOMOLWBIO  CYLIECTBYHOLMX
KOMMEPYECKNX TEXHOSOMMIN U NPOAYKTOB;

- rapaHTus HagexHOCTW/OOCTYMHOCTUM  3alMLLEHHBIX  KOMMYHUKALMOHHbIX
CEepBUCOB;

- NPUMEHMMOCTb K cuUCTeMaM J5obbiX pasMepoB M C NMOObIMKM  puUCKamu
(yHMBepcanbHoCTb);

- COBMECTUMOCTb TpeboBaHWI 3aLmTbl, HOPMaTUBHO-MPABOBOrO COOTBETCTBUS
N YHKLMOHaNbHOCTN aBTOMaTUKM € TpeboBaHnsiMM 6e30nacHOCTMW.

MpumeyvaHne 1 - MNpons3BoaCTBEHHbIE OOBLEKTLI U CUCTEMbI MOIYT coaepXaTb
KOMMOHEHTbl W YCTPOWCTBA, KpanWHe BaxHble ans 6esonacHocTtw. Jlobble
KOMMOHEHTbI, OTHOCcAWwMecss K 6e3onacHOCTU, MOryT ObiTb CepTU(MLMPOBaHbLI B
pamkax MOK 61508 n B COOTBETCTBUM C €0 YPOBHAMM LLENIOCTHOCTN 6€30MacHOCTH
(SIL). Hactosawmn ctaHgapT He rapaHTUpyeT, YTO ee TexHu4Yeckue TpeboBaHus
MOMHOCTBIO MMM YaCTUYHO COOTBETCTBYKOT WM AOCTaTouHbl Ans 6e3onacHoOCTH
TaKnX KOMMOHEHTOB U YCTPOWCTB, BaXHbIX 4515 6e30nacHOCTH.

MpumeyaHne 2 - Hactoawmn ctaHoapT He BKMoYaeT B cebda TpeboBaHun K
oLeHKe 1 npoeepke obecneyeHna 6e3onacHoOCTM.

MpumeyaHue 3 - Mepbl, NpegycmaTpuBaemMble HaCTOSALWLMM CTaH4apTOM, CKopee
NpUBSi3aHbl K NpoLieccamM M HOCAT OOLMIN XapakTep, B OTNMYME OT crneuunarnbHbIX,
WM HOCAT XapakTep AWPEKTUB, onpedensss TEeXHUYEeCKUe KOHTpMepbl W
KOHdpurypaumw.

MpumeyaHne 4 - T[lonoxeHUs HACTOSLEro cTaHgapTa OnNUCaHbl A3bIKOM,
NPVBbIYHBIM 115 Briagernbua/oneparopa NpoM3BogCTBEHHOIO 06 bekTa.

lMNpnmevaHne 5 - HacTosiumn cTtaHgapT He pacnpocTpaHAEeTCsl Ha npouecchl
MYW3HEHHOrO LMKNa popMyrnMpoBaHns KOHLEMLUW, MPOEKTUPOBAHUSA 1 peanu3awiun,
T.€. ycTaHaBnmBaeT TpeboBaHua Kk paspaboTke OyayLiero NpoaykTa U3rotoBUTenNs
ynpasnsoLero o6opyanoBaHus.

IMpumeyaHne 6 - HacToAawmn ctaHgapT He pacnpoCTPaHAETCA Ha UHTerpauumo
KOMMOHEHTOB 1 NOACUCTEM B CUCTEMY.

Mpumeyanne 7 - HacToAwmM CcTaHOapT He pacnpocTpaHseTcss Ha
MaTepuanbHO-TEXHUYECKOE CHabXeHne [Ans  MHTerpauum B CYLLECTBYIOLLYIO
cuctemy, To ecTb TpeboBaHWs K MaTepuaribHO-TEXHUYECKOMY CHabXeHuio Ans
BragernbLia/onepaTtopoB NpPoM3BOACTBEHHOIO 0O bekTa.

Mpumevarnne 8 - B pamkax MOK 62443 npegycmoTpeHa paspaboTka Tpex
yacTen, KOTopble BKOYalT B ceb0A GOMbLMHCTBO MOMOXEHUN, W3NIOXEHHbIX B
npumMmedanusax 1-7. B npunoxeHun A npmBeaeH nnaHnpyemMbin 06beEM 1 cogepkaHue
pa3pabaTbiBaeMbIX CTaH4APTOB.

2 HopmaTuBHbIE CCbINKN



CtaHgapTbl, CCbIIKM Ha KOTOpble MNpuBEOEeHbl B HACTOAWEM pasgerne,
obs3arenbHbl NPy MPUMEHEHUM HacTOsILLEero cTangapTa®. [Ana gaTuMpoBaHHbIX
CCbIfIOK MPUMEHSAIOT TOMbKO yKaszaHHoe m3gaHue. [na HeaaTUpOBaHHbIX CCbISIOK
NPUMEHSIIOT MOCNEAHEee W3OaHMEe CCbINIOYHOrO CTaHdapTa (BkMwoyas nobble
N3MEHEHMS).

* Tabnuuy CooTBETCTBUSA HaLMOHamNbHbIX CTaHOAPTOB MeXOyHapoaHbIM CM. MO
ccblSke. - Npumedanne narotoBuTensa 6a3sbl AaHHbIX.

MCO/MIK 15408 (Bce wuactn) WHGopmMaumoOHHaa TexHuKa. TexHornornm
6e3onacHocTn. Kputepun ouexkn ans 6esonacHocTu IT (ISO/IEC 15408 (all parts),
Information technology - Security techniques - Evaluation criteria for IT security)

NCO/M3IK 27002:2005 NHdopMaLMoHHasa TexHMKA. TexHonornmm 6e3onacHoOCTW.
CBog npasun ana ynpaeneHus [T-6esonacHocTtbio  (ISO/IEC  27002:2005,
Information technology - Security techniques - Code of practice for IT security
management)

MCO/MIK  Pykosogsaumi  npuHumn  73:2002, YnpaBneHve  pPUCKOM.
TepmuHonorua. [dupekTuBbl K ucnonb3oBaHuio B cTaHpaptax (ISO/IEC Guide
73:2002, Risk management - Vocabulary - Guidelines for use in standards)

3 TepMuHbI, onpepeneHnsa U cokpaileHus

3.1 TepMmuHbI 1 onpeaeneHns

B HacToswem cTaHgapTe  NpUMMEHEeHbl  Crieaylume  TEPMUHbI  C
COOTBETCTBYHOLLMMM ONpeaeneHNSMU:

3.1.1ynpaBneHne poctynom (access control): [MpegynpexgeHne o
HEeCaHKLMOHMPOBAHHOM MCMOSb30BaHNM CNyXebHOro pecypca, B TOM 4YuCre O ero
ncnonb3oBaHuM 6e3 aBTopu3aunm.

[MCO/M3K 18028-2:2006, nameHeH]

3.1.2 NCTOYHUK Yrpo3bl (adversary): Jlornyecknin 0O bekT, CoBepLUAOLLMIA aTaKy Ha
CUCTEMY U NPeACTaBNALLMI A9 Hee Yrpo3y.
[RFC 2828]

3.1.3 curHan TpeBoru (alert): Tekywaa uHOMKauums, ykasblBalWwas Ha TO, 4YTO
MHOPMaLMOHHAA cUcTeMa M CETb MOTYT NOABEPrHYTLCA aTake Ui HaxO4AUTbCS B
OnacHOCTU BCneacTBme aBapum, c60si unmn owmdKkun nogen.

[MCO/MBK 18028-1:2006]

3.1.4 umywiecTBeHHbIN 006bEKT (asset): Uto-nnbo, npeacTasnsoLLee LLEHHOCTb
AN opraHn3auumn.
[MCO/MOBK 13335-1:2004]

3.1.5 HageXXHOCTb (assurance): XapakTepucTuKa COOTBETCTBYHOLLMX OENCTBUA UK
MPOLLECCOB, [Aalwasi YBEPEHHOCTb B TOM, 4TO pe3ynbTaT YOOBIETBOPSET
TpeboBaHusaAM 6e30nacHOCTML.

[MCO/MIK/TO 15443-1]
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3.1.6araka (attack): T[lonbITKN  YHUYTOXWUTb, NOABEPrHYTb  OMACHOCTW,
npeobpasoBatb UMM BbIBECTU U3 CTPOS MHAOPMALMOHHYIO CcUCTEMY W/unm
coAepxallylocs B Hel MHGOPMaLMio, UM MHbIM OBpa3oM 3aTPOHYTb MOMUTUKY
6e3onacHocTu.

[MCO/M3K 18043]

3.1.7 noBepxHoCcTbL aTaku (attack surface): CoBOKYNnHOCTb pPecypcoB CUCTEMBbI,
KOTOpbI€ HanpsiMyto U KOCBEHHO NOABEPXKEHbI NOTEHLMANbHOMY PUCKY aTaku.

3.1.8 ayaut (audit): OdmumnanbHble 3anpoc, uccrnegoBaHWe WM CpaBHEHME

PaKTUYECKNX Pe3yrnbTaToB C OXMAAEMbIMA B LLensX NOATBEPXKOEHUS COOTBETCTBUSA

NX YCTaHOBIIEHHbIM TPe6OBaHMAM Y COBMECTUMOCTIN MeXay CTaHAapTaMu.
[MCO/M3K 18028-1]

3.1.9npoBeaeHne ayreHmdcpukaumm, ayreHmdpukauma (authenticate,
authentication): NpoBepka 3asBNseMon NAEHTUYHOCTU NTIOrMYecKoro o6 bLeKTa.
[MCO/M3K 19792]

3.1.10 pocTtynHocTb (availability): CBOMCTBO ObITb 4OCTYMNHLIM Y UCMOMb3YyeMbIM MO
3anpocy CO CTOPOHbI YMONIHOMOYEHHOTO IOrMYeckoro o6 beKTa.
[MCO 7498-2]

3.1.11 kommepuecku poctynHble npoayktbl (Commercial off the shelf, COTS):
[MpoayKTbl, N3rOTOBIIEHHbIE N pacnpeferieHHble B NPOMbILLIIEHHOM Maclitabe Ang
MHOIMOKpaTHOro MpUMEHEHUs W/unn  MHOXecTBa notpebutenen; MoryT ObiTb
M3roToBrEHbl Ha 3aKa3 An1sa crieymansHoro NpUMeHeHUs.

Mpumevanne - COTS crnegyeT oTnmMyaTb OT  MNPOAYKTOB, KOTOpble
pa3pabaTbIBalOTCA UCKIIOYMTENBHO A9 cneunansHOro NpUMeHeHs.

3.1.12yreuka MHc¢ opmauum (compromise): HecaHkunoHnposaHHoe
Mcnosnb3oBaHue, paccekpednBaHue, npeobpasoBaHVe WM 3aMeHa B KaxgoM U3
CIy4aeB - AaHHbIX, NPOrpaMM Mnn KOHdMrypaumm CUCTeMbI, TO €CTb B pe3yrnbTarte
M nocre HeCaHKLMOHMPOBAHHOIO NPOHMKHOBEHWS.

3.1.13 koHdbunaeHumnanbHocTb (confidentiality): CBoncTBO, ykasbiBawoLwee Ha To,
4YTO MH(popMaLma He Bbina AOCTYMHA UMM pacKpbiTa HEAaBTOPU3OBaHHbLIM fULaM,
nornyecknm obbekTam unu npoueccam.

[MCO/M3K 13335-3]

3.1.14 peructpaumoHHble AaHHble (credentials): CpencTBO NOATBEPKOEHUSA TOrO,
YTO HEYTO WM HEKTO sBMsSIeTCA TeMm, 3a koro cebs BblgaeT, npuydemMm Takoe
abcTpakTHOe CpeaCcTBO MOXET nNpeacTaBnaTb cobon yveTHble [T-gaHHble gocTyna
K MHCbOPMaLMOHHOMY CEPBUCY UK peCYpPCY.

[MCO/MBK 24760]

3.1.15 pemunurapmsoBaHHaa 30Ha (demilitarized zone, DMZ): XocTt
6e3onacHocTM unn HeborbLUas ceTb (Ha3blBaeMas Takxke 3aLUMLLIEHHON NOACETHIO),
pacnonaraemMble Mexay CeTMn B KadecTBe "HenTparnbHOW 30HbI".

[MCO/M3K 18028-3]

MpumeyaHne - [aHHas 3oHa obpasyeT O6ydepHyto 30Hy 6e3onacHocTH
(MCO/M3K 18028-3).

3.1.16 otka3 B obcnyxmBaHun (ataka) [denial of service (attack)]: Ataka Ha
CUCTEMy, HanpaBIieHHas Ha OrpaHNYeHre ee JOCTYMNHOCTY.
[MCO/MOK 18028-4]



3.1.17 cobbiTMe (event): CobbiTe B cMCTEME, OTHOCSILLEECH K ee He30MacHOCTH.
[RFC 2828, nsmeHeH]

3.1.18 He3aWMLWEHHbINW, He3awWMWeHHOCTbL (exposed, exposure): CocTosaHue
YA3BMMOCTM 1 OTCYTCTBMS 3aLLMThl MPOTUB aTakm.

3.1.19 BHewHun (external): Haxogswumicsa 3a npegenamy mmbo Ha BHELUHeN
rpaHuue nepumeTtpa 6e3onacHOCTM npomblieHHon cetu ynpasreHua (ICN), To
€CTb OTHOCSILLMNCS K BHELLHEN OpraHM3aLMOHHON N o6 LWeaoCTYNHOW CEeTH.

3.1.20 wnto3 BHeWwHUX noaknroveHun (external connectivity gateway; ECG):
CneumanbHbin wto3 6esonacHocTn (SGW) Ha BHewHen rpaHuue nepumeTpa
B6esonacHocTn ICN, kak npaBuro, C AOMNOMHUTENbHbIMU  OYHKUMAMW  ANS
BbINOMHEHNS1 CneumanbHbIX 3anpocoB, TO €CTb AN MOOKMOYEHUS BHELLHWX
YCTPOWCTB.

3.1.21 BHewHAsA cetb (external network; EN): CeTb, BHELIHAS MO OTHOLLUEHUIO K
ICN, nmbo Bxogswaa B coCTaB opraHu3dauumm, K kotopon npuHaanexut ICN, nmbo
NpUHaanexawas TpeTben CTopoHe, MMbo obeaoctynHas, T.e. IHTepHeT.

3.1.22 akcnepmma3a (forensic): [encteumsa no 06bACHEHUIO NpoLleLlero coobiTns B
omuKnanbHOM MopsaKe M C BO3MOXHOCTLIO MepenpoBepKM [Ofs BO3MOXEHUS
OTBETCTBEHHOCTM NocreaoBaTenbHbIM M JIOrMYHbIM 06 pa3om.

3.1.23 wnwo3, wnr3 6e3onacHoc™m (gateway, security gateway; SGW): Touka
COEAVHEHNs Mexay CeTAMM WM CeTU C MNOACETAMUM M BHELLHUMW CETSIMU,
npegHasHayeHHast Ans  3awmMTbl CETM WM NOACETM B COOTBETCTBUM C
YCTaHOBIIEHHOW NMONUTMKON 6e30nacHOCTW.

[MCO/MBK 18028-3, nameHeH]

Mpymeyanwne - LLUno3 6e3onacHOCTM BKMIOYAET B Ce0S HE TOMbKO MEXCETEBbIE
9KpaHbl. TEpMUH OXBaTbIBAET TaKXe MapLUpyTU3aTopbl U NepektodaTeny, KoTopble
obecneunmBaldT QYHKUMM YynNpaBreHus LOCTYNoM W npu HeobxoaumocTn -
wndpposaHusa (MCO/MOK 18028-3).

3.1.24 ycunats 3awmty, ycuneHue 3awmtbl (harden, hardening): Ypanenue
HEHYXHbIX  OYHKUMA AN YMEHbLUEHUS  M3UYECKUX,  JIOTMYECKUX  u/umm
OpraHM3aLMOHHbIX YA3BUMOCTEWN.

3.1.25 yenoBeko-MmawmHHbIN UHTepdenc (human-machine-interface; HMI):
®dyHKkUMA obopyaoBaHMS, HanpaBfeHHass Ha npegocTaBfieHne  BbIXOLHOW
nHGopMaLuM onepaTopy U MNpuem BBOAMMOW MHGopMaumm OT onepaTtopa, B
pesynbTate 4ero 4YeroBek, Hanpumep, Onepatop, CTAHOBUTCS HEOTbEMIIEMOW
YyacTblo Npouecca.

3.1.26 uHumpeHT (incident): Cob6biTve 6e3onacHoCTM WM KOMOWHAUMSA
MHOXECTBEHHbIX COObITUN 6e30MacHOCTH, CTaBsLLME NOA Yrpo3y 6e30nacHoOCTb.

3.1.27 npombiwneHHasn ceTb ynpaBneHus (industrial control network; ICN): CeTb,
cBsA3bIBaloLLasn Mexay cobon 06opyaoBaHMe NPOMbILLIIEHHON CUCTEMbI YrpaBIieHNs
(ICS). Ha Tepputopumn ogHOro n TOro xe 3aBoda MOryT umetbcs pasnmyHble ICN,
KOoTopble MOryT ObITb CBSi3aHbl C yadaneHHbIM 06opydoBaHMEM U pecypcamu,
HaxogsaWMMKUCS 3a Npegenamm 3aBoja.



3.1.28 npombiwneHHass cuctema ynpasneHusa (industrial control system; ICS):
Cuctema, cocTodLas U3 XoCTOB, YCTPOMCTB M 06OpyaoBaHUA AN BblYUCTIEHUA U
ynpaBsneHns nNpou3BoACTBEHHLIMU MpoLeccamn, UHTErPUPOBAHHBIX Mexay cobon
ANS ynpaBreHus NpOMbILLIEHHBIM NPOU3BOACTBOM, nepefaden MHgopmauum nnm
pacnpeneneHvemM pecypcos.

MpumevaHne - B pamkax HacTosilwero ctaHgapta TepmuH ICS obosHavaer
aBTOMAaTU3UPOBAHHbIE CUCTEMbl B LESIOM, BKMOYas CUCTEMbl AUCNETYEPCKOro
KOHTpons n cbopa gaHHbIx (SCADA).

3.1.29 uHcanpep, B npepenax, BHYTpeHHUW (insider, inside, internal):
JTlormyeckuin 0BBLEKT Haxogsawmics B npedenax nepumeTrpa  6e3onacHoCTY;
MHCamgep - 3TO FOrMYecKMn OBBEKT, YNOMHOMOYEHHbI Ha OOCTYN K pecypcam
CUCTEMBDI.

MpumeyaHne - Ataka MHCangepoM OTHOCUTCA K MCMNOSIb30BaHWIO pPecypcoB
CUCTEMbI Ha HECAHKLMOHNPOBAHHOM OCHOBE.

3.1.30 uenoctHocts (integrity): MapaHTMA TOYHOCTM U MOMHOTHLI MHGOPMaUUN U
mMeToaoB 06paboTKu MHGOPMAaLLUN.

[MCO/M3K 21827]

MpumevaHue - LIenoCcTHOCTb MOXET OTHOCUTLCSA HEMOCPEOCTBEHHO K JaHHbIM
(uenocTHOCTb AaHHbIX) unu K gencteytowen ICS (LenoCTHOCTb CUCTEMBI).

3.1.31 nHTpaHeT, MHTPaceTs (intranet): KomnbtoTepHasn ceTb, KOTOpasi OCHOBaHa, B
4YaCTHOCTW, Ha TEXHOMOMMM OBLLEAOCTYNHOM CETU, UCMONb3YeTCA OpraHnsaLmen B
COBCTBEHHbBIX BHYTPUKOPNOPATMBHbLIX, OObIYHO MPMBATHLIX LEnsax U HegocTynHa
Ansa aytcanaepos.

3.1.32 HecaHKLUMOHUPOBaHHOEe MPOHUKHOBeHUe (intrusion): WHuUuaeHT, npwu

KOTOPOM HEYMONHOMOYEHHbIN JIOrMYECKUA OOBEKT, TO €CTb 3MOYMbILUIEHHWK,

nonyyaeT UnM SiBHO MblTaeTCs NOMYYUTb SOCTYN K CIy»XeOHbIM pecypcamMm CUCTEMBbI.
[RFC 2828, nsmeHeH]

3.1.33 aetTekTMpoBaHue HeCaHKLUUMOHUPOBAHHbLIX MPOHUKHOBEHUN (intrusion
detection): CepBuc ©e3onacHOCTW, KOTOPbIN MO3BOSIIET  OTCEXMBATb U
aHanM3nMpoBaTb CUCTEMHblE COObITUA C LENbio BbISIBEHUS U yBEAOMIEHUS B
pexvMe peanbHOro WM MoYTU peanbHOro BPEMEHW O MOMbITKaxX MOonyvYeHns
HeCaHKLMOHMPOBAHHOIO A0CTYNa K pecypcam CUCTEMbI.

[RFC 2828]

3.1.34 kpunTtorpaduyeckmmn nnu cpusmnyeckum knru [(cryptographic or physical)
key]: YcTponcTtBO, HOCUTENb MHGOPMAaLMM UM OTKPbITbIN TEKCT, CBSA3aHHble C
MeTogaMn  ayTeHTUdMKauMM WM - Kpuntorpadun, a Takke npuBuUiernsmm
yrpaBrieHns1 LOCTYMNOM.

3.1.35 npoTtokonupoBaTtb, npoTtokonupoBaHue (log, logging): C6op AaHHbIX O
CcoObITUAX MHGOPMALMOHHOM ©Ee30NacHOCTU C LEeNbio ee NPOBEPKM M aHanm3a u
TEKYLLMN MOHUTOPVHT.

[MCO/M3K 18028-1]

3.1.36 BpeaoHoCcHble nporpammbl (malware): BpegoHocHoe nporpammHoe
obecne4veHne, Takoe Kak BUPYC UM TPOAHCKUIA KOHb, CO34aHHOE cneumanbHO Ans
NOBPEXOEHNST CUCTEMbI UM BbIBOA4A €€ U3 CTPOS.

[MCO/M3K 18028-1]



3.1.37 koHTpMepa (countermeasure): [encTBue, YCTPOMCTBO, npouenypa wm
cTpaterusi, ocnabnaioume yrposy, YA3BUMOCTb WM NPOTMBOLENCTBYIOT arake
NyTemM ee OTPaKeHWs1 U NPeaoTBPALLEHMS, UM MUHMMM3aUnM ywepba, KOTopbIN
OHa crnocobHa HaHeCcTu, Un NyTem ee obBHapyXeHUs U COOBLLEHUS O HeW, YTOObI
MOrno ObITb NPEaNPUHATO KOPPEKTMPYIOLLIEE ENCTBME.

[RFC 2828]

3.1.38 coobLeHne (message): YnopsgoveHHasi nocrnefoBaTenlbHOCTb OKTETOB
(vnm 6uT), cnyxawaa ona nepegadm nHgopmaumu.
[MCO/M3IK 2382, nsmeHeH]

3.1.39 otcnexuBats (monitor): MNpocnexvBaTtb Tekywme AeNcTBMS U cobbiTvsa B
Lensx nogTeepxaeHnst HpopMauMm 0 TOM, YTO ObIfio NPOCTIEXEHO.
[MCO/MBK 13888-1, nameHeH]

3.1.40 3awmTa OT Henpu3HaHusa ydyacms (non-repudiation): CBONCTBO AeNCTBUS,
AOMycKalLLee MHOrOKpaTHYH MOCIEAYOLLY0 NPOBEPKY TOro, YTOo 3TO AENCTBUE
ObIf0 BbIMOSIHEHO AAHHBIM Y4AaCTHUKOM UM UCXOLMITO OT HEro.

[RFC 2828, nameHeH]

3.1.41 Bnapeneu/onepatop (owner/operator): XO3ANCTBYIOLMA  CYOBEKT,
oTBevarLmin 3a akcnnyatauuno cuctemol ICS nnn SCADA.

3.1.42 cermeHT, cermeHmMpoBaHue (partition, partitioning): OrpaHnyeHHas
dm3nyeckass UM niormyeckass 30Ha, B KOTOpPOW MpefocTaBrieHne AocTtyna K
pecypcaMm unmm oTKas B AaHHOM [JOCTyne perynupyloTca npasuniamm goctyna wu
MeXaHM3MaMn KOHTPOrS.

[CCOPP v0.5, nsmeHeH]

MpumeyaHne - CerMeHT WUMeeT YeTKYyl rpaHuily C ApPYrMMU CerMeHTamu.
MormTnka ©Ge30nacHOCTU CerMeHTa, Kak MpaBwuIio, YKpensieHa COBOKYMHOCTHIO
MEXaHN3MOB, UMEIOLWMXCA KaK Ha nepudepum cermMeHta, Tak U BHYTPU HeEro.
CerMeHTbl MOryT UMETb MEPaPXNYECKYIO CTPYKTYPY.

3.1.43 nepumeTtp (perimeter): paHuubl CermMeHTa WM 30HbI CETU, OObIYHO
3awmugemMble MexaHM3MamMm B COOTBETCTBUWM C MONMTMKOM 6e30macHOCTU miu
MNPUHATBIM perfnaMmeHToOM Ha ynpaBreHne 4OCTYNoM.

3.1.44 Bopota cpusnyeckoro pgoctyna (physical access gate; PAG): Touka
dm3nyeckoro [JocTyna, npefHasHa4YeHHas [Ana  yrnpasBneHuss aBTopu3auunen,
Hanpumep, nepcoHana n obopyaoBaHUSA Npu UX NPOHUKHOBEHWM BHYTPb NepuMmeTpa
6esonacHocTM 3aBofa Wwunm dwmsndeckoro cermeHta ICS, wnu  nokugaHum
npeneroB yKasaHHOro nepumMeTpa.

3.1.45 okpbITbin TeKCT (plaintext): [daHHble, KOTOpble 4ernoBeK WnnM MalumHa
CNOCOBHbLI MNpoYMTaTb W MOHATb, TO €CTb BXOOHble [aHHble, noarexawme
npeobpa3oBaHMio METOAOM LUMGPOBAHUSA, UMW BbIXOAHbIE AaHHble, NOMyYeHHble
METOAOM pacLUMdPOBKMN.

[RFC 2828, nameHeH]

3.1.46 3aBopa (plant): lNMpon3BoACTBEHHOE MOMELLEHME, KOTOPOEe OObIYHO MMeeT
PM3NHECKN 3aLUMLLEHHBIA NEPUMETP U Ha TEPPUTOPUM KOTOPOro OCYLLECTBIIAETCS
domanyeckui npouecc n pacnonoxeHol ICS n ee ICN.



3.1.47 npuBunerua (privilege): lNpaBo wnnu paspelleHne, npegocTaBnseMble B
AAIBHOM (OpMe OTAelnbHbIM MOofb3oBaTtenaMm WnM  YCTPOMCTBaM, a Takxe
onpefeneHHon rpynne nonb3oBarteneM wWnM YCTPOMCTB, Ha BbINOMHEHVE
onpedeneHHbIX OeNCTBUM, BXOASAWMX B COCTaB LOIMKHOCTHbIX OGsi3aHHOCTEN W
06 BbeANHEHHBIX Mexay cOB0oM NO OTINYUTESNBHBLIM NPU3HaKaMm.

3.1.48 npokcu (cepBep) [proxy (server)]: KomnbtoTEpHbIA MPOLLECC, KOTOPbLIN
nepeHanpaersieT MNPOTOKOST MeXdy KIIMEHTCKOM W CEepBEPHOM KOMMbHOTEPHLIMM
cuctemamu, NpeacTaBnssaCb KNMEHTY OT UMEHM CEpBeEpa, a CEPBEPY - OT UMEHM
KnMeHTa.

[RFC 2828, nsmeHeH]

3.1.49 B pexume peanbHoro BpemeHu (real-time): OTHocAWMINCA K BpemeHu
pearMpoBaHUs BblYUCIUTESNbHbLIX YCTPOMUCTB, KOTOPOE HACTOMbKO Maro, 4To
pearmpoBaHune KaxeTcs MrHOBEHHbIM 1 6e3 3apepxek.

3.1.50 pesepBupoBaHue (redundancy): [ybnmposaHue BaxHENLUMX KOMMNOHEHTOB
6e30nacHOCTM CUCTEMbI C LieSblo NOBbILLEHWS ee JOCTYNHOCTH.

lMpumeyaHue - Npy pesepBUpoBaHMM Bo3pacTaeT AOCTYNHOCTb, HO MOBOYHbBIM
pesynstTatoM npu 39TOM OObIYHO SBMSETCA MOBbIWEHNE YA3BMMOCTM, YTO
OTHOCUTCS, HaNpumep, K KOMMYHUKaLWMOHHOMY KaHarny.

3.1.51 ocratouHbin puck (residual risk): Pwuck, coxpaHsawowmncs nocne
peanusaLmm KOHTpMep.
[RFC 2828]

3.1.52 puck (risk): CovetaHne BepoOATHOCTU COBOLITUA M €ro MNocneacTsus, raoe
BEPOATHOCTb - 3TO KONMMYECTBEHHasi OLleHKa BO3MOXHOCTM TOrO, YTO 3TO cobbiTue
nponsonger.

[MCO/M3K PykosogcTteo 73:2002]

MNMpumevaHve - [locrnegcTBMeM HasbiBaeTCcs ywepb Ons MMYLLECTBEHHbIX
06BbEKTOB.

3.1.53 3awmueHHbIN, 3alMLLIEHHOCTL (Secure, security): [NpogykT, cuctema nnm
CEPBUC CUYMTAKOTCH 3aLLMLLEHHBIMW B TAKOW CTEMNeHW, YTO KX Nonb3oBaTenn MoryT
paccyMTbiBaTb Ha TO, YTO OHM CPYHKLMOHMPYIOT (Mnm 6yayT dyHKLMOHMPOBAThL)
Hagnexaumm obpas3om. 3TO NOHATME OObIYHO paccMaTpuBalOT B KOHTEKCTE
OLLeHKM (PakTUYECKMX Ui OLLyLLIaeMbIX Yrpo3.

[MCO/MIK/TO 15443-1]

3.1.54 ueHTp Oe3onacHocm (security centre): HagexHbln pecypc AOns
MOHMWUTOPWHIa, UcnpaBneHns, obHoBreHns, ob6paboTkmn nognucen U onoBeLLEHNS B
pamkax obecnevyeHnss ©6esonacHocTn ICN. BHewHun ueHTp ©6e3onacHoCTU
pacnosioxeH 3a npegenamu nepmvetpa 6esonacHoct ICN.

3.1.55cucrema ynpaBneHusa  (MHcpopmaumoHHOW)  Ge3o0NacHOCTLIO
[(information) security management system (ISMS)]: Yactb obuwen cuctembl
yrnpaBfeHnsi, OCHOBaHHOW Ha KOHUEenuuu [AerioBoro pucka, Ans co3faHus,
BHEAPEeHWUs,, aKcnnyaTtauuMu, MOHWUTOPUWHra, aHanmsa, noagepXkm W ynyylleHus
opraHu3aunoHHon 6e3onacHoCTw.

[MCO/M3K 27001, nameHeH]

3.1.56 mepa Oe3onacHocm (security measure): Mepa 3awmTbl NPOTMB
BO3MOXHOIO HapyLLEHUs1 6e30MacHOCTM 3aLlUMLLEHHON CUCTEMBI.



3.1.57 nonnmka Ge3onacHoc™m (security policy): Habop npaBun n MeTOAMK,
KOTOpblE€ pernameHTUpyT WM perynmpyroT cnocob npenocTaBrieHNs CEepBUCOB
6e30MacHOCTM CUCTEMON UIMM OpraHM3aunen ansi 3aWwmTbl ee KOHMAEeHLNanbHbIX U
0c000 BaXKHbIX PECYPCOB.

[RFC 2828]

3.1.58 3HaunmocTb ana 6e3onacHOCTM/3HaYMMbIN anAa 6e3onacHoc (security
relevance/relevant): OTgenbHoe sBrieHMe, TO €eCTb AeWcTBME WM CcobbiTue,
cnocobHoe HapywmnTb 6e30nacHOCTb.

3.1.59 HapyweHune 6e3onacHoc™m (security violation): AKT nnm cobbiTre, KoTopoe
NPUBOAUT K HAPYLLEHWIO UM MIHOMY HECOOIIOAEHMIO NONUTMKM 6E30MacHOCTY.
[RFC 2828]

3.1.60 adppekmBHOCTL pyHKUMM (strength of function): KauecTtBO dhyHKLMM

6e3onacHOCTU, oTpaxarLlee MUHUMASbHbIE YCUIWSA, KOTopble NPeAnorioXUTENbHO

HeobxoaAuMbl AN NPeodoreHns ee OXMOaeMblX XapakTepucTuk Ges3onacHOCTU

nyTeM HenocpeacTBEHHOM aTaku Ha 6a3oBble MexaHn3Mbl 6e30MnacHOCTH.
[MCO/M3K 15408-1, nameHeH]

3.1.61 poBepue, ooBepaTb (trust, trusted): OxumaaHune Toro, YTO AN BbIMONHEHUS
KOHKPETHOW 3ajaynM CerMeHT, XOCT WM YCTpoMcTBO 6yayT dyHKUWOHMpOBATb
COMMacHO nMpOrHO3y npwv OnpederieHHbIX YCoBUSX YHKLMOHMPOBaHMS U B
COOTBETCTBMM C YETKO CGOPMYMPOBAHHOW NONMTUKON 6e30nacHOCTM.

3.1.62yrpo3a (threat): [loTeHuManbHas BO3MOXHOCTb A58  HapyLleHus
©e3onacHOCTM NpU HanM4MM obCTOATENBCTBA, CPEACTBA, AENCTBUS NN COBbLITUS,
CNOCOOHbIX HAPYLUMTL 6E30MacHOCTb M HAHECTM yLepb.

[RFC 2828]

3.1.63 nonb3oBatenb (user): JlMyo, oOpraHM3auMOHHas eduHWUa  Uu
aBTOMATMYECKUA MpoLecc, nonyvawume [OocTyn B CUCTEMY Kak  Ha
CaHKLMOHMPOBAHHOM, Tak N HECaHKLIMOHNPOBaHHOW OCHOBE.

[RFC 2828]

3.2 CokpalyeHus

B HacToslwem cTaHgapte npuvMeHeHbl  criegywoowme  obo3HayveHus  n
COKpaLLEeHus:

COTS - kommepueckn gocTynHble npogykTbl (Commercial off the shelf);

DMZ - pemunutapusoBaHHas 3oHa (Demilitarized zone);

ECG - wno3 BHewwHMX noaknmoyennn (External connectivity gateway);



EN - BHewwHAA ceTb (External network);
GPH - yHuBepcanbHbin xocT (General purpose host);
HMI - yenoBeko-maLLMHHBIN MHTEpPdenc (Human machine interface);
ICS - npombiwneHHasa cuctema ynpasrneHus (Industrial control system);
IDS - cuctema obHapyxeHus BTopxeHun (Intrusion detection system);
ISMS - cuctema ynpasnexus (MHgopmarmoHHon) 6esonacHocTblo [(Information)
security management system];
O/S - onepauuoHHas cuctema (Operating system);
PAG - BopoTta dgwmaundeckoro goctyna (Physical access gate);
ICN - npombiLwneHHas ceTb ynpaeneHus (Industrial control network);
PSM - noptatuBHbIN HOCUTENb AaHHbIX (Portable storage medium);
SED - aBTOHOMHOE BHeLLHee ycTponcTBo (Stand-alone external device);
SGW - wno3 6e3onacHocTu (Security gateway).

4 BBegeHue U HOpMaTMBHO-NpPaBoOBOE
COOTBETCTBMUE



Mcnonb3oBaHne MeTtoauk M ctaHgaptoB [T-6e3onacHOCTM CTano OObIYHbIM
sIBNEeHneM B 0MCHOM cpefe 1 BblpaXkeHo B hopmMe NMOBCEMECTHOro cBoga npaBusi
Ana ynpaeneHus uHdopmauunoHHon 6esonacHocTbio (MCO/MOK 27002, paHee
n3BecTHbIN Kak MCO/MBK 17799), ana akcnnyaTtaunoHHon 6e30nacHOCTH, a Takxe
B doopme KkputepmeB oueHkn [T-6esonacHocTn (MCO/MOK 15408) npu paspaboTke
NPOAYKTOB.

MHTepHeT ©n 6GecnpoBogHble CETU Yxe [MOSBUIMCbL Ha NPOU3BOACTBE.
Mpobnembl 6e30MacHOCTN aBTOMAaTU3UPOBAHHbLIX CUCTEM Bce Oonblue HaxoaaT
oTpaeHue B 3arofioBkax  CneumanuavupoBaHHbIX  M34aHWN. OpHako
obLenpr3HaHHasa nNpakTuka n COOTBETCTBYHOLLME CTaHA4apThbl 3anasgbiBaloT U 3TO
HECMOTPS1 Ha NOBbLILWEHHLIM MHTEPEC B Cdepe aBTOMATU3UPOBAHHBIX CUCTEM. JTO
ypeBaTO BO3MOXHbIMM MaTepuanbHbIMA  NPOM3BOACTBEHHBIMU  YObITKAMU U
ywiepbom ansa 300poBbS, YENOBEYECKON XMU3HU N OKPYXKaKoLLEN cpeabl.

Mo aHamorMm TOMy, Kak paHee OblnM NpegyCMOTPEHbl METOLONOrMdeckme
NPVHUMNbI ONs 9KCnyaTauMoHHon 6e30nacHOCTN B OGOMCHOW cpene, HaCTOosLLMA
CTaHOapT - 93TO HayanbHas nonbiTka MNpeaycMoTpeTb METOAONorM4yeckme
APUHLUMNbLI ANs 6e30nacHoOCTM AKCnyaTaLum aBTOMaTU3MPOBAHHBLIX CUCTEM.

OpHako MeToaMKM W cTaHdapTbl U3 OQMCHOM cpedbl He MoryT ObiTb
HenocpeacTBEHHO NPUMEHEHbI K aBTOMaTU3MPOBAHHbIM cucTemam.
Wccneposanue, nposeaeHHoe EWICS [15] nokasano, YTO LUMPOKO NMPUMEHSAEMbIN
NCO/MOK 27002 HeOBXO4MMO 3HAYUTESBHO PaCLUMPUTb, YTOObLI OH BbIN MPUMEHNM
K CMCTeMaM yrnpasfieHus, UCMOMb3yeMbIM B MPOMbILLIIEHHOCTU. HecMoTpa Ha To,
yTo 189-M nyHKTamMm B YyKa3aHHOM uccreoBaHun Oblla gaHa oueHka oT
NPUMEHMMbIX OO0 abCOMOTHO NpUMeHUMbIX, 85% wunn 45% O6binM NpU3HaHbl Kak
Tpebytowme AoONONHUTESNBHOM METOL0SIOMYECKON OCHOBBI.

Hactoaumin ctaHgapT coOepxuT peKkoMeHayeMble HOPMbl, YCTaHOBMEHHbIE
cneyuanuctTamm-npakTUKamm Ha OCHOBE NPaKTUYECKOro OnbiTa, HO pa3paboTaHHbIe
He3zaBucumo ot MMCO/MIK 27002.

MpumeyaHne - HecmoTpsa Ha TO, 4TO xenatenbHO Obino Obl cornacoBaTb
CTPYKTYPY M TEepMUHOMOMMI0 HacTosiwero ctaHgapta ¢ MWCO/MOK 27002, Ha
JaHHbIA MOMEHT 3TOro He caenaHo.

MpegnonaraeTcsd, YTO HACTOAWMW CTaHO4apT 3anosiHAT CYLEeCTBYHOLWMA B
HacTosiee Bpemsi npoben, noka NMaHUpyTCa LanbHeuwme [encTBud no
YKPENMeHno MeToaOororM4yeckon oCcHOBbI B nocregyowem ndgaHmm MOK 62443,
Kak OTMEYEHO B NPUoXeHum A.

CooTBeTCTBME MNONMUTUKE HACTOSAILWLEro cTaHgapTa - BOMPOC YacTHbIN. JTO
COOTBETCTBME MOXET ObITb YKa3aHO B KAQ4eCTBE NPUMEYaHNs KO BCEM MOSTOXKEHNAM
nonmMTrKKM ICS Mnmn K HEKOTOPBLIM M3 HUX UINN K ee cneLnansHON BEPCUN.

HekoTopble Mepbl, ONUCaHHble B HACTOALIEN MONMUTUKE, MOryT OblTb He
NPUMEHUMbI OHOBPEMEHHO B KOHKPETHBLIN MOMEHT BPEMEHU AN KOHKPETHOW
KOHdMrypaumm B KOHKPETHOM KOHTEKcTe 6esonacHocTu. [lonutuka gonyckaet
Takoe 6104HOE UCNONHEHNE 1 aganTauuto.

Takxke, B 3aBMCUMMOCTM OT KOHKpeTHon ICS, moxeT ObiTb npu3HaHO
HeobXoAMMbIM UM XenaTenbHbIM, HanpuUMep, C TOYKU 3PEHUss KOMMpommucca
MeXdy PUCKOM U 3aTpaTamu, He peanu3oBbiBaTb OnpenerieHHble  Mepbl,
pernameHTUpOBaHHbIe HACcTosWEen MonmMTukon. B 3aBMcUMMOCTM OT XxapakTepa
0e3onacHOCTU 3TO MOXET OblTb CcAenaHo nvwb BPEMEHHO BO WCMOSHEHME
nommtuku ICS, ¢ ncnonb3oBaHNEM ee NONOXEeHW NO YNpaBfeH IO oLWMbKamu.

5 MpuHUKNbI U 6a3oBbLIe Moaenu



5.1 O6wme NnonoxeHus

B HacTosiwem ctaHgapTe onucaHbl PeKOMEHAYEMbl€ HOPMbl B OTHOLLEHMM
TEXHUYECKNX N OpraHn3aumnoHHbIX mep 6esonacHocTu ans 3awmThl ICS u ICN Ha ee
OCHOBe, BKItoYasi 0bbIvHO cyllecTBytoume noacetu ICN.

B HacTosLwEM NyHKTE ONncaHbl COOTBETCTBYOLLME 6a3oBblie MogEenw.

Monb3oBaTenn  HacTOSILLEro  cTaHdapTa AOMKHbl MO BO3MOXHOCTU
npucnocobutb 3TV MOAENM K KOHKPETHOW 3agade, 4Tobbl yBA3aTb MONOXEHUS
HacTosALWEN NONMUTUKM 6E30MaCHOCTM C KOHKPETHLIMU TPEOOBaHNSIMM.

NHdopmaumsa, npeacTaBneHHas B HACTOSLIEM CTaHA4APTE, MOXET HY)XOaTbCA B
AOMONMHEHUN OPYTMMM  MOLENAMM W  COOTBETCTBYHOLLEN MONUTUKOW, TO €CTb
aHanM3oM yrpo3-puckoB, obLen nonmtmkon 6esonacHocTn n ISMS.

5.2 Mogenb yrpo3-puMckosB

5.2.1 O630p

Ha pucyHke 1 npuBegeHa obuwas moaenb Yrpo3-pucKoB, OTHOCALWEAACHA K
6e3onacHocTn. V13 pucyHka crieqyer:

- Yrpo3bl UCNOMb3YIOT yA3BMMOCTH ICS;

- 0e3 KOHTPMEpP OHM MOryT MpPeacTaBnATb HedoMnyCTUMbIM  pUCK  (Ans
NMYLLEECTBEHHbIX OO BEKTOB);

- B 06Lwem cnyyae ons MMHMMU3auumM pucka (4nas MMyLLeCTBEHHbIX OO bEKTOB)
HeobXoaMMbl KOHTPMEPbI.

PucyHok 1 - BzanmocBs3b yrpo3-puckoB

Yrposb| W yg.l.;b c;:f;:—l bie
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y L YRIBUMOCTH  deeeee e PucKkK
TREROT MUHUMHSUPY T

KoHTpMepk!

PucyHok 1 - BsanmocsA3sb yrpo3-puckos

KoHTpmepbl 06LefoCTynHbI B BUae obumx MeToaunk, noapobHbIX pernameHToB
N B HEKOTOPbIX CyYasX - NOAPOOHbIX cheungukaLun.

Hactoaumin cTaHgapT npegycmatpyvBaeT KOHTPMEPbl B Buae METOLAMK,
O(hOpMIEHHbIX B Mpeanaraemyto NOnmnTUKY.



5.2.2 Yrpo3bl

Yrpo3bl - 3TO MOTEHUMarnbHble HexenaTenbHble cobbiTuss 6Ge3onacHocTw,
npuunHAOLWLMe ywepb, To ecTb dMHaHCOBLIN YObITOK. B ICS MoryT npomsonTu ¢ Tomn
WM MHON BEPOSITHOCTLIO crnegyoume cobbiTus:

- aTaku BaH4arnoB 1 TEPPOPUCTOB;

- cbon B ICS, 3a koTopbIM cregyeT cobbiTue 6e3onacHoCTy;

- ataku Tvna "oTkas B ob6cnyxmBaHumn";

- HapylleHue KOHMwMAaeHUManbHOCTKN, Hampumep, yTedyka Npov3BOACTBEHHOM
NMHpopmaLuu;

- HapyLLeHne 3aKoHoAaTerNbHbIX HOPM;

- HexenartenbHoe cobbiTMe BCMEACTBUE HEMPEOAONIMMON CWUsbl, Hanpuvep,
3KCTpeMarnbHbI€ NOrogHble YCroBMS (LUTOPM Ui TOPHaAo0).

Bo3amoxHbl 1M gpyrme coObiTusi, KOTOpble MOryT ObiTb XapakTepHbl AO5s
KOHKPETHOW opraHu3aumu.

B TvnnyHoM crnydyae O HacTynneHun Taknx coObITUA OOSMKHO ObiTb AOMOXEHO
PYKOBOACTBY, NPV 3TOM OT TOro, Kak 6bICTpPO ByaeT AOMNOXeHO, COOTBETCTBYHOLLEE
AEeNCTBUE 1 YPOBEHb 3aeNCTBOBaHMS PyKOBOACTBA 3aBUCAT OT UX CEPbLE3HOCTH.

Takoe cobbiTne, M3BECTHOE TaK >Xe KakK WHUMAEHT 6e30macHOCTWU, MOXHO
npeacTaBuTb cebe Kak urypupytoLliee B ra3eTHOM 3arosioBKe.

5.2.3 Puck

B UCO/M3K Guide 73 puck onpegeneH Kak "KOMOMHaAUMA BEPOATHOCTU
cobbITUS 1 ero nNocrneacTemMn”, To ecTb Kak yuwepd wnn nocrnegcTeme MHUMAEHTA
©e3onacHocTW. HacTynneHve WHUMOEHTA MOXET NPUBECTM K OQHOMY urm Oonee
nocrneacTBMAM, a TakKe CNPOBOLMPOBaTbL Apyrne cobbITus.

Ywepb, KoTopbii MOXeT 6bITb NoHeceH B ICS, BkntovaeT B cebs:

- NOTEPIo 40X0A3a;

- HenpeaBWAEHHbIE pacxoabl;

- HEeBO3MOXHOCTb YaCTU4YHOrO WNM  MNOSMHOro  BedeHust  OMHaHCOBO-
XO3MCTBEHHOW AEATENBHOCTU;

- NOTEPI0 AEHEXHON CTOMMOCTU 34aHWUIA U COAEPKMMOTO;

- MHUMOEeHT 6e30nacHoCTY;

- wrpadHble CcaHKuMKM 3a HapylweHue 3akoHoAaTemnbHbiX TpeboBaHun,
HaNpUMep, KacaroLUMXCSl KOHTPOrsS BbIOPOCOB;

- NOCNEACTBUS M3-3a HapyLLEHUS HOPMAaTMBHO-MPaBOBbIX TpebOoBaHWA, Taknx
kak cTaHgapTel GAMO;

- HEYOBIIETBOPEHHOCTb KIMMEHTQ;

- HEraTMBHOE OCBELLEHME B NPECCE;

- cynebHoe pasbupaTenbCTBO MNPOTMB  COTPyAHMKA WM CaMoro
XO3SNCTBYHOLLErO cybbekTa.

dakToM ABNSIETCA TO, YTO 3aLLUTHLIE AENCTBUSA TPEOYIOT AEHEXHbIX 3aTpaT Ha
TexHornornyeckme, man4eckme n opraHn3aumnoHHble Mepbl. MoaToMy nocnegcTeme
HebnaronpuaTHoro cobbiTusi 6e3onacHOCTU OObIMHO HEeoBXoAMMO BblpaXaTb B
OEHEXHOM BbIPaXXEHUM.

Puck gns obbektoB ICS TpebyeT dwmkcaumm LEHHOCTM OOBEKTOB M UX
YyS3BUMOCTM nepeq aTakon. Kak npaBumio, 3TO O4YeHb TPYyAHO U CYOBLEKTUBHO,
Hanpumep, ecrnm paccmaTpvBaTb B KadeCTBe MOCEACTBMS MOTEpPo penyTauum
opraHmsauun.



5.2.4 AHanu3 yrpo3-p1uckoB

AHanms yrpos-puckoB (TRA) npeanonaraet OUEHKY pyCKa U COOTBETCTBYHOLLUMX
eMy He3awmLEeHHbIX 06 BbEeKTOB, Yrpo3 n yassumocten. TRA - 3TO npegnocbinika K
BbIOOpY 1 AeTanbHoM cneundmkanmn 3awmTHbIX Mep.

TRA, B YaCTHOCTM MPUMEHUTESNIBbHO K 3NIEKTPOHHOM aTake Ha KOMMblTEpHbIEe
CUCTEMbI, COEOMHEHHble C He3aWMLLEHHbIMA WM HELOBEPEHHbIMU CEeTAMU, B
HacTosilee BPEMS He OOCTYyneH AN MaTeMaTUMKO-CTaTUCTMYECKOro aHanmsa, TO
€CTb aTakKM CO CTOpPOHbl JML-3/I0YMbILIEHHUKOB LereHanpaBeHHbl U He
obrnagatoT CTaTUCTMYECKMM CBOWCTBOM COObITUMA criydanHoro cbosi. Takum
o6pa3om, IKCTpanonAums CTaTUCTUYECKMX OaHHbIX (Kak OBbIYHO BO3MOXHO Mpu
Cly4yalHbIX OTKa3ax) He MOXeT NPOrHo3MpoBaTb OyAYyLLyl0 BEPOSTHOCTb aTaku CO
CTOPOHbI YyernoBeka. Mo 9Ton NpuUYMHE BbIYMCIIEHNE BEPOATHOCTWM HACTYNSIEHUS
cobblTn ©e3onacHOCTW, BO3MOXHO, MO3BONMUT HaBcerga wu3bexartb YUCTO
CTaTUCTMYECKOro noaxoaa.

HecmoTpa Ha TO, 4TO LOCTYNMHO MHOXeCTBO Mogernen TRA, HU ogHa U3 HUX He
obwenpusHaHHa. KonmyecTBeHHble MeToabl oOOMaHumBbl. OObIMHO  pUCK
©e30MacHOCTN aHanNM3MPYHT LUTaTHblE 3KCNEPTbl UM KOHCYMbTaHTbI, NOCIe Yero
crieyeT ero oL eHKa OTHOCUTENBHO KpUTEPUEB pycka BriagernbLa/onepatopa ICS.

B cBA3M C WU3NOXeHHbIM B HacTosiweM cTaHgapte Metoabl TRA He
NpeacTaBreHbl.



5.2.5 O6paboTka, npuHATME N UHP OPMUPOBaHUE O pUCKaX

lMocne aHanu3a pUCKOB KX, KaK MpaBurio, MOryT CYeCTb Hernpuemnembimm 6e3
o6paboTku.

Puckn obGpabaTtbiBaloT C MOMOLLBO Mep, MNPEeasioKEHHbIX B HACTOSILLEM
cTaHgapTe, Mep, KOTopble MOryT OblTb OTHECEHbl B HacTOsIWEM CTaHOapTe K
npegBapuTerbHbIM YCIOBUSIM, a TakKe Mep, KOTopble He MpuBeaeHbl B HACTOSILLEM
cTaHgapTe, HO KoTopble Briagenev/onepatop ICS, pernaMeHTUpYHOLWMiA opraH 1nm
3aKoHogaTernb MOryT cY4ecTb HeOOXoAUMbIMMN.

Mepbl 6e30MacHOCTN A0MKHbI ObITh MO BO3MOXHOCTH:

- 9(pbeKTUBHLIMK, pPe3ynbTaTUBHLIMA M OOCTATOYHO J>KECTKUMK, YTOObI
NPOTUBOLENCTBOBATL BbISIBIEHHLIM Yrpo3am;

- MPOrHO3UPYEMbIMM B OTHOLLIEHUW MpUNaraeMbiX YCUNMN s UX Y4pexgeHnst;

- MPOCTbIMW BO BHEOQPEHWMN N MPUMEHEHNM;

- NnMweHbl obpaTHOro ad)pekTa B OTHOLIEHWM CYLLECTBYHLLEro mnpolecca
NPOU3BOACTBA;

- He TpeboBaTb CONPOBOXOEHWS.

BonbwKWHCTBO TpeboBaHMI HACTOSALWEro cTaHgapTa AOoMycKalT BapuaHTbl,
pasnuyaromecss 0b6bemMoM npurnaraeMbiX YCUIMA U OOCTUraeMbiM  YPOBHEM
3aWwmThbl, A9 COOTBETCTBUSA OOMNYCTUMOMY PUCKY. OPEKTUBHOCTb Mep AOpKHa
OblTb MO BO3MOXHOCTW cOanaHcupoBaHa TakMm 0OpasoMm, 4YTOObl 3awmTa,
AOCTUrHyTasi C MOMOLLBIO OOHOW Mepbl, He Morna ObiTb ocriabneHa HefoCTaTKoOM
3aWmThbl, JOCTUraemMom C NOMOLLBIO 4PYron Mepbl.

Mepbl 4OmKHbI ObITb FIOMMYECKM MOSMHLIMK, TO €CThb HE OCTaBMATb CrabbiX MecT
B cucteme 06esonacHoCTWU. [encTBys COBMECTHO, Mepbl [LOiPkHbl ObiTb MO
BO3MOXHOCTW He 3aBUCMMbI ApYyr OT Apyra, W, NpeanoyTuTeNnbHO, NogaepxvBaThb
apyr apyra. Ocoboe BHMMaHWe crieqyeT yaenuTb ToOMy, YTOObl rapaHTMpoBaTb, YTO
Mepbl HE NPENATCTBYOT APYr APYrY.

Mepbl - 3TO pacxogbl. [loatomy BblbpaHHble Mepbl LOmKHbI  BObITb
cbanaHcupoBaHbl Mexay cobon Ana nonydeHus peHTabenbHoro pelueHus. Ecnm
opraHu3aums He MOXeT MOHeCTM pacxodbl, TO MOXeT noTpeboBaTbCs npouecc
onTUMM3aLmK, BKMYawowmin B cebs nameHeHne koHgwmrypauum ICS, orpaHnyeHve
KOMMYHUMKaL M U AONONHUTENbHbIE OpraHM3aLOHHbIE MEPONPUATUS.

Kpome TOro, puck [omkeH ObiTb MPUHAT 3aMHTEPECOBaHHbIMW NULaMU 1
[OBEeAEeH 10 CBeAEHNsI BCEX 3avHTEPECOBaHHbIX CTOPOH A0 peanusaumn Mep v npu
KaXkqou CYLLEeCTBEHHOM UX KOPPEKTUPOBKE.

MpymeyaHve - PaHee OeNCTBYIOLME N HACTOSAWMI CTaHO4APT He 3aTparvBatoT
dopmarnbHoe YycTaHOoBNeHWe p[oBepusi, Tpebylowee oueHkM 6Ge3onacHoCcTU C
MOMOLLBIO MPU3HAHHBIX KpUTepueB M Metogonoruun, Hanpumep, NCO/M3IK 15408
n/vrim NCO/M3K 27001.

5.3 )KU3HeHHbIN uuKn 6e3onacHoOCTH

MonoxeHnsa HacToALWero ctaHgapTa OCHOBaHbl Ha MOAENM XU3HEHHOro LMKna
6e3onacHoCTW, NpMBEAEHHON HA PUCYHKE 2.

Mpn obecneveHnn BesonacHocTn ICS HeobxoguMMoO y4unTbiBaTb criegylowme
KaTeropum yrpo3 1 KOHTpMep:

- coumanbHble U OpraHM3auoHHbIE YTPO3bl U Mepbl, TO €CTb 37I0YMbILLITEHHUKN-
NHCanaepbl U HECOOTBETCTBYHOLLMIA MOHUTOPUHI NEPCOHana;

- m3nyeckne n ecTecTBEHHbIE Yrpo3bl U Mepbl, TO €CTb 37I0YMbILUTEHHUKN-
ayTcangepbl 1 ynpasrieHne (pmandeckum 4ocTyrnom;

- 9NIEKTPOHHbIE M FIOTUYECKME YrPO3bl U MEPbI, TO €CTb 3SIEKTPOHHAs noyta u
AHTMBUPYCHbIE MPOrpamMmbl.



PucyHok 2 - )Ku3HeHHbIN LuKn 6e30nacHOCTH
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PucyHok 2 - )KnusHeHHbI umkn 6esonacHoCTH



B HacToswem cTaHgapTe npvBeAeEHbl, B OCHOBHOM, 3MEKTPOHHbIE W
NIOrMYecKme KaTteropum, YTo OTMEYEHO Ha PUCYHKE 2 KPYNMHbIMU rariodkamu.

MpumeyaHne - Tam, rme TpebyeTcsa chneumanbHbI NPUKNAGHOW XU3HEHHbIV
LMK (HanpuMep, XM3HEHHbIN LMK 6e30MacHOCTN), TaKoW perfiamMeHT ynpasreHns
M3HEHHbIM LIMKIOM [AOImKEH MO BO3MOXHOCTU 00beaunHATbL B cebe acnekTbl [T-
©e30nacHOCTN HacTOSLLIEro cTaHdapTa.

Mogenb npegnonaraeT YeTbipe cdepbl 0CO60ro BHUMaHUS:

- pa3paboTka, peanm3aunsa n ConpoBoOXOeHME Mep No NPeaoTBPALLEHMIO PUCKA,
BKNOYas ynpasreHne 0OHOBNEHNAMN 1 NaTyamu;

- MOHMWTOPUHI CO34aHHOM W COMNPOBOXOAEeMOW TakMm 06pas3oM CUCTEMbI
©e3onacHoCTW, TO €eCTb Ana obHapyxeHua nboro HeCcaHKUMOHUPOBAHHOIO
NPOHWUKHOBEHMS;

- ynpaBfieHMe CUCTEMOW, BKMOYasi 3anucb COOLITUIA M KOpPpeKTUpYyroLme
BO3OENCTBUS, MOKA  HECaHKLMOHMPOBAHHbIE  MPOHMKHOBEHMSI  MoAagalTCcs
yrpaBleHNIo;

- ynpaeneHne owunbkamn, npu  4YpesBblHarHbIX OOCTOATENbCTBAX WU
BOCCTaHOBIEHMEM, KOrda npoucxoasaT 6onee cepbesHble NMHUWOEHTLI, B TOM Yucre
yrpaBrieHMe HenpeaBuaEHHbIMWU OBCTOATENbCTBAMM B Clydae  HauxygLumx
cLueHapueB.

Ha pucyHke 2 npsmasi cTpernka nokasblBaeT, YTO YeTbipe cdepbl, Nlormyeckm
BblTekaloume Apyr M3 gpyra no CBOeMy MpuHUMNY, MoryT ObiTb BBeOEHbl
nocrnegoBaTesnibHO, N0 MeHbLUEN Mepe, Ha HayanbHOM aTane 3anycka ICS nocne
obecneyeHnsa ee 6e30nacHOCTN.

BaxHO npuHMMaTb BO BHMMaHuWE, 4YTO B MPOTUBOMOMOXHOCTb OObLIYHBIM
TEXHUYECKUM OUCUMMIMHaAM TexHWKa obecrnedyeHnss 6e3onacHoOCTN - 3TO MO CYyTu
OeckoHeuYHbIN npouecc. ATOT npouecc TpebyeT, 4TOObI BCe chepbl BBOAUNMCH
MOCTOSIHHO MM Nepuogunyeckn ana  npucnocobrneHnss ICS K NOCTOSAHHO
MEHSIHOLLMMCS TEXHOMOTMYECKMM U YTPOXKAOLLMM CpeaaMm.

5.4 NMNonutuka

5.4.1 O630p

MonmTnka - 3TO CBOA OCHOBOMOSAraloLLMX NPUHLMNOB M Mep ©6e3onacHOCTW.
Mepbl rpynnupytoTCcs Mo acnektam 6e30nacHOCTW, KOTopble MpuBSA3aHbl K
o6 LLenpu3HaHHbIM KOHLLeNLMaM 6e30MnacHOCTW.

Mepbl, npegnaraemble B COOTBETCTBMM C HACTOSLLEN MOSMMTUKOW, OCTalOTCA
6a3oBbIMK 1 JoNyCKalT MaclTabupyeMocTb, cBoboay Bbibopa COOTBETCTBYHOLLMX
AOCTYMNHbIX TEXHOMOMI 1 Byayume yCoBEPLLEHCTBOBAHUS.

MonnTnka MMeEEeT MepapxXMYecKyro CTPYKTYpy B BuAe YETbIpeEX YPOBHEW, Kak
MOKa3aHO Ha pUCYHKe 3. B LleHTpe BHMMaHUsl HacTOSLLIEro cTaHaapTa onepaTnBHas
NonuMTuKa, KoTopas B OOLEeM criydae MMeeT xapaktep MeToauk. OnepaTuBHYHO
NONMTKKY CrieayeT NoOHMMaThb B pamMKax MosiIHOM NOSINTUKN.

PucyHok 3 - YpPOBHM NOSINTUKN
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PucyHok 3 - YpoBHM NOMUTUKN

5.4.2 PykoBopasiias nonutmka 6esonacHocmm

MonnTnka Ha camom BEPXHEM YPOBHE OpraHmM3auumn CaHKLMOHUPYET nporpammy
6esonacHocTM M obo3HayvaeT HanpasneHne. OHa ycTaHaBnMBaeT obume uenm
6e30nacHOCTM opraHM3aLmu.

dopmMynMpoBKa MOMUTUKU BbICLLMM PYKOBOACTBOM [OPKHA OblTb 4OCTATOYHO
npogymMmaHa M ocTaBaTbCs aKTyarbHOW U TOYHOM MPU U3MEHEHUSIX B CTPYKType
opraHmMsaumm, B TEXHOMOrMM cucTembl M 6€30MacHOCTU M B XapakTepe Yrpos
6esonacHocTu. Byay4n npogyMaHHOMW, NONMTUKA MOXeT BbiTb cTabunbHom 1 6yget
HyXOgaTbCsl B nepepaboTke TOMbKO B Clyvyae W3MEHEHUSI MCXOL4HOM MOo3nLunn
opraHmsaumm B OTHOWeHun 6GesonacHocTn. OaHako opMyrnMpoBKa MOMUTUKK
aBnseTca ogHo3Ha4vyHon. OHa YeTKO onpenensieT, 4To TpebyeTcs.

MonmTtnka 6e30nacHOCTM BEPXHErO YPOBHS OpraHu3aumu onpegensier ooume
cpepbl OTBETCTBEHHOCTM U MO4OTYETHOCTU AN OpPraHn3aLMOHHbIX caep.

MpumeyaHve - Hanpumep, nonutvka MOXeT oOnpenensTb B3auMOOTHOLLEHMS
MeXay PyKoBOACTBOM KopriopaTuBHbIM [T-oTaenom n ICS n nx cooTBeTcTBylOLME
o6s3aHHOCTU. lMormTuka MOXET pasrpaHuyMBaTb Lenm 6e3onacHOCTU CUCTEMBbI
ynpaBneHMss OT uenen ©Ge3onacHOCTM  KopnopaTtMBHOM ceTu.  Hanpuwmep,
BaXXHEMLMM acnekToM 6e30macHOCTU  KOpropaTMBHOW CeTU  MoXeT ObiTb
CoOXpaHeHne KOH(MAEHUMAnNsHOCTNU, B TO BPEMSA KaK BaXXHEWLMM acneKkToMm
©e30MacHOCTN CUCTEMbI yrpaBrieHUs MOXeT ObiTb obecneveHne 6ecnepebonHon
paboTbl.

Kpome TOro, opraHusaumoHHas nonmtuka 6e30macHOCTU MOXET OnpeaensTb
KOHKpPETHbIE CTaHA4apTbl U HOPMbI, MPUMEHUMbIE K OpraHn3aLumn B LieSIoM.

PykoBogcTBy criegyeT 4OBOAUTb NOMUTUKY 6e30MacHOCTM 40 CBeOeHUs BCeWn
opraHmsaumm, 4Tobbl BCE COTPYLHMKU MOHMManM 3Ty MOMUTUKY, a TakKxe MOrmu
perMcTpmpoBaTb NOCNEACTBUSA ee HapyLUEHWUI.

MormTnky 6e30nacHOCTM 3TOrO0 YPOBHS MNEPUOAUYECKN NepecMaTpuBaltoT.
lMepogMyHOCTL NepecMoTpa MOXET BapbMpoBaTbCA B COOTBETCTBUM C
TpeboBaHMAMN PYKOBOACTBA U BbIThb Yalle Ha NepBbIX 3Tanax nocse BHeLPEHUs.

[aHHbI ypoBeHb nonmntukn 6esonacHocTu ICS npuBeaeH B pasgene 7.



5.4.3 OnepamBHas nonutMkKa

OnepaTuBHbIE MONUTMKM pa3pabaTbiBalOT Ha HWKHUX YPOBHSX OpraHuMsauunm
AnNa  onpegeneHus  Toro, Kak HeobBXOAMMO peanu3oBbiBaTb  MOSIOKEHUS
KOpNopaTMBHOW MOMMUTUKN 6E30MaCHOCTM B COOTBETCTBYIOLUMX OpraHn3auMOHHbIX
cdoepax.

AT NONUTUKM ONpeaenstoT, YTo HeobxoaMMO NpeanpUHATL B OTAENbHO B3ATOM
OpraHM3aLMoHHON cdpepe ANs AOCTWKEHUS Lienen KopnopaTuBHOM MONUTUKN. OHK
NOAYNHSAIOT cebe pernameHTbl 6e30MacHOCTH, PacnofOXEHHbIE YPOBHEM HIXKE.

PernameHTbl 4OSMKHBbI MO BO3MOXHOCTM 3aTparMBaTb Bce HeOOXoauMble aTanbl
X¥W3HEHHOro LMKna nporpaMmmMbl 6€30MacHOCTM C TOYKWU 3pEHUst OTAENbHO B3ATOM
OpraHmn3aLMoOHHON eaVHULLbI:

- pa3paboTKy CUCTEMBI;

- MaTepuarnbHO-TEXHUYECKOE CHabXeHNeE;

- TEXHOSOMYECKNIA NPOLLECC;

- COMpOBOXOEHNE CUCTEMBI;

- nepcoHar;

- ayauT.

B TunuyHOM cnyyae nonMMTMKY Ha 3TOM  YPOBHE nNepecMaTpuBatoT
nepuoguMyeckn n no onpedeneHHbIM MoBoAaM, Hanpumep, Kaxabl pas npwu
BHEAPEHMM HOBOrO, KOPPEKTUPOBKE CYLLECTBYIOLLEro Ou3Hec-npouecca unmM ero
nVKBMaauun.

Ocoboe BHMMaHMe B HacTOsWEM CTaHgapTe YyAerneHo 3Kcnnyatauum u
obcnyxu1BaHuo ICS. Hactoawmn cTaHgapT He npegycmaTpusaet
MEeTOO0M0MMYEeCKON OCHOBLI MO TakMm BONpocaM Kak 6ecrnpoBogHble YCTPONCTBa U
AaTyvKkK, nepcoHan, nonuMTuka cybnogpsga W MaTepuanbHO-TEXHUYECKOoe
CHab>xeHue.

CooTBeTCTBYOLMI YpOBEHb MONMUTUKK BesonacHocTu ICS oTpaxeH B 7.3.5,
KOTOPbIW 3aTparMBaeT criegyolme cgepbl ynpaBieHUs:

- LLeNIOCTHOCTbIO;

- JIOrM4eCKnM OOCTYMNOM,;

- hm3nyeckmm oCTyrnowm;

- CerMeHTamu;

- DOCTYNHOCTBI;

- aAMVHUCTPUPOBAHNEM, ayAUTOM N HELLTATHLIMWU CUTYaL UMK,

- BHELUHVM OCTYMNOM.

5.4.4 Pabo4yme pernameHTbI

PernameHTbl OOIDKHbI no BO3MOXHOCTH yCTaHaBnMBaTbCS
BnagenbLem/onepaTtopoM 1 BONSOWATbL OnepaTUBHYIO MNOMUTUKY, NPeLCcTaBeHHYHo
B HacTosWweM CTaHgapTe, onpefenss CTerneHb WX BOBMIEYEHHOCTU W
NOA4OTYETHOCTb 3a AeNCTBMNE, NEPECMOTP U OOHOBIEHME TaKMUX LOKYMEHTOB.

Pabouve pernameHTbl yCTaHaBMBalOT MOPSOOK WUCMOMHEHUS onepaTUBHOM
nommTnkn. OHW yCTaHaBMBAKOT HeoOXoauMble OENCTBUS U MOMYyT CCbINIaTbCA Ha
COOTBETCTBYIOLLWME METOAbI N CNpPaBOYHbIE JOKYMEHTbI, B TOM YUCIe CTaHO4apThbl.

MonMTUKY Ha 3TOM YPOBHE MepecMaTpuBalOT Kaxabl pas npu yTBEPXOEHWUN,
KOPPEKTMPOBKE Ui OTKITOHEHWUM ONEePaTUBHOM MOSMTUKN.

B nognyHkTax nogpasgena 7.3 npyBedeH psi acnekToB, KOTOpble OOSPKEH MO
BO3MOXHOCTW yCTaHaBMBATb perfamMmeHT.

lMpumeyaHne - PernameHTbl cogepxatT TakXe WHGopMauuio O nopsagke
N3MEHEHNS OPYrMX PperfnaMmeHToB.



5.4.5 Pabo4yas metoguka

Paboyas meToguka [oikHa MO  BO3MOXHOCTM COAEPXAaTb KOHKPETHbIE
n3mepumMble TpeboBaHMA U KOHKPETU3NPOBATb PErMamMeHTbl, yUNTbIBast KOHKPETHbIE
MHCTPYKUMK OT Briagenbua/onepatopa. B cBsa3nM ¢ T1em, 4to oHM ewwe OGonee
NPUBSI3aHbl K OpraHM3auumM U opraHvM3aunoHHON cdepe, B HACTOsILLEM CTaHdapTe
OHW MOryT BbITb NpMBEAEHbI TONBKO Kak NMpMMeEpbI.

MonnTNKy Ha 3TOM YPOBHE WU3MEHSAT MepUoauyeckn, No Mepe M3MEHEHUs B
nraHax N TeEXHOSorMAX pykoBoAcCTBa obLuen nHoppacTpykTypon. Cama no cebe oHa
BPEMEHHA N MOXET noagnexaTb NepecMoTpy B toboe Bpems.

Bce mepbl AOMKHBI MO BO3MOXHOCTU pacCMaTpuBaTbCs KaXablM KOHKPETHbIM
nonb3oBaTeNneM HacTOsILWEero cTaHgapTa WM aganTUpoBaTbCs K ero KOHKPETHbLIM
TpeboBaHMAM 1 CUTyaLUN pUcKa.

5.5 TunoBble aTanoHHbIe KOHUrypauumu

5.5.1 [NpombiwneHHasa cucrema ynpasneHus (ICS)

ICS 06bI4HO COCTOUT M3 ANEKTPOHHOIO OBOPYAOBaHUSA, TO €CTb XOCTOB W
YCTPOWCTB, N MOXeT BKMovaTb B cebs ceTn, NOACETU U coeauHeHus "oauH K
ogHOMY", Kak nokasaHo Ha pucyHke 4. Kak npaBuno, cuctema Bkrtodaet B ceds ICN
N COeQVHEHHbIE C Hel 0DopyaoBaHME M NOACETM, @ BO MHOMMX Crydasix - eLle u
BHELLUHWE XOCTbl U YCTPOMCTBA BHELUHUX CeTeW, MOAKIMYEHHble K JaHHOM CeTu
Yyepes cpefcTBa CETEBOro B3auMogencTBusS.

B coBpemeHHOM ICS Kkak npaBurio MCNonb3ylTCH BHELUHWE KOMMYHUKaLWW,
4TOOBLI Nosly4aTb AOCTYN K BHELUHMM pecypcam M ObiTb OOCTYMHOM AN HUX, Kak
NoKasaHo Ha pUCYyHke 4.

BHyTpeHHMe ycTponcTtBa M onepatopbl ICS MoryT HyxgaTbCa B [OCTyne K
BHELLHMM pecypcam, Hanpumep, 4519 OGHOBNEHUIA Unn yrpaBnsitoLLen nHdopmaLnn.

BHewHne onepatopbl 1 yctponctea ICS moryt nonydatb goctyn K ICN,
HanpumMep, B Liensx AMarHoCTUKK, o6 cnyxuBaHus, pa3paboTku n/vnm ynpasneHus.

MpymeyaHne - BHyTpMOOGBLEKTOBOE MNOAKIOYEHWE BHELLHEro obopyaoBaHus,
NMPVBHECEHHOTO Ha MPOM3BOACTBEHHbIN OOBHLEKT OOCNYXMBAKOLLWMM MNEepCcCoHasioMm,
NPUYUCIIEHO K BHELLUHMM KOMMYHUKALUSIM.

BHelHMe KoMMyHMKaLum MOryT crnyuTb Ana coeguHeHus ICN ¢ cuctemamu,
XOCTaMu U YCTPOMCTBaMM, TaKMMM KaK:

- BHeLwwHun(e) ueHTp(bl) 6esonacHocTy;

- BHeLWwHAA(ne) cnctema(bl) NOAOEPXKKN U3TOTOBMEHUSA U YpaBIieHUS;

- 06ocobneHHoe(ble) cTaumoHapHoe(ble) yCTPOoMUCTBO(a);

- UHTepaKTMBHbIN(e) NynbT(bl)/XOCT(bl) MUHTEPAKTUBHOIO yAarneHHoro 40CTyna;

- NynbT(bl)/ueHTp(bl) yaaneHHoro 4ocTyna;

- nopTatmBHas(ble) paboyas(ne) ctaHums(1) nHxXeHepa;

- NopTaTMBHbIN(€) HoCcUTEsb(M) NHOpPMaL UK.

PucyHok 4 - lMpombiwneHHaa cuctema ynpasneHus (ICS)
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PucyHok 4 - lNMpombiwneHHas cuctema ynpasneHus (ICS)
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5.5.2 NNpombiwneHHas ceTb ynpasneHus (ICN)

ICN MoxeT 6biTb ob6pasoBaHa MyTEM WHTErpUpoOBaHWS YCTPOUCTB CO
3HayuTeNbHbIM pasHoobpasneM, BKIoYas:

- XOCTbl, MPOKCU-CEPBEPDI, LLMKO3bl, KOHLLEHTPATOPbI, MapLLpYTU3aTopbI;

- nepudepuinHoe IT-obopyaoBaHue;

- TEXHOIornyeckoe KOHTPOIIbHO-U3MepuTerisHoe obopygoBaHue,
MCNOSNHUTENbHbIE MEXaHN3Mbl, Npeobpa3oBaTtenu, 1 T.4.

XocTbl ICN MOryT (yHKUMOHMPOBATL Kak cepBepbl MPUIOXEHUW, CepBepbl
yrnpasrneHusa n gpyrme cneumansHoie HMIL.

ICN coegvHeHa HenocpeacTBEHHO WM OMOCPEAOBAHHO C  BblAESIeHHbIMU
ceTaMM, TO eCTb aBTOMaTU3NPOBAHHBLIMU SYENKaMnN UM ceTsaMn nepuepumnHbIX
YCTPOUCTB.

MHorMe m©n3 9TUX XOCTOB UM YCTPOMUCTB, 3a WCKIKOYEHMEM MNPOCTOro
obopyaoBaHus, coeuHeHbl Mexay cobon Yepes ceTeByo annapatypy v kabenw,
obpasyda ICN. ICN moxeT BknoyaTb B cebs BblgeNeHHblIE CETU, COEAUHEHHbIE C
Hen HenocpenCcTBEHHO UM ONOCPEeAOBaHHO, B YAaCTHOCTU - aBTOMATU3NPOBaHHbIE
AYENKN N/unn cetTn nepndepunHbIX yCTPOUCTB.

UacTblo napka o6opyaoBaHusi SBMASOTCSA Takke YCTPOWCTBa, KOTOpble
cogepxart pecypcbl 06pabOTKM M XpaHEeHUs AaHHbIX. YKa3aHHble YCTpPOMCTBa
ABMAIOTCSH NMWb BPEMEHHOM YacTbio napka. Ocoboe BHUMaHWe crefyeT yaensaTb
yCTpOMCTBaM, BHOCUMbIM U YHOCUMbIM C NMPOU3BOACTBEHHONO 06BbEKTA, TAKMM Kak
NopTaTMBHbIE KOMMbBIOTEPBI UM MOPTaTMBHbIE HAKONUTESN.

5.5.3 YHuBepcanbHbIn xocT (GPH) npombiwwneHHOM cucteMbl yrnpaBneHuUs

HacTosawmin ctangapT NPpMMEHSIIOT K XOCTaM, KOTopble MOryT ObiTb aHarnornyHbl
GPH ICS. KoHdwmrypauunsa GPH, npeactasneHHas Ha pUCyHKe 5, UNNMoCTpUpyeT ero
KItoYeBble KOMMNOHEHTbI:

- LLeHTparnbHbI NPOLLECCOP C €ro HEOTbEMIIEMbIMU KOMNOHEHTaMMW, TakKUMN Kak
HakonuTenb 60MbLLIOM EMKOCTU U MHTEPGENCHI;

- NyfbT onepartopa C YyCTPOMCTBaMM BBOAA U OTOOPaXeHUS AaHHbIX;

- MHTepdenc/HakonuTesb A8 CYUTbIBAHUA MHG)OPMaL MK C BHELLHUX HOCUTENEN
AaHHbIX, Taknx kak USB-HakonuTenu n ruokne MmarHuTHble QUCKK;

- MHTepdenc n kabenn cCBA3N C YCTPOMCTBOM YynpasrieHus/nepndepuinHbim
YCTPOWUCTBOM,;

- nHTepgenc cesasm ¢ ICN.

GPH moxeTt npegctaBnatb cobon Takxke npocTtyto ICS, He cogepxalyto ICN.
Takasa cuctema moxet ObITb BNOCEACTBUM COEANHEHA:

- C BHELWHen obLeaOoCTYNHON CEThI0, Takon Kak VHTepHeT;

- C BHELLHEN OpraHn3aLnoHHON CETbIO.

OTanoHHas koHdgwmrypauua GPH, npuBegeHHas Ha pucyHke 5, pacTt
npeacTasreHune:

- o npocTenwwen ICS 6e3 ICN,;

- 00 oTaenbHbIX xocTax B cocTaBe ICS kak 000COONEHHbIX 3N1IEMEHTaX,;

- 0 nbomM nporpamMmmmpyeMom/nporpaMMHOM YCTPOMUCTBE KakK KOMMOHeHTe ICS
B LeSiom;

- 06 nHTepdence n kabensix CBA3M C BHELLHEN CETbIo, Takon Kak VIHTepHET mnu
KopnopaTuBHas CeTb.

Ha pucyHke 5, a Takxe Ha OpYrMx pUCYHKax OTMEYEHO NMpUCYTCTBUE FHOAEN.
JTrogmn - 970 YacTb NpakTUYEeCcKn NMOOON CUCTEMbI, JaKEe €CIM OHU OCYLLECTBSIOT
TOMbKO yAarneHHoe OOCnyXMBaHWEe WNM ynpaefslomMe BO3LENCTBUSA, U MMEHHO
noamn ABAAKTCSH OCHOBHOM NPUYUHON N MHULIMATOPaMn yrpos.

PucyHok 5 - 9tanoHHasa koHdurypauua GPH - GPH ICS ¢ BHewHMuH
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Mpumeyanre 1 - MoryT ucnonb3oBaTbCs 1 6eCnNpoBOAHbIE COEAUHEHWS, Hanpumep,
B3aMeH kabernen CBA3N C CETbIO UNK YCTPOMUCTBAMM.

MNMpumevaHve 2 - KoHdmrypauus xocTa, nNpuBedeHHas Ha pUCYHKe, SBrseTcs
MMWb HarmnsaHLIM NPUMEPOM U He npefHasHaveHa Ans 3agaHus Kakon-nmbo
TOMOSOMM CETMU.

PucyHok 5 - OtanoHHas koHdwmrypaumus GPH - GPH ICS c¢ BHewHumn
yCTponcTBamu

5.6 Mogenu 3awuTbl

5.6.1 Llenocmocts 1 3awmTa gocTyna

OcHoBHblE NpuHLMNBLI 6e30nmacHOro yrnpaBneHus OCTynoM U obecneyeHus
LeNOCTHOCTM MOXHO pacCMOTPETb, UCMNOSMb3yst TUMOBYK KOHMMIypaumo npocToro
GPH (cm. pucyHok 5).

30HbI 3aWwmThl NpuMennTensHo Kk GPH npeacTtasneHsbl Ha pucyHke 6.

PucyHok paeT npegcrtaeneHne O TOM, YTO yrposbl, ucxogsaume ot ICS n ee
cpeqbl, MOryT 6bITb NpeceveHbl Ha M3NYECKON rpaHuLEe KOMHaTbI, WKada unn Ha
3NEKTPUYECKON rpaHuLe LeHTpanbHoro npoueccopa (CPU) n nitepdencos xocTa.

PucyHok 6 - 3awmrta yctporucTBa - yCuUneHue 3awmuTbl U ynpaBrieHue
AOCTYNnom
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PucyHok 6 - 3awmTa ycTponcTBa - yCUrneHne 3awmThbl U ynpasreHne 4oCTyrnom

JTormdyeckass rpaHnua Bokpyr GPH moxeT ObiTb co3gaHa mepamu  no
obecnevyeHmnto LLeNoCTHOCTU - YCUMEHNEM 3alLmMThl 3a CHET KOHdmrypupoaHus O/S,
NPUIIOXEHUIN U CNYXD (Ha pUCYHKE 6 COOTBETCTBYIOLLME KOMMOHEHTbI MOMELLEHbI B
Kpyrn, 0603Ha4YEeHHbIE MYHKTUPOM).

Ycunenune 3aumtbl Kabenen nepegadm Ha KOPOTKUX PaCCTOSHUAX MOXET ObiTb
OCYLLECTBMEHO (mM3nyeckumun cpeactBamu. Ha Gonblumx paccTosiHusx cregyet
MCNoNb30BaThb KpunTorpadmyeckne cpeactBa (MokasaHo MYyHKTUPHBIMU FIMHUSIMMU,
nayLwmmMmm napannesnisHo kabento).

Mepbl N0 06ecnevYeHnto LLefloCTHOCTU U YNpaBrieHNio JOCTYNOM NMPUMEHAOTCA
no obLwemy obpasuy K cLueHapusiM, B KOTOPbIX:

- AN onepaTopoB M BHYTPEHHMX YCTponcTB ICS mMoxeT 6biTb Heobxogumo
noagknoyeHme K ICN;

- ceTb ICN nogknoyeHa k gpyrum cetam ICN n/vnmn nogcetam.



5.6.2 3awmTa cermeHTOB

ApxutekTypa npuHuuna obecnevyeHns 6e30MacHOCTU CerMeHTa OCHOBaHa Ha
NPeanoriokeHUM, YTO TOMOosiorMyeckas CTPYKTypa MPOMBILIEHHON CEeTU MOXeT
ObiTb pa3geneHa Ha oTAenbHble cermMeHTbl 6esonacHocTW. Ha aTom ke ypoBHE
pasfnMyHble CermMeHTbl MOryT ObiTb COeAWHEHbl ApPYr C APYroM MaructparibHOW
ceTbto, Hanpumep B OCHOBHOM ICN, Kaxablh CErMEHT MOXET UMETb €AUHCTBEHHYHO
TOYKY BXOZa B MarucTparbHyl CETb.

PaccmoTpeHne cermMeHToB B OCHOBHOM BbIMONMHAETCS ANS:

- camon ceTu ICN;

- cermeHToB nogcetu ICN;

- cneuunanbHbix cermeHToB cetn ICN, Hanpumep, wmo3oB SGW B
KOoHdpmrypaumm DMZ.

MpumeyaHve - ICN onpegeneHa Takum o6pa3oMm, 4TO (PakTUHECKM cama He
coaoepxut cermeHToB BHewHen cetn EN. Ee obLwas 3aumta oT BHELWHNX YCTPOWCTB
nvunu ceten obecneumBaeTcs LWNO3amMy BHeLHMX nogkmoyeHun (ECG).

JononHuTtensHo MoryT ObITb CO34aHbl creumanbHble (HeceTeBble) CErMeHTbl
BHYTPU (PM3MYECKMX XOCTOB U YCTPOMCTB, obecnedmBalolme COOTBETCTBYIOLLEE
yrpasrieHve JOCTYNoOM ANA 3aWmThbl, Hanpumep:

- camoro xocTta unm yctponctaa ot yrpo3 ICN;

- fapa OnepauuoHHOM CUCTEMbl WM CETEBbIX CHYXD OT MPUIOXKEHUA W
WHCTPYMEHTOB;

- KPUTUYHbBIX NPUIOXEHN OT MEHEE KPUTUYHBIX;

-  MOHUTOpVHra 6€e30nacHOCTM W NPUMOKEHUN AOMWHUCTPUPOBAHUSA  OT
NPUMOXEHWI yNpaBreHns.

OCHOBHbIMM MepaMn  3aumTbl AN CeTeln C BbICOKOM 6e30nacHOCTbIO
ABMAIOTCA:

a) nepapxmyeckas unm cTyrneH4yaTas CTpykTypa CErMEHTOB;

b) cTporo cyxeHHbIn Habop MHTepdencoB (BNMOTb A0 MUHMMANbHO HEODXOAUMOrO,
Hanpumep, NCNoNb30BaHME OrpaHNYEHHOro Habopa yHKLMIA/anpecoB);



C) CTporve Mepbl ynpasfeHus OOCTYnoM (Hanpumep, NpUMEHEHUe cnelunasnbHON
CXeMbl  npuBunerni,  OGnokMpoBaHMe  HECaHKUMOHMPOBAHHBLIX  U3MEHEHUN,
HaMEepPEHHbIN OTKa3 OT CNy0 KOHTPMEP).

MpumevaHve - [na ceTn unm CerMeHToB CETU, CBA3AHHbLIX C NPUIIOXKEHUSMU
akcnnyaTtaumoHHon 6esonacHocTn, B cootBeTcTBun ¢ MOK 61508 (MOK 61511),
ocoboe BHMMaHWe criefyeT yoensaTb COOTBETCTBMIO MPUSIOXEHWUA MOHUTOPUHIa
n3nydyeHun TpeboBaHWsIM  OEUCTBYIOLLEr0O MECTHOTO  3aKoHo4aTenbCTBa M
NPUNOXEHUN  KOHTPONs  KadecTBa  AEUCTBYHOULWMM B MPOMbILIEHHOCTH
cornaweHusam, Takum, kak GAMP 0. B atom crnyyae 3Ta ceTb UK CErMeHT CeTu
MOIYT CYUTaTbCS CETbIO C BbICOKOM 6€30MacHOCTbIO.

[Mpn nepapxnyeckon CTPYKType CErMeHTOB KaxOblh MOOYMHEHHbLIA CEermMeHT
BCrencTeue cermMeHTauum nonyyaet AOMNOSHUTENBbHYIO 3awmTy n
"3LLENOHNPOBAHHYI0 06OPOHY", Tak Kak 3aLUMLLEHHAs rpaHMLa Kaxaon NogYMHEHHON
ceTu npeacTasndeT cobon AONONHUTENBHYHO NIMHUIO 06OPOHBI.

MpumevarHne 1 - CeTb, pacrnonoXeHHad CHapyXW CerMeHTa, Jaxe eclnn OHa
Haxogutca BHyTpu ICN, MOXeT paccmaTtpmBaTbCA Kak "HeHagexHass C
NCKIMIOYEHNAMKN" MO OTHOLLEHMIO K Tunam Tpadwmka ceTm u obbemaMm, a TaKxke
HaMepeHUAM 1 BO3MOXHOCTAM MNofb3oBaTenen.

YcnewHaa AonofHUTENbHas 3almTta Ha NyTU aTaku CHapyXM Ha BHYTPEHHIOK
CeTb He COCTOMUT TOSIbKO M3 OAHOW OBOPOHbI FPaHULbl, OHa Takxe npegnonaraeT
oBHapyxeHve n pearmpoBaHue.

Ha pucyHke 7 npuBegeH npumep nNpuHLMNA 3SLENIOHMPOBAHHOW OBOPOHBI,
KOTopyto obecrnevnBaeT nepapxmdeckass cermeHtaums. NokasaHo, Hanpumep, 4To
yrpo3bl M3 MHTEPHETa MpeceKkalTCsA Ha rpaHuLe BHELLUHENW CETU OpraHuM3auun.
OpHako, nonmmtmka 6e3onacHocTi ICS cuMTaeT 3Ty BHELLHIOW CeTb OpraHuM3auumm
HeHagexHon 1 TpebyeT Takxe npeceveHns yrpo3 u Ha rpaHuue ICN.

Ecrm ataka He Oyper npecedeHa Ha rpaHuue ICN, artakyoowmin MoxeT
npeofoneTb [AarnbHenwme Mepbl, MpUHATLIE Ha OTAESIbHbIX YCTPOMCTBaxX W
cepBepax, a Takxe Ha rpaHvLe KpUTUYHOM aBToMaTmnsauum u ceten, ynpaBrsaemblX
B none. bnrarogaps codeTaHuMio  CTyneH4aTtoro nogxoga C  ApyruMmu
COOTBETCTBYHOLWMN MepaMu Briagerneu/onepatop 3aBoga MOXeT ObiTb YBEpPEH B
TOM, 4TO npu Bcex obcTosTenbcTBax ICS B JOCTATOYHOM CTENeHU 3almileHa oT
aTaku.

PucyHok 7 - QwenoHupoBaHHas 060poHa 3a c4eT UCNONb30BaHUA
cermMeHTauuu
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PI/ICyHOK 7 - SUJeJ'IOHVIpOBaHHaFI 06op0Ha 3a CHET ncnosrb3oBaHNA cermeHTalnm

BHyTpn cetn ICN ntobon cermeHT noacetn 3aumuweH wo3om SGW Ha ee
rpaHuge. MogobHO 3TOMy YCTpOMCTBa 3alMLIEHbl HEKOTOPbIM  (PyHKLMOHANoMm
6e30nacHOCTM, KOTOPbLIM MOKa3aH Ha pUCYHKe 7 (KpyrM BOKPYr YCTPOWMCTB,
BblAENEHHbLIE MYHKTUPOM).

Cnenyet nmeTb B BMAY, YTO B 3aBMCMMOCTUM OT aHanm3 yrpo3 1 puckoB, ApYrnx
TpeboBaHui BnagenbLa/oneparopa, MOryT CyLIECTBOBATb Mepbl, MPUMEHSIEMbIE K
COOTBETCTBYHOLUMM NOAMHOXECTBAM M HA4MHOXECTBAM CETMEHTOB.

MpumevaHre 1 - Jllobas nonutnka 6e3onacHOCTM LormkHa TpebosaTb GanaHca
Mep yCuUneHusi, Tak kak obecnedeHne Tpebyemon 3awmTbl OAHOro KaHana gocTyna
MOXET NPMBECTU K YXyALIEHVIO 3awmTbl Apyroro kadHana. [loatomy normdeckoe
pasgeneHne Ha CerMeHTbl, OMUCaHHOE B HACTOSLLIEM MOAMYHKTE, [OOIPKHO
OOMONMHATLCA ajekBaTHOM (M3NYECKOM 3awwmTouM, B TOM 4ucCrie npaBuriamm
BHOCa/BbIHOCA MOPTATMBHbLIX YCTPOWCTB Ha 3aBOA N €r0 CErMEHTHI.

MpuMeHeHne npuHUMNa SLUENOHMPOBAHHOM OOGOPOHbI, MPUBEOEHHOrO Ha
PUCYHKE 7, Hanpumep cueHapusi (aganTMpPOBaHHOMO M3 pUCYyHKa 4), nokasbiBaeT
npumep cermeHTauum ICS, npeacTaBneHHbIN Ha pUCyHKe 8.

PucyHok 8 - lMpumep - cermeHTaums ICS
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PucyHok 8 - lNMpumep - cermeHTauymsa ICS



B oaton mogemm 3aumtbl nepumeTp ICN  3awmilieH LWo30M  BHELUHMX
noagkntoveHnn (ECG) n sBopotamm dmsnyeckoro goctyna (PAG).

Wnos ECG saBnsetcsa BblgeneHHbIM wito3om  6esonacHoctn (SGW) ¢
AOMNONMHNUTENbHLIM (DYHKLMOHAMNOM, YAOBMETBOPSAOLWMM TpebOBaHMAM KOHKPETHOW
NONMUTUKK, HaNpUMep, 419 BHELUHNX YCTPOWCTB.

PAG npegctaBnaoT cobor MyHKT ¢mM3n4eckoro AOCTyna, KOTOPbIN AOSMKHO
NPOWUTM YCTPOMCTBO MNpU BHOCE/BbIHOCE 4epe3 nepumeTp ©BesonacHocTn ICN,
rapaHTUpPYOLLWMIA, 4TO NonnTMkKM 6esonacHocTn ICS He ByayT HapyLeHbl, Hanpumep,
n3-3a nepefadym KoHMOAEHUManbHON MHGOPMaUMM WM BHOCA BPenOHOCHOro
nporpaMmmMHoro obecneveHus.

MoryT ucnonb3oBaTbCs  OOMNOSMHUTENbHbIE CEerMeHTbl OT noaceten o
KOHKPETHbIX YCTPOUCTB C YCUITEHHOW 3aLLUMTON, pacCMaTpuBaeMble KaK CErMeHT.

lpumepsbi

- 3alyUUWeHHbIU XOCM cemu yrnpaeJsieHusl;

- MPUHYUN ynpaesieHuUsi cembio Ha 8 ePXHEeM/HUXXHEM ypPOBHe;

- cemb eHympu ICN, codepxauwassi ece xocmbl C oOfepayuoOHHbIMU
cucmemamu obwie20 Ha3Ha4eHusi;

- KOHKpemHble ycmpolcmea ¢ ycusieHHou 3awumol (Harnpumep,
Xxocmbl), O5isi KOMOPbLIX ceaMeHm coomeemcmaeyem OOHOMYy ycmpoucmaey.
HaHHbIe ycmpolicmea ¢hopmupyrom 3aujumHsblil nepumemp.

5.6.3 OOwWme mMepbl 3aWmTbI BHELLUHEro gocTtyna

C Toukun 3peHus ICN nobas EN aBnseTcs HeHageXXHOW NO OTHOLLEHUIO K TUMNam
n obbemMy ceTeBOro TpadwmKka, a TaKkKe K HaMepeHusiM U BO3MOXHOCTSM
nonb3oBatens. ModaToMy B HacTosWeM CcTaHgapTe OnucaHbl OTAeSbHble Mepbl
3aumTbl cetn ana BHewHen rpaHuubl ICN, BbIxogdwme 3a pamMkm  Mep,
NPYHUMaeMbIX BHYTPU CETW.

XOCTbl MMM YCTPOMCTBA MOrYT MNbITaTbCA MCMNOMb30BaTb OOLMIA BHELUHWN
AOCTYM, KOTOpbIA OObIMHO O3Ha4YaeT MCMOfb30BaHWE He3alMLLEHHbIX CEepBUCOB
WHTEepHeTa, Hanpumep, Ucnonb3oBaHWe Gpay3epa, 3MNeKTPOHHOW NoyThbl (e-mail),
nepegaym dpavnoe n T1.4. OOUmME BHELWHME CEPBUCHI MOIYT MblTaTbCsA
NOAKMIOYNTBLCS K He3alMLLEHHBIM 00Lwmm cepaucam ICN.

BHyTpn ICS wnmeeTcss OBa KOMMOHEHTa, KOTOpble MOryT pearypoBaTb Wnu
oTBeYaTb Ha OOLLMIA BHELLHUA OCTYN (CM. PUCYHOK 9):

- cpeactBa obecneyvBaroume COeOVHEHUS MpU CBA3W, B TOM 4uCne
NHTepdEenChbl, MPOTOKOSbI N cepBUChl (Bxogsawme n ncxogaume ans ICS) Ha ECG;

- COOTBETCTBYHOLLIEEe BHYTpeHHee 06opyaoBaHmne 1 npurnoxeHus BHyTpu ICS.

BHyTpn KoppecnoHOeHTOM MOXeT ObiTb 06opyaoBaHME WCTOYMHMKA Wnn
Ha3Ha4YeHWs1, CBA3bIBAIOLLEECH C BHELLHEN CETbI HanpsiMyo Un Yepes onepartopa,
NN Yepes NPOMEXYTOUHbI NPOKCU-cepBep.

CHapyx1 napTHepbl MO CBA3W MOryT ObiTb pasfMYHbIMKU - OT HaOEXHbIX A0
Noa03pUTENbHbIX.

MpumevaHre - O6WMN BHELWHMIA OOCTYN He BKMYaeT B cebs cneumnanbHbIX
BHELUHMX NPOMbILLIEHHbIX KIMEHTOB YrpaBfieHUs1, KOTOpPble PacCMOTPEHbI B 5.6.4.

YCTaHOBMEHHbIN OOLWLMIA BHELUHWMIA OOCTYN W HOBblEe 3anpocbl 3TOro Tuna
COeaMHEHN OOkHbl OblTb pacCMOTpPeHbl B Lensx 6e3onacHoCTW, HanpuMmep,
aBnseTca nm abcomntoTHO HeobxoanmbiM obmin web-gocTtyn BHyTpu ICN.

[axe npun cneuvanbHOW CBA3WM C HAOEXHLIMU BHELLHUMW nNapTHeEpamMu U
COOTBETCTBYOLMM 06pa3oM BbIMOSIHEHHbIMU BUu3Hec-TpeboBaHuAMU TpebytoTcs
ECG, rapaHTupyloume noaaepxKy TONbKO TpebyemMbiXx CEepBMCOB M YCUMEHHblE
NPVBUIIErMN BHELLHEro AoCTyna.



5.6.4 3awmTa BHELUHEro KfIMeHTa

Ecrm gna pabotbl ¢ ICS Tpebyetca cBA3b C yAaneHHbIMU (BHELLUHWMM)
KNMeHTaMn, CBA3b C BHELUHMMM CeTSMU A0ShkHa ObiTh 3awmleHa. BHelwHne cetn
EN c Toukm 3peHus ICS aBnswoTca HeHagexHbiMu (cM. 5.6.3). BesonacHocTb
JomkHa ObITb pacnpocTpaHeHa Ha apxuTekTypy, peanu3auuio u  paboTty
coeiHEHNS.

Mepbl MO 3aWmTe BHELUHErO KMMEeHTa MPUMEHSIOTCS Ha OOLLMX OCHOBaHMSAX K
cueHapusaMm, Npu KOTopbIX:

- onepartopbl N BHYTpeHHUe ycTponctBa ICS moryT HyxgaTbCa B OOCTyne K
BHELLUHMM pecypcam, Hanpumep, A9 OOHOBEHUSA UK ANs NonyYeHns nHdopmawum
ynpaBreHus;

- BHewHue onepatopbl U yctpouctBa ICS moryt nonyyats goctyn Kk ICN,
Hanpumep, 4nsa uenen MarHoCTUKK, 06 CnyxMBaHnSa U/Mnmn ynpasneHus.

B yactHocTh, normmtuka ICS npvMeHuma K 3awmTe BHELIHEro KIIMEHTCKOro
obopygoBaHusa n ero npunoxeHun. OHa Takke NpUMEHMMAa K BaxkHOW npobrieme
obopyaoBaHus, BPEMEHHO HaxoasaLWerocsi cHapyu ICS n gocTaBnssemMoro Ha 3aBoA
ANa NpsMOro unmM KocBeHHoro nogkroveHns K ICN, Hanpumep, nNopTaTuMBHbIX
YCTPOUCTB ANs obCny;mBaHUss U HocuTenenm And OBHOBMEHWst MPOrpamMMHOrO
obecneyeHus.

PucyHok 9 - O6wme BHeWwHUe coeanHEeHUsA
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PucyHok 9 - O6Lwme BHeLHMe coeanHeHns



CooTBeTcTBYOLWME KaHarnbl ygareHHoro AocTyna OOMKHbl ObiTb B TUNUYHOM
clnyyae 3aumiieHbl 6onee CcuUnbHbIMM Mepamn, Yem ucnosnb3yemble BHyTpu ICS. B
oTnM4yve OT obLlero OOCTyna, KaHarnbl KIMEHTOB yAareHHoro AoCcTyna MOoryT, B
AonornHeHue K MHTepHeTy, ncnonb3oBaTtb HAbop HOMepa onpegerieHHoro COTOBOro
TenedgooHa, BbI30OB Ha pafgvovacToTe, Apyrvie LAeWCTBUs, BbINONMHAEMble Yepes
onepaTopoB 06LLEro AOCTYNa UM YacTHbIX ONepaTopoB CBSA3MW.

OgHuM 13 ocHoBoMonarawwmx MPUHUMMNOB AN 3TOM MONMUTUKU ABNSeTcCS,
HacKofMbKO 9TO BO3MOXHO, OTAEeNieHue TexHonormm poctyna ot Tpebyembix
MexaHu3MoB 1 Mep 6e3onacHoOCTW.

[Ons  BHEWHWX KIMEHTOB W MPOKCK-CEPBEPOB  CYLLUECTBYET CuUMbHad
3aBNCUMOCTb OT BHYTPEHHUX KOPPECMOHOEHTOB, MCMNOMb3YIOWMX YCTaHOBMEHHbIE
cneumanbHble nNpasuna goctyna v npoueaypbl Ha ctopoHe ICN n ECG. Tem He
MeHee, ocoboe 3HavyeHne HeobxoamMMo yaensaTb 6€30MacHOCTU BHELLHENO KIMEHTA,
Haxogsweroca 3a npegenaMuM [OCAraemMocTy MnfiaHa ornepartopa W Mo3ToMy
Hy>garoLerocs B 0Co60M BHUMaHUM.

MoBbiweHne TpeboBaHui 6GesonacHOCTM MOXeT noTpeboBaTb CBSA3N C
obopynoBaHuem ICS onsa TpaHauTa Yyepes npokcu-cepsep npunoxeHnii BHyTpu ICN,
TaK Kak 1Cnosb3oBaHNe NPOKCU-CEPBEPOB CYLLUECTBEHHO YryyLuaeT 6e30nacHOCTb.

AnbTepHaTMBHOE peLleHne COCTOUT B MCMNOSMb30BaHUN CKBO3HOMO LUM(ppOBaHMSA
C 3alMTOM LENOCTHOCTU UMM MPUMEHEHUS TeXHONormn 6Ge3onacHbIX YacTHbIX
ceTen.

6 Nonntnka 6e3o0nacHOCTN NPOMbILLUIIEHHOW
CUCTeMbl ynpaBfieHUs - OCHOBHbIe CBeeHU S



Xoctbl ICS, cetb ICN, BHyTpeHHMEe YCTPOWUCTBA, BHELUHWE XOCTbl WU
yCTponcTBa OOKHbI ObiTb 6e3onacHbIMW, BMECTE C WX KIMEHTaMK, KaHanamu
AocTyna, NCNosib3yemMbIMU XOCTaMU KITMEHTOB U YCTPOMUCTBaAMM 1151 CBA3WN C HUMM.

Takasa nonutuka ©6e3onacHoctn ICS npegnonaraet Mepbl MO BbIMOMHEHUIO
TpeboBaHun 6esonacHocTn ICN npu NOAKMYEHUN K KaKoW-MMOO BHELUHEN CEeTu
opraHusaumm n/unmn obLwenocTynHONn ceTn. AT Mepbl OTHOCATCS K 6e3onacHOCTU
xocToB, ycTponcTs, ICN 1 cBs3u ¢ BHyTpeHHen YacTbto ICS, a Takke B npegenax
BHYTpeHHen YacTu ICS, B TOM Ymcre ¢ NOAKIMIIOYEHHBIMU XOCTaMn 1 YCTPOUCTBaMM,
ABMANLWMMNCS BHELWHUMM MO OTHOWeEHuo K 3aBoay wuim ICN, Kk noBbiEHMIO
6e3onacHocTn n obecneveHunto TpeboBaHM kK 6e3onacHOCTH IKCNyaTaumu.

Mpumevanne 1 - TlorMTuKa Takxke YYUTbIBAET WCKIKOYEHUs, Aonyckas
yrnpaBrieHMe UMU N aHann3 PUCKOB OTKITOHEHMS OT MOSUTUKM.

Mpegonaraemble Mepbl nonmTukM  Be3onacHocTn ICS  crpynnupoBaHbl MO
NOANYHKTaM COOTBETCTBYHOLLEINO COAEpPKaHUS:

- MPUHUMMNbI, OMNWCbIBalOLME MONMUTUKY, NpeacTaBnaioT cobon obume
NONOXEHMWS, NPUMEHNMbIE KO BCEM MepaM 6e30nacHOCTU, NPUHMMAEMbIM B pacyeT
ana ICS un ee ICN, B ToM yncrne K npegBapuTenbHbIM ycroBusaM 6e3onacHocTn u
3a4aHHbIM UCKIIOYEHMSM U3 MONUTUKN, Hanpumep, K TpeboBaHnam 6e30nacHOCTY,
CBSA3aHHbIM C 6e30MacHOCTbIO AKCNIyaTaumu;

- ynpaBreHne gOCTYNHOCTbIO, Kak crneundmyeckasa npobnema ceten peanbHOro
BpeMeHW, HeyacTo BcTpeydatoasics B obwem IT (cm. 8.1);

- ynpaBneHne LLeNoCTHOCTLIO, BKMoYasa TpeboBaHuns Ans:

- 3aWNThl OT BMPYCOB M APYroro BPeAOHOCHOrO NporpaMmMHoOro obecneyeHus;

- OBOHOBNEHMSI WM uncnpaBneHns owMboK nporpammMHOro obecnedeHnss u
doMpMEHHOro NporpammMmHoro obecneyeHus;

- PE3EPBHOr0 KONMPOBAaHUS,

- LLeNoCTHOCTY (hanros 1 ¢hanroBon CUCTEMbI;

- YCUNEHUs 3awmTbl annapaTHbIX CpeacTB, OMepauUoOHHOW CUCTEMbI U
NPUITOXEHWUN;

- ynpaBrieHne JorM4ecknm [OOCTYNOM, CBSI3aHHOE C [OOCTYNoM K XocTawm,
YyCTpOMCTBaAM, HOCUTENAM 1 MHGOpMaL MK, BKItovatoLLee TpeboBaHua Ans:

- naeHTnmMKaumm nonbL3oBaTens;

- obecnevyeHnss npuBUNErMin Nonb3oBaTend, HanpuMmep, YYeTHbIX 3anvcen u
npae 4OCTynNa;

- LWWMdppoBaHUS;

- yNpaBneHnss BCEM BblLLENEPEYNCTIEHHBIM.

MpumevaHne - JTa KaTeropusa Mep HepaspblBHO CBsi3aHa C MpaBunamu,
ynpasnaowmmmn paboTton wno3oB 6e3onacHoCTy;

- ynpaerneHve dm3ny4ecknm OOCTYrNoOM npefocTasnseTr cobon npaswna Ans
0e3onacHoOro M3n4eckoro [OCTyrna B KOMHaTbl, KabuHeTbl U K LKadam ans
obecneveHnss 6e30MacHOCTU XOCTOB, YCTPOWCTB M HOCUTENEW, MNOCpPeacTBOM
yCTaHoBneHus TpeboBaHui ons:

- naeHTnMKaumm nonb3oBaTens;

- NPVBUIIENMI NOMb30BaTeNs, HAaNpUMep, AN KIYen n apyrix npas 4ocTyna;

- yNpaBneHnss BCEM BblLLENEPEYNCTIEHHBIM;

- yrnpaBfieHNe CErMeHTOM, KaK OCHOBHasi Mepa 3almTbl NS CETEN C BbICOKOM
O©e3onacHocTblo. [lo aTonM npudmHe npobnembl C cerMeHTaumen BblHECEHbI B
OTAENbHbIN NOAMYHKT.

- ynpaBrieHne BHELUHMM OOCTYNOM C Y4ETOM KOHKPETHbIX Yrpo3, UCXOOALWMX OT
06Le0CTYNHbIX CETEN;

- aAMUHUCTPUPOBAHWE, MOHUTOPWHI, YNpaBfieHWe B OMacHbIX YCIOBUSAX,
KoopauHaumna obumx npobnem Ans BCEro BbILLENEPEYMUCIEHHOIO C  LEenbio



obecneyeHus:
- YNpaBneHnst UCKIOYEHNSIMU;
- NPOTOKONNPOBAHUSA N MOHUTOPWHTA;
- pearMpoBaHusi Ha onacHble YCroBuS.

7 NMonntnka 6e30NacHOCTN NPOMbILLUIEHHOWU
CUCTEeMbI yripaBfeHUs - MPUHLUMUNbI U
aonyweHns

Llenb ykaszaHHOM nonutukn - obecneyeHne agMmHucTpauumn ICS gmpekTuBHOM
MHGOpMaLMEd, B KOTOPOM YKa3aHO Ha YTO pPacrpoCTPaHsAEeTCA MNonuTuKa
6esonacHocTn ICS, ee no3vUMOHMPOBAHME BHYTPWU MNOMMTUK OpPraHn3aLuu,
COOTBETCTBME APYrMM TpeboBaHUAM OpraHM3aLum Ui TEXHUYECKUM TpeboBaHMAM,
OusHec-TpeboBaHMsaM, TpeboBaHNAM COOTBETCTBYHOLMX 3aKOHOB U PErfiaMeHTOB.

7.1 NMNonutuka 6e3onacHOCTU NPOMbILUIIEHHON CUCTEMbI
ynpaBneHus - NPUHLUNbI

7.1.1 Monutnka 6e3onacHocTu ICS npeBanupyeT Hag NOAYUHEHHBIMU MONUTUKAMM,
3a UCKJIIOYEHMEM CIlydaeB, Koraa SBHO BblpaXKeHo NHOE.

OTO0 0BOCHOBaHO TeM, YTO MNPWU BO3HUMKHOBEHWM KOHQMKTA YTBEPKOEHWN
NONUTUK AN19 pasfNYHbIX MNONMUTUK, AEUCTBYIOLWMX Ha 3aBOAEe W Ha Nrowaakax ero
KOHTpareHToB, A4OS/MKHO ObITb YCTAHOBMEHO CTAPLUMHCTBO MNOSUTUK.

MpaBuna peanusaumm nonnTuKK npusegeHsl B 7.1.1.1 1 7.1.1.2.

7.1.1.1 [JomkHo OblTb 3aknioveHo corfaweHne o6 ypoBHe 6e30MacHOCTU
npegocTaBnsemMblX YCryr Mexay CepBUCHOW opraHudauuven u opraHusauuven ICS,
yCTaHaBrnmBatLLee Tpebyemblin ypoBEHb JOBEPUS.

7.1.1.2 CornaweHne o6 ypoBHe 6e30nacHOCTM NpeaocTaBNsiE€MbIX YCNyr AOSMKHO
ObITb cornacoBaHo ¢ nonuTukon ICS.

lMpumep - Ecnu onepamop ICS u onepamop ydaneHHO20 ueHmMpa
ynpaeJsieHusl npuHadsexam pas3/iudHbIM Op2aHu3auusiM usu Haxoo0simcsl Ha
pa3sHbIx 06bLeKkmax, OHU MO2ym ucCroJib308amb omJiuYarowuecsi nosumMuKu
UHgopmauyuoHHolu  6esonacHocmu. CoenaweHue o0  6e3onacHocmu
npedocmaeJsieHuUs1 ycsly2 Moxem rnnompeboeambcsi, Hanpumep, OJis1 yKa3aHUusl
Mep no aymeHmugpukayuu, Mo cOepXueaHUK  pPacrpPocmpaHeHus!
UHgopMauuu, o T[pPeceyYeHUr Yy2po3, ucxodsawux om eupycoe U
8pedOoHOCHO20 NpPo2pamMMHO20 obecreyeHusl.

[ononHutenbHasa uHdopmMaums OTHOCUTENbHO ©e3onacHOCTU npuBedeHa B
cornaleHnsX o CTOPOHHMMM opraHu3aumamm B cootseTcTBumn ¢ MCO/MOK 27002.

7.1.2 Tlommtuka 6e3onacHoctn ICS nogumHAeTca nonuTuke ©Oe3onacHoCTU
opraHmsaumm un pgononHaeT ee. [lpy BO3HMKHOBEHWM KOHMMKTa MONMUTUKA
©e30nacHOCTN opraHM3aLnm SBreTCs NPUOPUTETHON.

OT0 060CHOBAHO TEM, YTO CYLUECTBYHOLME KOPNOPATUBHbIE MOMUTUKM LOIMKHbI
cobnopatbcsa nonutukon 6esonacHocTu ICS.

MpaBuna peanusauyum NOAUTUKK NpuBeLeHsbl B 7.1.2.1.



7.1.2.1 MNonntuka 6e3onacHocT ICS MoxeT ObITb UCKMNOYEHA N3 3TUX MOSIOXKEHWA.
B aTtom cnydae moxeT notpeboBaTbCs CyLWECTBEHHOE AOMOSHEHWE MOSIOXEHUN
HaCTOosILIEro cTaHaapTa.

HononHutensHasa nHgopmauuna - no MCO/MIK 27002.

7.1.3 Tormmtuka 6esonacHoctn ICS nogvmHeHa yHKLMOHANLHON MONMUTUKE
©e3onacHoOCTH, CBA3aHHOM C 6€30NacHOCTbLIO AKCMyaTauun.

OT0 060oCHOBaHO TeM, 4TO nonuTuka 6esonacHocTn ICS He pacnpocTpaHsieTca
Ha 6e30nacHOCTb (PyHKLMOHUPOBaHWUSA, a Takxe Ha TpeboBaHus 6GesonacHoro
PYHKLMOHMPOBaHNST 1 JKCMlyaTauuy B OMNACHbLIX YCIOBUSIX, KOTOpble BO MHOMMX
3aKoHOOaTeNbCTBAX CUMTAOTCH UMEKOLLMMWN BbICOKYH UM HAaMBbLICLLYH BaXXHOCTb.

MpaBuna peanusauymm NOAUTUKK NpueeaeHsl B 7.1.3.1.

7.1.3.1 N3ameHeHna B nommtuke GesonacHocTu ICS pomkHbl ObITb yTBEpXOeHbl
agMUHMCTpaLmen, oTBevaroLwen 3a 6e3onacHOCTb IKCnnyaTauun.

7.1.4 Tlormtnka 6GesonacHoctn ICS pononHsaeT TpeboBaHWsi MECTHOro Wnu
HaLMOHaNbHOro 3aKkoHoAaTensbCcTBa. [pyn BO3HUKHOBEHMM MPOTMBOPEYNIA NPUOPUTET
nvetoT TpedoBaHns MECTHOMO UM HaLMOHANbHOro 3aKoHoA4aTeNbCTBRA.

OT0 060OCHOBaHO TeMm, 4TO TpeboBaHUA 3akoHo4aTernbCTBa, OodmuMarbHble
pacnopsxeHnsa (Ha degeparibHOM YPOBHE, Ha YpPOBHE CTpaHbl, ropogda) UMeroT
NPUOPUTET Hag TEXHNUYECKMMM TPeBOBaHUAMN N TPeDOOBaHNAMUN OpraHn3aLnun.

7.1.5 Monutunka 6e3onacHocTn ICS MoxeT ObITb AOMNOMHEHa, MO0 NPUHYAUTENBbHO
obonaeHa TpeboBaHAMN perynpyoLLmMX JOKYMEHTOB.

OT0 O06OCHOBaHO TeMm, YTO perynvpylome OOKYMeHTbl  (Hanpumep,
denepanbHble, HaUMOHanbHble, ropoda, NPOMbILLIIEHHOCTN) MOMYT OOMNOSHATL UK
NPUHYAUTENBHO OBXOANTE OPraHN3aLMOHHBIE U TEXHUYECKNE MEPbI 3TON NOSUTUKN.

MpaBuna peanusauymm NOAUTUKK NpuBeaeHsl B 7.1.5.1.

7.1.5.1 Tlonmtnka 6esonacHoctn ICS pomkHa OblTb paccMoTpeHa W, no
BO3MOXHOCTW, YTBEPXKOEHA NpeacTaBUTENs MM OpraHoB roCy4apCTBEHHOW BriacTw,
OCYLLECTBNAWMX Haa3op 3a cobnogeHnem  TpeboBaHW  perynmpyrowmx
AOKYMEHTOB B OpraHMsauum n/vnm B perynatmBHOM opraHe.

Mpumevanne - B cooTtBeTcTBUM C TpeboBaHUAMM  IKCMIyaTalMOHHOM
6esonacHocTn, ycTaHoBneHHbiMM B MOK 61508 n MOK 61511, npunoxeHus,
OCYLLUECTBNAOWME  MOHUTOPWHI,  WU3MNyYEeHUW  OOIPKHbl  COOTBETCTBOBATb
TpeboBaHMAM [OENCTBYIOLWIErO MECTHOrO 3akoHodaTenbcTtBa U TpeboBaHMAM K
NPUMNOXEHUAIM KOHTPONsl KayecTBa, u3noxeHHbiM B GAMP [16]. Onu wmoryT
nognagaTb Nog LeVCTBUE 3TOro NOSIOKEHMS.

7.2 NMonntuka 6e30nNacHOCTU NPOMbILLIEHHOW CUCTEMbI
ynpaBrieHUs - AONYLWEeHUA U UCKITIYEeHUA

7.2.1 Tlonmtnka 6e3onacHocTn ICS He obecnevmBaeT AOCTYMNHOCTUM AaHHbIX
PYHKLMOHMPOBAHMS U LLeSIOCTHOCTM 9TUX AaHHbIX.

970 060CHOBAHO TEM, YTO CBONCTBA Nepefayvn AaHHbIX B pearibHOM BPEMEHU U
KOoppeKuunsa owmnboK ABnstTCA YacTbio pyHkumoHana ICS, oHM cooTBeTCTBYHOT
TpeboBaHuAM 3KcnyaTaunoHHon 6e3onacHoCcTU M paspaboTaHbl A4S Koppekuum
OTKa30B N OWMOOK hyHKLIMOHMPOBAHNSI CUCTEMBI.

MpaBwna peanusayum NOMTUKN NpuBeaeHbl B 7.2.1.1.



7.211 [Ona nepefadn COOTBETCTBYOLWMX [aHHbIX 6e3onacHoCTUM cregyet
MCNonb3oBaTb KaHarbl, KOTOpble UMEKT Tpebyemble CBOMCTBA C TOYKU 3pPEHUSs
obecnevyeHns LENoCTHOCTN AaHHbIX, ECNM He OnpedeneH TPaH3UT 3TUX AaHHbIX C
MCMNOMNb30BaHMEM CBSA3HbIX NPOTOKOMOB NPOMbILLIEHHOIO KadecTBa.

MpumeyaHue - LlenocTHOCTbL NepeAaBaeMbiX AaHHbIX TPAAULMOHHO SIBMSIETCS
rmaBHOM Lienbtlo obecneyeHnsa 6e3onacHOCTU Npu 3KCnyaTau M MHGOPMAaLMOHHBLIX
cuctem. lNpegnonaraeTcs, YTO YBEPEHHOCTbL B TOM, YTO AaHHble ICS nepenaHbl u
NPUHATBI HEM3MEHEHHBbIMU MeXOy KOHEeYHbIMW ToYKamu ceccumn, obecneymBaeTcsa
NPOMBbILLUNIEHHBIMWU CBA3HBIMM MPOTOKOMAMN.

7.2.2 lMNonutnka 6e3onacHocTn ICS He aBnseTca BCeoObEMIMIOLEN MNONMUTUKON
©e3onacHocTH.

OT0 06OCHOBAaHO TeM, YTO HACTOAWMW CTaHA4apT YYUTbIBAET TOMbKO
nornyeckyto 6esonacHocTb ICS. OH He cogep¥uT BCeX MONOXeHUN, 0BbI4HO
BXOASLLMX B NONUTMKY 6€30nacHOCTM OpraHmn3aLmm.

MpumeyaHne - B HacToswem cTaHgapTe ycTaHaBnMBaloT Mepbl M3nM4ecKomn
©e30nacHOCTM TOMbKO B Crlydae, eCinv OHM TECHO CBsI3aHbl C Mepamm fIorMYecKom
6e3onacHocTu. [pyrve mepbl, Takne Kak 6e3onacHoOCTb NepcoHana, B HaCTOSILLEM
CTaHOapTe He paccMaTpUBalOTCS.

MpaBuna peanu3ayunm NOMTUKN NpuBeaeHbl B 7.2.2.11n 7.2.2.2.

7.2.2.1 Bceobbemnowasa nonMtuka Oe3onacHOCTU AorkHa ObiTb MONMUTUKON
©e30nacHOCTM OpraHM3auMn M BKMKOYaTb, HanpuMep, MOJIOXKEHMS!, KacarlolMecs
Oe3onacHoCcTM  nepcoHarna, obwen  dmanMdeckon M UMHEGOPMALNOHHON
©esonacHocTH.

7.2.2.2 [Onsa pononHeHna nonuMtukm ©e3onacHoctn ICS w© npuagaHua  en
3aKOHYEHHOCTM Heobxoaumo ncnonb3oBaThb obuleoTpacneBbie nnn
cneumann3npoBaHHble CTaHOapTbl, €Cnn MonmTuka Ge3onacHOCTU opraHu3auumu
yTpayeHa unm HegocTaTo4Ha.

HononHutenbHasa nHdopmaumns - no MCO/MIK 27002.

7.2.3 MNonuTurka 6e3onacHocTu ICS He pacnpocTpaHsAeTCs Ha 3aKyMKW.

OTO 0O0OCHOBAHO TEM, YTO 3aKYMNK1 1, B 3aBMCUMOCTUN OT PUCKOB, CBSA3aHHbIE C
HUMKN obecnevyeHne 6e30MacHOCTN N OTHOCSALLEECS K HAM TeCTUPOBaHUE LOSDKHbI
paccMaTpuBaTbCs Kak LiTaTHble TpeboBaHMs, OAHAKO OHU He paccMaTpuBaloTCs B
HaCTOSLLEM CTaHaapTe.

B paHHOM nonuMtMke NpeaycMOTpeHbl npeaBapuTernbHble  YCroBUS U
orpaHudeHusi, 3aknoyarwpmeca B ToMm, 4to ICS npegnonaraeT cywecTBoBaHME
COOTBETCTBYIOLLEN MOMUTUMKM [ON8  3aKyrnoK, TecTupoBaHus o6opyaoBaHUS U
CBSA3aHHbLIX C 3TUM (OYHKLMA 6e30MacHOCTH, TOMbKO B TOM 4YacTu, B KaKoW 3TO
TpebyeTtcsa anda peanmsauumn nonmtukm ICS.

MpaBuna peanusauum NOMTUKN NpuBedeHsl B 7.2.3.1.

7.2.3.1 TpeboBaHua K 3aKyrnkam [OO/kHbl OblTb aganTUpoBaHbl, UCXOAA U3
MONOXeHW 1 Mep, NPeSyCMOTPEHHbIX HACTOSALLWMM CTaHAAPTOM.

[ononHutensHasa nHgopmaums - no [16].

Mpumevanne - B HacToswee BpemMs HET eOVHOW TOYKU 3peHus wunu
YCTaHOBMBLLENCA MNPAKTUKM MO AanbHEnWwMM pekoMeHpauuam obecnedeHus
©e3onacHOCTN N TeCTMpoBaHMS Be30MacHOCTN COOTBETCTBYHOLIEro 060pya0oBaHMS
n yctpoucTs ICS.



7.24 Tlonmtnka ©GesonacHoctn ICS He obecneumBaeTr BCECTOPOHHErO
onepaTUBHOrO ynpaerieHns 6e30MacHOCTbIO.

OT0 060CHOBAHO TeM, YTO ANA rapaHTum Toro, 4to nommtuka ICS n mepbl
NMEIOT OXnaaembln IPeKT Ha NPOTSHPKEHMM BCEro 3KCNyaTauMOHHOMO LMKMa
3aBoga, Heobxoauma uHTerpaums nommTukn ICS B obulyto cucTemMy ynpasrieHUs
nHdopmMaunoHHon 6esonacHocTbio ISMS cuctemsi.

B npaHHOM nonuMTMke nNpeaycMOTpeHbl npeaBapuTenbHble  YCroBuS U
OorpaHuYeHnsi, 3akno4alumecs B TOM, 4YTO [AoikHa ObiTb peanu3oBaHa
BceoObemmowaa cuctema ISMS. OHa pgorpkHa  BKMOYaTb  ynpasrieHue
©e3onacHOCTbO nepcoHana, obuwen ©6e3onacHOCTbO 3aBoda, npoueccamn U
npouenypamnm  agMUHUCTpUpOBaHMs K obecnedveHnss paboTocnocobHoCTH,
ynpaBneHne paboTor npu aBapusix U B YCIOBMSIX BOCCTAHOBMIEHUS MoOcCre
CTUXunHbIX 6eacTBuii. [ormkHO ObiTb 0bGecnevyeHo COOTBETCTBYHOLLIEE OOy4eHue
(TeopeTndeckne u npaktTuyeckne 3aHaTusa). Cuctema ISMS pomkHa BKoYaTb
OpPraHM3aLMOHHY0 CTPYKTYPY, MNOMUTKKK, ONepaumn NiaHMpOBaHNs, pasrpaHnyYeHmne
OTBETCTBEHHOCTU, NPaKTUYECKME METOAbI, NPoLeaypbl, MPOLLECCHI U PECYPChI.

[ononHutenebHas nHdgopmauus - no ISO/IEC 27002.

7.2.5 MNonutnka 6e3onacHocTn ICS He pacnpoCcTpaHAETCSA Ha JKCyaTalNnOHHYHO
0e30MacHOCTb CBSA3W, KOTOPY [AOfkHA rapaHTMpoBaTb LUTaTHas MNONUTUKA,
obecne4vnBatoas, Hanpumep, 6€30nacHOCTb PYHKLMOHMPOBAHUS.

970 0o6oCHOBAHO TeM, YTO B Crydae, KOrga LUTaTHas NonuvTuka onpegenset
aKcnnyaTauuoHHyto 6e3onacHoCTb, WwnM B Cchnyyae, Koiga WCMNOSb3yHTCs
obLLENPUHATBIE NpaKkTu4eckmne cnocobbl, Hanpumep GAMP [16], Takas nonuTuka,
npakTU4eckne cnocobbl U Mepbl UMEIOT NPUOPUTET HaZ NONMTUKOM Ge3onacHoCcTH,
paccMaTtpuBaeMon B HAaCTOSALLEM CTaHAapTe.

B paHHOM nonuTvke nNpeaycMOTpeHbl npegBapuTesNlbHble  YCroBUS U
OrpaHMYEHNs], 3aKnyarwmecd B TOM, YTO LUTATHas MOMMTMKA YnpaBlieHus,
Hanpumep ynpasfieHnsa 3KcnfyaTauMoHHON 6e30MacHOCTbO, AOMMKHA YYUTbIBaTb
PUCKN ynpaBrieHns yHKUMOHMPOBaHMEM U ©6e30MacHOCTbIO, CBS3aHHble C
ncnonb3oBaHmeM NMobbIx kaHanoB ¢Ba3un ICS, B Tom Yucne kaHanos ICN.

MpaBuna peanusauymm NOUTUKK NpuBegeHbl B 7.2.5.1-7.2.5.3.

7.2.51 [ocTynHOCTb W ULENocTHOCTb Ioboro KaHama, WuCnonb3yemoro Ans
BGesonacHon CBSA3M BHYTpWU 3aBoga, a Takxe mexay ICS n nobbiM yaaneHHbIM
LEeHTPOM  yrpaBfieHus,  OOIpkKHa  KOHTPONMpoBaTbCs  agMWUHUCTpaLmen,
OCYLLECTBSIOLLEN ynpaBreHne puckamm 6e3onacHoOCTy.

MNMpumeyvaHne - HepocTaToMHO HagexHas AOCTYMHOCTb fobOro wmnm BeCex
LEeHTPOB ynpaBreHnst o3HadaeT, 4To KaHanbl ICN He ABnalTCA HageXHbIMU A5
6esonacHon cBA3M NpY QYHKLMOHNPOBAHUN B KPUTUHECKUX YCITOBUSX.

7.2.5.2 OTka3 B obcnyxvBaHuM, ODYCrOBMEHHbBIA HaNpUMep, BHELHMM KaHarom
CBA3W, SBMAETCA BUOOM MHUMAOEHTA, KOTOPbIM He MoOXeT ObiTb YyyTeH
HernocpeacTBEHHO. OddEKT OT €ero BIUAHUS CHWXKAETCA MNpU MUCNOoSib30BaHUN
pe3epBMPOBaHNSA NN PE3EPBHOMO KOMMPOBaHMS PECYPCOB.

MpumevaHre - Mepbl Mo pe3epBUPOBaHUIO ASA AOCTUXEHUS LOCTYMHOCTU B
TUMWYHOM Crlydae MpUMBOASAT K YBESMYEHMIO HE3aWMLEHHOCTU AdaHHbIX U K
MOBbILLEHNIO CBSA3@HHbIX C 3TUM PUCKOB.



7.2.5.3 C TOYKM 3peHusa aKcrryaTaunmoHHoM 6e3ornacHOCTU M ApYyrMxX LTaTHbIX
nommTnKk obecneyeHns HagexHocTu akcnnyatauuu, ICN u ee noacetM MOXHO
paccMaTtpuBaTtbh Kak "JyepHble KaHanbl", no3sonsoume n3bdexarb 3aTtpaT BpeMeHN n
AEHeXHbIX CPeACTB Ha cepTudmKaumMio OCHOBHbIX KaHarnoB ICS B coOTBETCTBUM C
TpeboBaHMAMM KX MNOMUTMKM W OBecneyvyeHnss HadexHoro ynpaBfieHus UX
6e30nacHoOCTbH.

7.2.6 lMonuTtuka 6e3onacHocTn ICS He pacnpocTpaHSeTcs Ha OOCTYNHOCTb CETU
ICN 1 ee nogceTen, a Takxe Ha pearMpoBaHune B pearibHOM BpeMeHu Ana Nobblix
kaHarnos EN.

970 06OCHOBAHO TeM, YTO pearvpoBaHWe B pearbHOM BpEeMEHU SBMsSeTCs
npobnemon, cBsi3aHHOM C (PyHKLMOHUPOBAHMEM. B CBA3M C TeM, YTO MeXaHU3MbI
©6e3onacHocTn normtukn ICS moryT obycraBnmBaTb OONOSMHUTENbHBIE 3a4EPXKKM,
CBSI3b B peaslbHOM BpeEMEHW He rapaHTUpyeTCs.

MpumeyaHue - 3TO o3HavaeT, 4YTo akcnnyataums ICS B peanbHOM BPEMEHUN He
mMoxeT 6asumpoBatbcsi Ha EN, ICN mnm noacetax ICN. B 4acTHocTW, UEHTpbI
yAaneHHoro yrnpassieHUs MOryT pearmpoBaTb Hey40BETBOPUTESNBHO.

MpaBuna peanusaumm NOAUTUKK NpuBeLeHbl B 7.2.6.1.

7.2.6.1 KputmyHass cBA3b peanbHOrO0 BpeMEHM [OivkHa ObliTb oOrpaHu4veHa
cermeHTammn ICN camoro HM3KOrO YpOBHS, KOTOpble [OOSDKHbl WMMETb XOPOLLO
3aLLMLLEHHYIO rpaHuLy. B aTnx cermeHTax He 4OMmkHbI BUPTYaribHO NPUCYTCTBOBATb
MexaHU3Mbl flormyeckon 6esonacHoCTu (TpebyemMble BHYTPU CETHK).

lMpumep - Syelika asmomamu3ayuu AC (automation cell) e munuyHom
cny4yae 6ydem 3auwjuuwjeHa Ha ceoel 2paHuue wutro3om SGW ¢ mpebyemoli
3awumod. dusuyveckul docmyn 6ydem paspeweH moJibKO
yrnoJIHOMOYEHHOMY rMnepcoHasny. Bcsi ces3b eHympu siyelKu cHumaemcsi
HaodexHou.

7.2.7 TMonutuka 6esonacHocTn ICS He pacnpocTpaHseTcs Ha 3JKchnnyatauuto
3aBoia B OMaCHbIX YCIOBUSIX.

OTO 06OCHOBaHO TeM, 4YTO 3JKCNSlyaTauus B ONAacHbIX YCrOBUAX SIBMSIETCA
npobnemon akcnnyatauun. MexaHnsmbl ©e3onacHOCTM  MOryT — OKa3aTbCA
HEe4OCTYMNHbI, NO3TOMY OHW HE MOIYT rapaHTUPOBaTb HAAEXHYI CBA3b.

[MpumeyvaHue - 3TO 03Ha4vaeT, YTo akcnnyataums ICS B onacHbIX YCroBUAX He
moxeT 6asupoBatbcss Ha EN, ICN wmnm nogcetsax ICN. B yacTHocTH, MOXeT
oKasaTbCHA HEBO3MOXHbIM UCMONb30BaTh LLEHTPbI YAANEHHOrO yrnpaBlieHus.

lMpumep - C moyku 3peHust 6ezonacHocmu Moxxem 6bImb HenpuemsiemMa
aemoHoOMHasi paboma sideliku aemomamu3sayuu AC 8 ornacHbIX yCrio8usix,
mak KaKk € murnu4YyHoM cJly4Yae OHa He umMeem B6HYMPEeHHUX MexaHU3MOo8
6e3onacHocmu.

7.3 NMNonutuka 6e3onacHOCTU NPOMbILLUIIEHHON CUCTEMbI
ynpaBneHus - opraHmsaumsa m ynpasrieHue

Mpouenypbl M MeToAbl YynpaBrieHUsi, Heobxoaumble ANs JKcnnyatauum wu
ayauta nonmtrku 6e3onacHocTw.



7.3.1 OTBETCTBEHHOCTb 3a pa3paboTKy, peanu3auuto, cobnogeHne, NpoBepKy u
N3MeHeHne nonmTukm 6esonacHocTn ICS HeceT agMmunHucTpaums ICS.

OT0 O0OOCHOBaHO TeM, YTO M3MEHEeHUs B Yrpo3ax, YPOBHSIX Yrpos,
KOHGMIypaL Mmn, TEXHOSOMN U T.4. ABNSAITCA HEN30EXHbIMU 1 TPEBYIOT NEepeoL,eHKN
N COBEPLLEHCTBOBAHMS NonnTukm ICS.

MpaBuna peanusauum nonnTUKK npueegeHsl B 7.3.1.1-7.3.1.7.

7.3.1.1 OnepaTtnBHas OTBETCTBEHHOCTb 3a cobnogeHre NonmTukn 6e3onacHoCcTm
ICS pomkHa 6bITb BO3MoXeHa Ha MeHemkepa No 6e30MnacHOCTU, KOTOPbIA AOIDKEH
ObITb onepaTuBHO He3aBmcKM OT ICS 1 akcnnyaTaumm 3aBoaa.

Mpumevarnne 1 - PasgeneHve OTBETCTBEHHOCTM 3a peannsauuio yCUreHus
6esonacHoCcT M nogaepaHne NonmTuKM 6e30nacHOCTU MHOoMAA pekoMeHayeTcs
perynatopammn. 3TO CHUXKaeT pUCKn 6e3onacHoCTM.

MpumeyvaHme 2 - B KpynHbIX opraHu3aumsax MeHeakep no 6e30nacHOCTM MOXET
OblTb He3aBUCUMbIM, AN 9TOrO OH OCBOOOXOaeTcsi OT OTBETCTBEHHOCTU W
ob6s3aHHOCTEN MO onepaTMBHOMY YNpPaBEHNIO UM aAMUHUCTPUPOBAHUIO CUCTEMBI.
B HeBonbLuMXx opraHM3aumnsax MOXET oKasaTbCs, YTO OTAEMbHbIE COTPYAHUKM OyayT
COBMeLIAaTb 3TU AOIPKHOCTM.

7.3.1.2 YnpaBneHne agMUHUCTPUPOBAHMEM ceTeBoro obopyaoBaHus, ero
peanu3aums M NPOTOKONMpPOBaHME [OOSPKHbl  OCYLWIECTBNATLCA  6e3onacHbIM
obpasowm.

MpumeyaHne 1 - KoHdwmrypupoBaHue ceTeBoro 060opyaoBaHMs U M3MEHEHUS B
KOHMrypaumm BecbMa xernatesfbHbl C TOYKM 3peHnss 6esonacHocTn. Heobxoanmo
MCNonb30BaTb AENCTBEHHbIE MEXAHM3Mbl YNpaBreHnss 4OCTYMNOM.

Mpumevanne 2 - Bo wusbexaHne arak, HauerneHHbIX Ha HacTPOMKWU CEeTW,
agMVHUCTpaUMsa [OIPKHA UCMoNnb30oBaTh KaHanbl CBA3W WM NPUBUNErMM OOCTYNa,
KOTOpble OTAeNeHbl OT NPOM3BOACTBEHHOrO Tpadmka v npusunernn. [Jonyckaercsa
ncnonb3oBaHne oTaenbHOM 6e30nacHoOn CeTH ynpaBrneHus.

Mpumeyanne 3 - AgMUHUCTpupoBaHve ©esonacHOCTM U CETEBOro
obopygoBaHMs AO/MKHO ObiTb BbIMNOMHMAMO AaXe B Clydae artakM wnM npu
pearMpoBaHuM Ha aTaky. [ormkHbl MMETbCA Takke KaHanbl Ana nepegadu
NpPOM3BOACTBEHHOIO Tpadmka.

7.3.1.3 Tlommtuka 6GesonacHocTn ICS pormkHa [LOKYMEHTUMPOBATLCS, [OOSDKHbI
OBOHOBMATLCH M3MEHEHUS M UCKIIOYEHUS, MOAOEPXMBATLCA [AOCTYMNHOCTb WU
AoBeOeHbl O COOTBETCTBYIOLLENO NepcoHana.

7.3.1.4 Bce npumeHsiemble B OpraHvM3auuu MOSMTUKN OOSPKHbI ObiTb AOCTYMHbI
agMuHucTpauum ICS, B ToM yucne u nommTtuka 6esonacHocTtu ICS, U OOMKHbI
perynsipHo  BbINOMHATLCA  OOHOBMEHMS  MOMMTUK,  obecneduBaoume  UX
9)PeKTUBHOE NMPUMEHEHME 3a OrpaHUYEHHOE BPEMS.

7.3.1.5 [Ona HeykocHUTenbHOro cobrtogeHnsa noroxeHun nonmtukn ICS un ee
N3MEHEHNI JOIKHbI PerynsipHO NPOBOAUTLCHA O3HAKOMUTESTbHbIE TPEHUHIU.

7.3.1.6 YnpaBneHve [O/MKHO BKMOYATb [AOKYMEHTUPOBAHWE WCKIKOYEHUN C
YyKa3aHMeM KOHKPETHOW MpPWYMHbI, CBSAI3aHHOW C Owm3HecoMm, a Takxe
AOKYMEHTMPOBaAHME BPEMEHW YCTAHOBIEHUS UCKITIIOYEHUS, €r0 NPOAOIPKATENBHOCTH
N CpOKa OKOHYaHUS.

7.3.1.7 [omkHbl NPOBOAMTLCS MPOBEPKM MOMUTUKU Kak nepuoguyeckue, Tak u
nocne UHUMOEHTOB.



7.3.2 YnpaBrneHue pucKkamu yrpo3s

lMpobriembl  6e3onacHOCTM B 3HA4YMTENbHOW  CTeneHn  OBYyCroBMEHbI
HeonpeLeneHHOCTb,  CBSA3@HHOW € TEXHOMOrM4YeckMM  Mporpeccom
HenpeacKkadyeMoCTblo YerioBeka, B pesyrbrarte 4Yero CylecTByeT MOCTOAHHO
MEHSALWLMACA PUCK ONS MMYLLECTBEHHbIX 00BbeKTOB. VMyLEeCTBEeHHble OOBLEKTHI
BragernbLla unm orneparopa B LENOM OCTalTCA MNPUMEPHO MOCTOAHHbIMU. JTO
Aenaet cpefy yrpo3bl OCHOBHbIM (hakTOpOoM.

B paHHOM nonutuke nNpeaycMOTpeHbl npegBapuTenbHble  YCroBuS U
OrpaHMYeHns, 3aknoyalumecs B TOM, YTO B HaCTosAWeM CTaHOapTe He
paccmatpuBaetcs wMetogq TRA. Tloatomy Bnageneu/onepatop  OOSMKeH
CaMOCTOATENbHO pa3paboTaTb METOA OLEHKN PUCKOB, UCMNOMb3ys Apyrne pecypcbl
(Kpome HacTosLLero ctaHaapTa).

MpaBuna peanusauyum NOUMTUKK NpuBegeHsl B 7.3.2.1-7.3.2.4.

7.3.2.1 KpuTuyHble KOMMOHEHTbI OOOPYAOBaHWs, OMEpPaLUOHHbIE CUCTEMBI,
NPUIIOXEHMS W CNyxObl, MCNOMb3yeMble AN 3KCnyaTauuu, YnpaereHus W
obecneyeHnss paboTOCNOCOOHOCTU CUCTEMbI aBTOMaTM3auMW, AOOIDKHbI ObITb
OL€HEHbI C TOYKW 3peHNst YHKLMOHANbHOW AOCTYMHOCTH, LLENOCTHOCTN CUCTEMbI U
KOHMOEHLMANbHOCTM OaHHbIX.

7.3.2.2 Cpepfa yrpo3bl A0SPKHA HEMPEPbIBHO KOHTPONMPOBATLCSA M OL,EHMBATLCS.

7.3.2.3 lNepuognyeckn nnm nocne HacTynneHust cobbiTui 6e30nacHOCTM OOoSmkHa
NPOBEPATLCS U KOPPEKTUPOBATLCA MOLUHOCTb Mep 6e30nacHOCTH, NPUHUMAEMbIX
NpOTMB Yrpo3, Takmm obpasom, 4YTOObl OHa BCerda Haxogwusnacb Ha [LOSMKHOM

YPOBHE.
Mpumeyanne 1 - MeToabl Kpuntorpadwmm  OOSKHbI  NEepUoguyYecKku
KOPPEKTMPOBATbLCS B LeNsX COOTBETCTBUSA Pa3BUTUIO TEXHOSOMN.
Mpumevanne 2 - WameHeHusi, Hanpumep B npasBunax SGW wu ECG,

yYATbIBaAOWUME BUObl WM YPOBHM Yrpo3, [OOIDKHbI MPUBOAUTL K W3MEHEHUIO
KOHGUIypaLmin, TEXHOMNOMIA, 06aBNEHUIO AONONMHUTENbHBIX MEP 1 060pYya0BaHNA U

T.0.

7.3.2.4 KputnyHoe obopyaoBaHue [JOSMKHO OblTb 3aKpenneHO 3a TEXHUKOM U
aAMUHUCTPaATOPOM M KOHTPOMMpoBaTbCS 060pya0BaHNEM MOHUTOPUHTA.

7.3.3 MonmTuka akcnnyaTaunoHHon 6e3onacHocTh ICS n ee N3MeHeHns1 OOSDKHbI
ObITb CKOOPAMHMPOBaHLI C NONUTMKON BesonacHocTu ICS.

OT0 060CHOBAHO TEM, YTO 3KcMnyaTaunoHHas 6esonacHoCTb 1 6e3onacHoCTb
(nogpasymeBatoasa obecnevyeHne KOHMAEHUNANbHOCTHN), TECHO CBS3aHbl ApPYr C

Opyrom.
MpaBuna peanusaumm nonMTUKK npueegeHsl B 7.3.3.1-7.3.3.4.

7.3.3.1 MNonutuka akcnnyaTtaumoHHon 6esonacHocTu ICS 1 ee 06HOBNEHMS LOIMKHbI
XpaHUTbCA B  dpanne, MOCTOSSHHO  AOCTYNHOM  aAMWMHUCTPaUMM  CIyxObl
©esonacHocTw.



7.3.3.2 Jliobble Mepbl W MeTOAbl, MNPUMEHSIEMble OMepaTopoM B  Lendx
©e30nacHOCTN, BNMAIOLIME Ha JKCNSyaTauWoHHY0 6e30nacHOCTb, AOSMKHbI ObiTb
yTBEPXKOEHbl  KaKk  agMUHUCTpauunen  cnyxObl  6e3onacHocTW, Tak U
agMVHUCTpaumMen, OTBEYaloLLEN 3a 3KCNIyaTaLMoHHy0 6e30nacHOCTb.

lMpumeyaHue - lNpaBuno "OBOMHOM OTBETCTBEHHOCTU" rapaHTUpYeT, YTO Mepbl,
KOTOpble MOryT MpuMBECTM K KaTacTpodmyeckuMm nocrneacTsmaMm, He 6yayr
MHULUNPOBaHbI €ANHOMNMYHO. ITO NpeaoXpaHsaeT OT HaMepeHHOW Wrn Cry4yanHowu
HenpaBuNbHON aKcnnyatauun. [IBOMHaA OTBETCTBEHHOCTb SBMAeTCs Haubonee
AENCTBEHHbLIM CpeacTBOM 60OpbLObLI C aTakaMn MHCaNOEPOB.

7.3.3.3 Ecnmn npegycmoTpeHo mcnonb3oBaHMe ornepaTtopoM Mepbl unm cnocoba,
BAMsitoLWX Ha ©e3onacHOCTb (OYHKLMOHMPOBaHUS, TO TpebyeTcs yTBepXKaeHue
BBEAEHWS UX B AKCMyaTaumio U NpPeKpaLleHnsa NpUMEHEHUS.

7.3.34 He pomkHO ObiTb WUCKMOYEHUIW, KOTOPble YyAAnsalT UCKIOYEHUS,
yTBEPXOEHHbIE ABYMSI OTBETCTBEHHbLIMM.

7.3.4 lormutuka 6GesonacHocTn ICS pomkHa TpeboBaTb MPOTOKONMPOBAHUSA W
MOHUTOPUHIa COOTBETCTBYIOLLMX COObITUN 6e30nacHOCTH.

9710 060OCHOBAHO TEM, YTO MPOTOKOMbl WUCMOMb3YTCA ANS YCTaHOBMEHMWS
cobbITU, NocrnegoBaTeNbHOCTEN M BO3MOXEHNS OTBETCTBEHHOCTM 3a yrpaBrieHune
n ayout. B OTHOWEHMM HeCaHKUMOHUPOBAHHbLIX OAENUCTBUW, Hanpumep arakw,
MPOTOKONblI MOryT WUCMOMb30BaTbCA AN popmarnbHbIX BbIBOOOB. BoanoxeHue
OTBETCTBEHHOCTM OCODEHHO BaXKHO B Clyyasix, Korga KpuUTUYHbIE onepauunm
BbIMOMHAKTCA CTOPOHHEN KOMMaHUEN.

MpaBuna peanusauymm nonMTUKK npueegeHsl B 7.3.4.1-7.3.4.8.

7.3.4.1 Bce penctBusi nornb3oBaTens CUCTEMbl aBTOMAaTM3aUWK, CYLIECTBEHHbIE
Ans 6e30nacHOCTU, AOMKHbI ObITb 3aNPOTOKONMPOBAaHDI.

7.3.4.2 Bce cobbiTsi CUCTEMBI, CYLIECTBEHHbIE Ana 6e30nacHOCTH, AOMKHbI ObiThb
3anpoTOKONIMPOBAHDI.

7.3.4.3 CobpaHHasa nHgopMaums OormkHa BKMoYaTbh B cebs cobbiTne, CPOYHOCTD,
cnyx0y CBS3W, XOCT WCTOMHWKA, HasHa4yeHue, uaeHTudmKaTop nonb3oBaTtens,
AaTy/Bpems Hayana n OKOHYaHus.

7.34.4 Bce npotokonbl W WHMOPMaUMa ayauta  OOIPKHbl - HEMNpepbiBHO
KOHTPONMpPOBaTbCS, MNEPUOANYECKN MPOBEPATBCSH, HAAEXHO XPaHUTbCH W
apXuBMpPOBaTbLCA.

7.3.4.5 MpoToKomnbl OOIMKHBbI XPaHWUTLCA LIEHTPanM3oBaHHO ANA UX NocneayoLlero
obbeauHeHnss n aHamm3a. [ormkHo ObITb UCKMHOYEHO UcYeprnaHue OorpaHUYeHHOro
NPOCTPaHCTBa NaMsATH, UCMOMb3YEeMOro ANt XpaHEeHUs! MPOTOKOIOB. Takke OOIDKHO
OblTb VWCKMIOYEHO W3MEHEHME aTakylLMM MpOTOKONOB B pesynbraTe ero
HEeCaHKLIMOHUPOBAHHOMO AOCTYNa K 060pya0BaHUIO MPOTOKONMPOBAHYS.

7.34.6 [enctsuga no  ynpasreHuio NpoTOKONaMM  TakXe  OOIDKHbI
NPOTOKONMPOBaTLCS. TONMbKO ayautop cryxbbl 6e30MacHOCTU [OSKEH UMETb
NpaBo yaanaTb UM U3MEHATb NPOTOKOSbI.



7.3.4.7 TpoToKorbl U COOBLIEHNA aBapUNHOM CUrHanM3aumm AOSKHbI HENpepbIBHO
KOHTpormpoBatbCs. [lo  pesynbTatam  KOHTPONS  OOSPKHbl  COCTaBNATbCA
3aKIIOYEHNST U MPUMEHSITbCA HeobXxoaMMble MepbI.

9710 060CHOBAHO TEM, YTO MPOTOKOMbI cobbITUIA Be3zonacHoCTU HeobxoaMMo
HenpepbIBHO KOHTPONMPOBAaTh A9 BbISIBNIEHUST BPEOOHOCHBIX aTak MHcanaepoB m
COXpaHATb UX ANns nocrieaylowero dopmarnbHOro aHanuM3a mnocne Toro, Kak
6e3onacHocTb OyaeT HapyLueHa.

MpumevaHre - Ecnm 6e3onacHOCTb HapylleHa, CETEBOE COefVHEHNEe Mexay
yAaneHHbIM W JloKanbHbIM LEHTPOM YnpaBneHus OOSmkKHO ObiTb npepBaHO [0
BOCCTAHOBSEHNST HAOEXHOCTU coefuHeHus. JloKanbHbI LEHTP yrnpaBfieHus
OOSKeH ocywecTBnaTe ©es3onacHyro akcnnyatauwo ICS. [Ona noprteepxaeHus
BOCCTaAHOBSIEHUA HAOAEXHOCTU COoeauHEeHUs [OfkeH OblTb BbIMNOMHEH ayauT
©e3onacHocTw.

7.3.4.8 Ecnnm npoTokonbl nNpegnonaraeTcd  UCMofb3oBaTb B KayecTBe
AoKasaTenbCTB B CyAde, AOPKHblI ObiTb BbINOSIHEHbI TpeboBaHWS OEeNCTBYHOLLErO
MECTHOro 3aKoHoaaTeNbCTBA.

lpumep

Moaym npomokonupogamsbcs criedyroujue OaHHbIe:

- cobbIimue, Hanpumep owubka aymeHmudgpukayuu, HapyuieHue docmyna;

- CPOYHOCM b, HarpuMep asapusi, Cu2Has1 mpeeozau, rnpedynpexoeHue;

- ucnosib3yemasi cnyxba cesisu, Hanpumep UMsl cJyXx6bi, HOMep nopma,
NPOMOKOJI;

- Xocm ucmod4Huka, Hanpumep IP-adpec, umsi xocma;

- Ha3Ha4YeHue, Hanpumep IP-adpec, umsi xocma, URL;

- uGeHmMudghukamop nosib308amesisi;

- 0ama u epemsi Havana;

- dama u epeMsi OKOHYaHUSI.

Mpumeyvanne - Ecrm akcnnyatauymio ICS ocyluecTBNsSeT CTOPOHHAS KOMMaHUS,
NPOTOKON SABNSETCA BaXHbIM OOBHLEKTUBHLIM AOKa3aTenbCTBOM ANS BO3IOXEHWUS
OTBETCTBEHHOCTM MOCHE aBapun.

7.3.5 [JorpkeH NpoBOAUTLCA ayanT COOTBETCTBUA NONMMTUKK 6esonacHocTu ICS.
OTO OOOCHOBaHO TeM, 4YTO AN KOHTPOSs XapaKTEePUCTUK YynpaBreHus
nonuTtukon ICS Heobxoanm ayaurT.
MpaBuna peanusauyum nonuTUKK npusegeHsl B 7.3.5.1-7.3.5.5.

7.3.5.1 Ayaut cootBeTcTBUA Nonutukn ICS AormkeH BbINONMHATLCA NepUoanNYeckn u,
ecn HeobXxoaMMOo, NPUBOAUTL K NMPUHSTUIO 0BG0CHOBaHHbBIX KOPPEKTUPYIOLLMX MEp.

7.3.5.2 AyauTbl MOryT BKStoUaTb TeCTMpoBaHMe 6e30nacHOCTM.

Mpumeyanue - Ayaut ICS gorkeH nepnoanyeckn NpoBoaUTLCH ANS BbISBMEHUS
Hepa3peLLEHHOrO N HEHaAAEXHOrO 0O0PYAOBaHNS CBSA3KN, HANPUMEpP UCNOSb30BaHUA
POTS (TenedoHHbIX ceTen obLwero nonb3oBaHus) unm 6ecnpoBOAHON CBA3WN.

7.3.5.3 OTBETCTBEHHOCTb 3a ayauT 6e30nacHOCTM NpeanodYTUTESNIbHO BO3SIOXUTb
Ha KBanMUUUPOBAHHOIO MeHemkepa Mo Ge30nacHOCTW, He Y4YacTBYHOLIErO B
aKcnnyaTauumn, BO3MOXHO, Ha CTOPOHHErO crieymanucTa.

7.3.54 Ecnm BO3MOXHO, crieqyet pasgermTtb  OOSPKHOCTM  ayautopa WU
agMVHUCTpaTopa, OTBEeYaloLLmX 3a Mepbl 6e30nacHOCTW.

7.3.5.5 Ocoboe BHMUMaHME LOIMKHO YAENATbCSA popMarnbHbIM WUCKAKYEHUAM U3
YCTaHOBIEHHbIX Mep. [11s HUX A0SPKEH NPOBOAUTLCS CneunanbHbIA ayauT.



7.3.6 [OmKHO  OCYWECTBNATbCA  yrNpaBfeHWe  UCKIMIOYEHUSIMU U KX
AOKYMeHTMpoBaHue Ana obecneyeHnss He06xo4MMOM OTYETHOCTM MO COTPYAHMKaAM
N yCTpPOMCTBaAM C UCMOSb30OBaHWEM YynpasBneHus puckamu ad hoc (ona AaHHon
KOHKPETHOW uernv - nar.).

OT0 060CHOBAHO TeM, 4YTO 6€e3 ynpaBneHus opmarnibHbIMU UCKITIOYEHUSIMU MO
Tnny ad hoc npousongeTr noteps KOOPAWHAUMM YNpaBSieHUA WCKIMOYEHUSIMN, KX
OMMTENBbHOCTBIO M MpejenamMu, a Takke noteps OTYETHOCTU U JIMYHOW
OTBETCTBEHHOCTU 3a Nobble HeraTUBHbIE NOCNEACTBUS.

B paHHOM nonutvke NpeaycMOTpeHbl npeaBapuTenbHble  YCroBuS U
OrpaHVYeHns], 3akr4yalrolwmecs B TOM, YTO MPU COBMECTHOW OTBETCTBEHHOCTM,
BO3HUKLLEW, HanpuMmep, M3-3a MCMNOMb30BaHWMs MOMb30BaTeNs MM OBLLMX YYETHbIX
3annucen, WCTOYHWK KOHKPETHbIX AOENCTBMA B CUCTEME He MOXeT OblTb
noeHTuuMuUMpoBaH, nNpuv  9TOM  MOAO3PEBaEMbIA  Mofb3oBaTellb  MOXET
npaBaonogobHO oTpuLaTh CBOK NPUYACTHOCTb K AEUCTBUIO.

3akpensieHne OTBETCTBEHHOCTU MOXET NPOTUBOPEYUTb MECTHOMY TPYLOBOMY
3aKoHoOaTenbCTBY, B CBA3NW C 4YeM MOXeT noTpeboBaTbCA 3akrtoveHue
06 beQMHEHHbIX COrMaLleHNA C UCNONHUTENbHOM agMUHUCTpaLmen 6onee BbICOKOro
YPOBHS.

MpaBuna peanusaumm NOAUTUKK NpueeaeHsl B 7.3.6.1-7.3.6.3.

7.3.6.1 [JO/mKHO OCYLLECTBIATLCA YynpasreHe popManbHbIMU UCKITHOYEHUAMU U3
NONMUTUKK, BKIoYatLwwee B cebs obocHoBaHME MX CO CTOPOHbI GM3Heca, aHanu3
PUCKOB, BO3SIOXEHME OTBETCTBEHHOCTU HA onpeaerieHHoe NnLo.

7.3.6.2 VcknoyeHuss 13 MNOMUTUKU [JOSDKHbl OblTb CBedeHbl K MUHUMYMY U
AeNCcTBOBaTb MMHUMArNbHO HeOBXoAnMoe BpeMs.

7.3.6.3 He fomkHO 6bITb MCKMFOYEHUIA, UCKIOYAOLLMX YNpaBreHue.

7.3.7 CobbITMa 1 coobleHns aBapuUHON CuUrHanmMsaumm OOiPkHbl CBOEBPEMEHHO
aKTMpoBaTbCA B COOTBETCTBUM C MfaHaMnU [OEUCTBUA B HenpeaBUOEHHbIX
CUTyaUMsIX, N OOSDKEH BbINOMHATLCS UX KPUTUYECKUIA aHanu3.

OT0 060OCHOBAHO TEM, YTO MPU HACTYyNNeHUN MHUMAEeHTa 6e30MacHOCTN OYEeHb
BaXHO CBECTM yLepd K MUHUMYMY M NpoAorkaTb akcnnyatauuio ICS, Kak MOXHO
ObICTpee MOMHOCTbD BOCCTAHOBMB HaAEXHYK 3JKCnnyaTauuMio € 0OblYHOM
NPON3BOAUTENBHOCTLIO.

MpaBuna peanusaumm NonUTUK npueeneHol B 7.3.7.1-7.3.7.10.

7.3.7.1 [JomkHbl OblTb YCTaHOBMEHbI MfaHbl AENCTBUA B HenpeaBUAEHHbIX
cutyaumsix. OHM SOmKHBbI NepUoanNYeckn OOHOBNATLCS.

7.3.7.2 CoolOlEeHNa aBapuMHOM CUrHanu3auun, WUMermMe OTHOLLEHWE K
0e30MacHOCTU B KPUTUYMECKUX YCIOBUSIX, WU COObITUA MNPOM3BOLCTBEHHOIO
yrnpaBrieHs1 AOSPKHbI aKTUPOBATbCA agMUHUCTpaumen cnyxbbl 6e30nacHoOCTU u,
€CNnM  BO3MOXHO, COBMECTHO C  agMuHUCTpauunen, oOTBevalwen 3a
aKcnnyaTaunoHHyo 6e3onacHoCTb.

7.3.7.3 [Ona WHUMOEHTOB pasfMYHOro poda W KPUTMYHOCTU, CBSA3AHHLIX C
6e30nacHOCTbIO, A0SMKHbI ObITh YCTAHOBIMEHbI MaHbl pearnpoBaHnsa Ha MHLUMAEHT,
BKMNOYaKOWMe NpoOOoIPKeHMe  JKCnfyaTauuum 3aBoja W BOCCTaHOBIEHUE
NOBPEXOEHHOro 06opya0BaHuS.



7.3.7.4 [Ina 6bICTporo n adppeKTMBHOrO paspelueHnss npobnemMbl AN KPUTUHHOIO
obopyaoBaHMs OOMPKHO [OOKYMEHTUPOBATLCHA €ro 3akpernseHne 3a TEeXHUKOM,
nonb3oBaTenemM, agMUHUCTPATOPOM U 060pyAOBaHNEM MOHUTOPUHrA.

7.3.7.5 KpuUTU4YHbIN MHUMOEHT 6e30nacHOCTU OOMKeH ObiTb nccrnegoBaH ObICTPO U
cpasy nocre ero BO3HNKHOBEHWS.

MpumeyaHne 1 - B HeEKOTOpbIX CTapblX MPUIIOXEHUAX Ans [ocTyna K
ycTponcTeam ICS mnmn yganeHHbIM KIMEHTaM MCMNOMb3yeTCS NPOTOKOST C OTKPbITbIM
TekcToM cepTudmkara (Hanpumep, Telnet, FTP). B aTom crnydae goctyn OOSmkeH
MCNonb30BaTb HaOEXHbIA NPOTOKON TYHHENNMPOBaHWS BO M3DeXaHWe pacKpbliTus
cepTudmkatoB Ha noboOM 4YacTu MapLupyTa, pacKkpbliBaemon 0OLeaoCTyNHbIMU
BHeLWwHuMn cetamm EN.

MpumevaHne 2 - [JOrMKHO OCYLIECTBNATBCS YrpaBfieHUE UCKIIOYEHUSMU U KX
AOKYMEHTMPOBAHME.

Mpumevanne 3 - Korma yctponctBo 6e3onacHOCTU BblgaeT cooblueHve
aBapuMHOW curHanuM3auun, wussewarouwiee o6 wuvHUmaeHte 6e30MacHOCTU, OHO
AokHO ©e3 3agepkkm MNocTynaTb Ha cepBep YnpaBneHust 6e30rnacHOCTbHO
MeHegkepy no  ©6e3onacHocTn. MeHeoxkep no  6e30nacHOCTM  OOSMKEH
3ag0encTBoBaTh MNfaH NPOTUBOLENCTBMA ylepby, TO eCTb OnpeaenvTb YPOBEHb
nopaxeHusi 1 o4eBNaHbLIE Mepbl 6€30MacHOCTU, KOTOPblE HEOOXOANMO NPUHATD.

7.3.7.6 TnaHbl [okHbl ObITb ONYGNMKOBaHbI W OOBeAEeHbl OO0 CBEAEHMS
COOTBETCTBYHOLLErO nepcoHana, OHOBPEMEHHO c pacnpegeneHnem
OTBETCTBEHHOCTU N CBA3aHHbBIX C HEK UMYLLECTBEHHbIX OO bEKTOB OpraHm3aumu.

7.3.7.7 [orpkHbl NPOBOAUTLCH O3HAKOMUTESNbHbIE 3aHATUA W TEXHUYECKue
TPEHWHIKN, NoAAepXMBalOLLME nepcoHan B dopmMe, Heobxoaumon Ans AeCTBUN B
HenpeaBUOEHHOW CUTyaLun.

7.3.7.8 Teprognyeckn n BHe3anHoO AOSMKHbI NMPOBOAUTLCA NPaKTUYECKME 3aHATUSA
no oTpaboTke OEeNCTBMI MpU pa3HOOOpasHbIX CLEeHapusix aTak, Mo3Bondlolme
OLEHUTb CNOCOOHOCTb 3aBofa CNpPaBfATbCSA C pearnbHbIMM aTakamm OOSDKHbIM
obpaszom.

7.3.7.9 TMpn obHapyXeHUn HeCaHKLNUOHMPOBAHHOIMO MPOHWKHOBEHUS, pearypoBaTb
HeobXxoAMMO HemedrneHHo. JTO npegnonaraeT CylwecTBOBaHWE afeKBaTHbIX U
o6HOBMSIEMbIX MMAHOB AN MHUUAEHTOB 6e30nacHOCTH, BRUSIOWMX Ha (PYyHKLMN Y
NMYLLECTBEHHbIE OO BEKTBI, HA KOTOPbIEe PacnpOCTPaHATCS 3TN NONUTUKMN.

7.3.7.10 Bbi3BaHHble MHUMAOEHTaMM Be30MacHOCTN KaTacTpodbl TpebyoT nnaHoB
BOCCTaHOBSIEHUSA [MOCSie KaTacTpod M asBapui, a Takke COOTBETCTBYIOLLEN
KOHTaKTHOM MHJ)OpMaL M1 U MHGopMaLMn No BOCCTAHOBIIEHUIO.

MpumevarHne - O6 MCNOMb30BaHUM M MOHUTOPWUHrE CUCTEMblI AOCTyMna CM.
NCO/MIK 27002.

8 Nonntnka 6e3o0nacHOCTN NPOMbILLUIIEHHOWU
CUCTEeMbI yripaBrieHUsA - Mepbl



Llenb ykasaHHON MOSMMUTUKM - CHU3UTb PUCK SNEKTPOHHbLIX atak Ha ICS nytem
ycTaHOBneHns Mep 6Ge3onacHOCTM ANs XOCTOB, YCTPOMCTB, a Takxe Mep Mo
OrpaHUYEHNI0  CMOCOBHOCTU  NepudepuiiHbIX  YCTPOMUCTB  NOAKMOYATbCa K
BHyTpeHHen ceTn ICN, k nogymHeHHbIM ICN ceTam moboro ypoBHA U K BHELLHUM
ceTaMm.

MpumeyaHre - HameyeHHoe CHKeHVEe pucka MOXET BbiTb JOCTUIHYTO TOMbKO B
TOM Ccrlydae, ecriv y4uUTblBalOTCA BCe Cnocobbl CBA3W, BKMOYas TpaguuMOHHbIE
cpeactBa cBA3n  (TenedoH, paguocBaAsb), 6ecnpoBogHble  YacTHble U
0o6LLeaoCTyMNHbIE CETHU.

8.1 YnpaBneHue 4OCTYNHOCTbLIO

MoBpexaeHne pecypcoB PCS, obycrnosneHHoe mepamn 6€30nacHOCTU, MOXET
NPUBOAUTL K MPOCTOSIM M Jae nodBepraTb OMAacHOCTW JOAEN M OKPYXKatoLLyto
cpeay, eCrv NPUHATLI XKECTKNE MepPbl 3KCNyaTalMoOHHON 6e30nacHOCTM.

[Ons  npenoTBpalleHMst  MOBPEXOEHUMs  pecypcoB,  Tpebyembix  And
NMPOM3BOACTBEHHOIO MPOLIECCa, BCNEACTBUE NPUHATMA Mep 6€30MacHOCTU, AOIDKHO
MCNONb30BATLCA yrpaBrieHne OCTYMNHOCTbIO.

8.1.1 HoctynHocTb ICN n nogceten ICN pomkHa ObiTb rapaHTMpoBaHa [Ans
TpeboBaHun akcnnyataumm ICS B KpUTUHECKNX YCIIOBUSAX.

970 o060CHOBaHO TeMm, YTO HeOOoCTaTOuMHble WM  Ype3MepHble  Mepbl
OesonacHocTM  MoryT  yxyawmtb goctynHocTb ICN  un  npenarcTBoBaThb
yaoBReTBOpUTENbHOM akcnnyatauum ICS.

B paHHOM nomuTuKe NpeoycMOTpPeHbl npedBapuTeflbHble  YCIOBUSA WU
OrpaHUYeHns], 3akrni4valwmecs B TOM, YTO AOCTYNHOCTb B ICN BHYTpeHHUX
coobLeHNn pearnbHOro BpeMeHu He aBnseTca TpeboBaHveM ©e30MacHOCTW, HO
npeactaeBnseTr cobor npobnemy dyHKLMOHMPOBaHMS. B HacTosilwem cTaHpapTe
npegnonaraetcsi, 4YTO  AOCTYNHOCTb  COOOLUEHUA  peanbHOr0  BPEMEHMU
rapaHTMpoBaHa (PyHKUMAMM aBTOMaTU3aLMK, UCMOMb3YHOLWMMU Takue Mepbl, Kak
obecneveHne LEenocTHOCTN COOBLLEHMI, aKTyaribHOCTU COOBLLEHNIA, YNOPAA0YEHNS
CO0B LLEHNI, NPUOPUTETOB COOBLLIEHNIA.

MpaBuna peanusaumm nonuTukK npueegeHsl B 8.1.1.1 1 8.1.1.2.

8.1.1.1 [1na noBbILWeHna AOCTYNHOCTU U NPeAoTBpaLLEHNA OTKa30B B OOHOW TOYKE
MOXET noTpeboBaTbCs pe3epBNPOBaHNE KaHaIOB CBA3MN.

MpymeyaHne 1 - HecmoTps Ha TO, YTO pe3epBUPOBaHME B LIESIOM YBENMYMBAET
HaOEXHOCTb N OOCTYMHOCTb, OHO TaKXe yBeNMYMBaeT HEe3aLMLLIEHHOCTb JaHHbIX U
prycKM 6e30MacHOCTU, Tak 4TO 6e30NacHOCTb NPW NCNOSTb30BaHUN Pe3epPBUPOBaAHNS
CHWXaeTcH.

MpumeyaHwme 2 - MNMpyn 4YaCTUYHON HEQOCTYMHOCTU CBA3M MOXET notpeboBaTbes
pe3epBHOE KOMMPOBaHWE PECYPCOB, YMEHbLLEHME Yucra pabounx pexxMmoB 3aBoaa
N, B HanxygLuem criyyae, npekpalleHne paboTbl 3aBoga.

8.1.1.2 [Insa npenoTepalleHns nocregcTBUn Notepu AOCTYMHOCTU NOSb30BaTeNaM
N NPUIOXEHMSM OAHHOW CETU OOSMKHO ObiTb NpPenoCTaBneEHO NpaBo 3anpalumBaThb
cocTosiHMe obopyaoBaHUa 3awmTbl, Hanpumep wito3oB SGW, n nogaBaTtb CUrHarbl
TpeBorv Npn obHapyXeHNN yCroBUn, XapakTepHbIX s cbos.



8.1.2 Pecypchbl, ucnonb3yemble Mepamn 6e30MacHOCTU He [OMKHbl YXyAlaTb
KPUTUYHBIX ~ pecypcoB, Tpebyouwmxca  yHKUMAM — aBToMartusauun  wu/vumm
aKcnnyaTaunoHHon 6e3onacHoOCTw.

OT0 0BOCHOBAHO TeM, YTO Mepbl Ge30MacHOCTU AOMKHbI (PYHKLIMOHMPOBAaTb
Takum obpasom, 4Tobbl He HapyLarncs NPOM3BOACTBEHHbIN NPOLLECC.

MpaBuna peanusaumm nonuTUKK npueegeHsl B 8.1.2.1 1 8.1.2.6.

8.1.21 Ha o6opygoBaHuM, CBSI3aHHOM C 06e30NacHOCTbIO, AOMKHbl  ObiTb
peann3oBaHbl TOMbKO Takue (yHKUuMM BGe30nacHOCTW, KOTopble TpebywTcs ang
HagexHon paboTbl 3TOro o6opyaoBaHUS.

Mpumevanne -  [JocTynHOCTb  foObIX  pecypcoB,  CBSA3AHHbIX C
aKcnnyaTaunoHHon 6e30NacHOCTbIO, HE LOIMKHA OrpaHMYMBaThCS, B TOM YuCre 3a
CYEeT paspeLleHnst UICNosib30BaHNs

- cneumanbHbiX COOCTBEHHbIX CPeACTB CBA3Y;

- CYLLECTBYHOLLUMX COOCTBEHHbIX MEXaHN3MOoB aKcnnyaTtaunoHHON
©esonacHocTy;

- COOTBETCTBYIOLLErO ObneryeHns mM3n4eckoro M Jiormdeckoro Aoctyna K
pabote KOHTPOMbHbIX KOMHaT, obecneymBaoLLMX 3KCNSlyaTalOHHYHO
©e3onacHoCTb.

8.1.2.2 Heobxoaumo mnsberatb KOHKYpeHLUUM (yHKL MM 6e30nacHOCTU 1 yripaBrneHns
3a pecypcsbl ICN 1 paspelsaTts Takme npobremMbl, HanpyumMep, NyTeM BblgeneHns Ans
COOTBETCTBYHOLLMX OyHKLMI OTAENBHOrO 060pya0BaHUS.

lMpumeyaHve - PasgeneHne MOXeT okas3aTbCA HEBO3MOXHbLIM, HaNpUMep, ecrm
YCTaHOBIIEH CKaHep BUPYCOB 1 BPeJOHOCHOrO nporpaMmmHoro obecneveHuns. B aTux
cnyyasix HeobxoAMMO YOOCTOBEPUTHCA B TOM, YTO NOOOM peannsoBaHHbIN Ha
NpOMbILLNEHHOM  0BOpyAoOBaHWM  ynpaBrieHuss  yHKUMOHan  6e3onacHoCTM
nogaepiuBaeTca OTAENeHHbIM ForMdecku, TO eCTb WCNoNb3yeT oTAerlbHble
cepTudumkaTtbl, 06paboTymMKkM MpepbiBaHUA W CKOOPAMHUPOBAH C MEepcoHasrioMm,
OCYLLECTBNAIOLWMM ynpaBreHe Npou3BOACTBEHHLIM NPOLLECCOM.

8.1.2.3 Heobxogumo onpegensatb Mepbl 6e30nacHOCTM, KOTopble  MOryT
MCNoNb30BaTb KPUTUYHbIE pecypcbl (PyHKUMW ynpaBreHus. Takxke Heobxoaumo
OCYLLECTBNATb yrnpasneHve Taknmm dyHKUNAMN 6esonacHocTu n
AOKYMEHTMPOBATb WX.

8.1.2.4 [1na aTux mep HeobxoaMmo onpeaenvTb, peann3oBaTtb U JOKYMEHTUPOBATb
rPaHULbl pecypcoB W pexum paboTbl XOCTOB B Cllydae, Kora pecypchbl
neperpyxeHbl Unn nepenorHeHsl. [JomkHa 6bITb NpeaycMoTpeHa nogada curHana
TpeBoru.

8.1.2.5 B cnyyae KoHQMKTa NpUopuTeT OOIMKEH UMETb (DYHKLIMOHAN yrnpaBrieHUs
KPUTUYHBIM NPOMbILLNEHHLIM 060pYyAOBaHUEM.



8.1.2.6 [JorrkeH 6bITb peann3oBaH NiaH pearmpoBaHnAa Npu McHeprnaHum pecypcos.
C nepcoHarnom gormkHbl MPOBOAUTLCHA 03HAKOMUTENbHbIE N MPaKTUYECKNE 3aHATUS.
Takxe OOIMKHO OCYLLECTBIIATLCS yrpaBneHue nnaHaMmm n nx JOKyMeHTMpoBaHue.

MpumeyaHne 1 - MnaH pearMpoBaHMs Ha aBapuWM OOIPKEH BKMoYaTb B cebs
aHanM3 pUCKOB, peanu3auunto COOTBETCTBYIOLIEN IKCMyaTauum B YXyAOLUEHHbIX
YCIOBUSAX W/WMNM  peXxuMbl  MpekpaweHnss paboTbl, pPeXuMMbl  YMEHbLUEHHOTO
NPOTOKONMUPOBAaHUA, Nogady CUrHaroB TPEBOMM YNOSIHOMOYEHHbLIM MOfb3oBaTenem
n 06opyaoBaHNEM MOHUTOPUHTA.

lMpumeyaHue 2 - PasnnyHoe BnvMsiHMe OEWUCTBUMA B aBapUUHbLIX YCIOBUAX N KX
nocrneacTeBMn Ha 6e30MacHOCTb, Ha KPUTUMYHBIE CpencTBa aBTomaTusauum wu
dyHKLMOHaN 3KcniyaTauMoHHOW 6e30MacHOCTM MOXET ObiTb BbISIBNIEHO MyTeM
aKTuBauuw/geakTMBau M CErMEHTOB.

8.1.3 [ns rapaHTMpoBaHusa yHKUMOHaneHon goctynHoctn ICN gormkHbl ObiTb
peannsoBaHbl Mepbl 6€30MacHOCTM C NPO3paYyHbIM YNpaBieHNEM.

OT0 ODOOCHOBaHO TeM, YTO peanu3auus, OOHOBNEHWe W ygarneHve ycnyr
©e30nacHOCTN He OOIKHbl OKa3biBaTb BIMAHUA Ha (PyHKLMOHAamNbHbIE CBOWCTBA
ICS.

MpumeyvaHue - OTO O3HaYaeT, YTO MOXET UCMONb30oBaTbCA KOHwmrypauums ICS,
nodbix EN 1 yganeHHbIX KNMEeHTOB M Nocre BCTpamBaHus yHKLMIA 6e30nacHOCTU
KOHMrypaums He U3sMeHsieTCs..

MpaBuna peanusaumm NonUTUKK NpueeneHsl B 8.1.3.1.

8.1.3.1 Ecnu ycTaHOBKa, M3MEHEHWe WnuM yaaneHve npuBenn K oXugaembiM
M3MEHEHMAM B 9Kcnfyatauun, 9TO [LO/MKHO ObiTb  CKOOPAWHMPOBAHO C
agMuHucTpaumen ICS n/vnn agMmMHUCTpaumnen, oTeevaroLLen 3a 6e30nacHoOCTb.

8.1.4 Yacbl Bcex ycTponcTs ICS formkHbI ObITb CUHXPOHU3UPOBAHDI.

OT0 06OCHOBaHO TeMm, 4TO TpebyeTcA AOCTYNHOCTb TOYHOWM BPEMEHHOW
CUHXPOHM3aLMN YCTPOUCTB OT [OCTATOMHO HaAEeXHOr0 WCTOYHUKA BPEMEHM,
Hanpumep, ANS rapaHTUpOBaHMSA MNOCreaoBaTeNbHON perncTpaumm cobbiTuin B
NpoTOKOnax Ans ux nocnegyoLwero oo begMHeHNs U aHanuaa.

lNpaBuna peanuaauuu nonnTUKK npmeegeHsl B 8.1.4.1-8.1.4.2.

8.1.4.1 YcTaHoBKa cTaHAapTHOro BpeMeHu n TpedyemMon TOYHOCTM.

8.1.4.2 lcnonb3oBaHWe [aHHbIX BPEMEHM W3 OOHOMO WUCTOYHMKA. Ecnm Het
noaxoaswen KapTbl 4acoOBbIX MOACOB, WUCMOMb3YeTCA WMCTOMHUK BPEMEHM, MO
KOTOPOMY BbIMONMHATCA yHKLNM 6e30nacHOCTU 1 ynpaBrieHus.

MpumeyvaHue - MNogpasymeBaeTCcs CUHXPOHM3ALMS YacoB yOaneHHOro KrneHTta
N yCTpouCTBa.

8.2 YnpaBneHue LefoCTHOCTbIO

Basnc cuctembl OomkeH ObiTb YMEHbLUEH A0 MMHUMAarbHOrO KOAa, LaHHbIX
KOHJMrypaumu, SKChyaTauuoHHbIX AaHHbIX. OHM OO0MMKHbI ObiTb MWHMMAIbLHO
HeobxogumbiMn ana  dyHkumoHana ICS wu 6esonacHoCTM C  TeMm, 4YTOObI
NMOBEPXHOCTb, 3aluMLIaeMast OT aTaky No PacKpbITUIO AaHHbIX, OblNia MUHUMabHOMW.

MpumeyaHne - lNMpegnonaraeTcd, YTO LIENOCTHOCTb MepedaHHbiX AaHHbIX (TO
€CTb, YTO AaHHble ICS nepenaHbl N NPUHATHI HEN3MEHEHHBIMU MEXOY KOHEYHbIMU
TOYKaMun ceccum) obecneynBaeTcs NPOMbILLIIEHHBIMU CBA3HLIMU MPOTOKOMAMM.



8.2.1 KoHdwmrypauum annapaTHbIX YCTPOUCTB U WHTEPGENCOB AO0SPKHbI ObiTb
YMEHbLLEHbI 40 MUHUMaNbHO HEOBX0AUMbIX (YCUNEHME 3aLLMLLEHHOCTN).

OT0 06OCHOBaHO TeEM, YTO OObIYHblE WM He3aWMLEHHbIE KOHMIypauum
annapaTHbIX CpeaCTB codepXaT Hencnonb3yemble NHTepdenchl U nepudepuiHbie
YCTPOWCTBA, KOTOpble YBENMYMBAIOT MOBEPXHOCTb aTaku, B YaCTHOCTW, AN
NHCanaepos.

MpaBuna peanusaumm nonuTUKK NpueegeHsl B 8.2.1.1 1 8.2.1.2.

8.2.1.1 Heucnonb3yemble ornepaTropom NHTepdencol BBOJAa-BbIBOAA,
nepudepuinHbie YCTPOMCTBA, YCTPOMNCTBA CBA3W U XpPaHEHUSA OaHHbIX A0SMkHbl BbITb
yAaneHbl Unn MHbIM cnocobom caenaHbl NOCTOAHHO HepPaboToCNOCOBHbLIMN.

8.2.1.2 Wkadwwbl 1 crnoTbl, 4OCTYMHbIE CHAPYXW, KOTOPble He MOryT BbITb yaaneHsbl,
AOSDKHbI ObIThb 3aLMLLEHbI, TO €CTb 3anepThbl.

8.2.2 Heobxoonmo yMeHbLMTb A0 MUHUMANbHO HEOBXOAUMOro YPOBHS YUCIIO
NpUNoXeHun, a Takxe cnyxd n ytunut O/S (ycuneHve 3awmThbl).

OTO 060OCHOBAHO TEM, YTO PUCK TOrO, YTO aTaKYIOLLMA OKaKETCA CMOCOBHbLIM
pacKpbITb CUCTEMY, BO3pacTaeT C yBENMYEHNEM YMCIia JOCTYMNHbIX NPUMIOXKEHNIA K
cnyx® Ha XxocTax 1 YCTPONCTBAX.

MpaBuna peanusauymm NOAUTUKK NpuBeaeHbl B 8.2.2.1-8.2.2.4

8.2.2.1 [JorkHbl LOKYMEHTUPOBATLCA CMUCOK U KOHGMIypaums NpUoXXeHnn, cryxo
n ytnnmt O/S, Tpebyembix ansa akcnnyatauum ICS.

MpumeyaHne - Habopbl paspelleHHbIX CPeAcTB CBS3M MOryT 3aBUCETb OT
dopmarnbHOro OrnepaTtMBHONO COCTOSIHUSA 3aBoda WM ydacTka, Hanpumep,
"HopmarnbHasi aKcnnyatauusa", obbsBneHHas "aKcnnyataumss B aBapUMHbIX
ycrosusax", nmbo onepaumm nNo BBOAY B 3KCNyaTauumio WM BbiBOAY U3
aKcnnyatauun.

8.2.2.2 [lJorKHbI AOKYMEHTMPOBATLCSA BCe NapaMeTpbl CeTeBbIX Cryx0, Tpebyembix
Ha XocTax, ANA BXOOALWMX U UCXOASALMX MOTOKOB AaHHbIX NMpu obmMeHe umn C
Apyrummn xoctamm n yctponcteamm ICN.

8.2.2.3 lMpunoxeHua, cnyxdbl n ytunutel O/S, He Tpebyemble Ans akcnnyaraumm
ICS, porrkHbl 6b1Tb YaaneHbl U3 KoOHdMrypaumm n nx pe3epBHbIX KOMUNA.

MpumeyaHue 1 - CnyxObl NpMemMa HENOCPELCTBEHHOMO BELLAHWS AOMKHbI BbITh
yOaneHsl.

Mpumevanne 2 - Ecrm cnyx®bl n yturimtel O/S, He Tpebyemble AOns
akcnnyatauun ICS, He moryT ObiTb yaaneHbl, OHW OOPkHbl ObiTb BbINOSHEHDI
MOCTOSIHHO HEOOCTYMHLIMM JOObIM NOMb30BaTENSIM.

Mpumevanne 3 - LWmo3 SGW Ha 6Gase xocTta (Takke HasblBaeMbli
nepcoHanebHbln SGW) pgenaet HepabotocrnocobHon wnm  Orokupyet CBA3b,
npegHasHa4YeHHyH A58 HEKOTOPbIX CIyX0, HO He yaansdeT Kop.

8.2.2.4 Tpebyemble npunoxeHusi, cryxobl n ytunutel OC, cnyxbbl 6e3onacHocTu
OOSDKHbI ObITb Ha NMOBEPXHOCTU C YCUIEHHOW 3alMTOM OT aTak A0 TOro, Kak OHU
OyayT noaknoyveHsbl K ICN.

MpumeyaHne - WmeloTca Haunydwme npakTudeckme cnocobbl ycurneHus
3aWmThbl AN8 pasnMyHbIX onepauyoHHbIX CUCTEM (CM. Hanpumep, npegcTaBneHHble
B NIST, NSA, SANS, ClISecurity).



8.2.3 [lormkHa KOPPEKTHO MoafepXMBaTbCA YHUKANbHOCTb W MOASIMHHOCTb
CO34aHHbIX KOHMrypawum.

OTO OBOCHOBAHO TeM, YTO MOMHOCTbI MOEHTUYHbIE KOHMrypauum XOCTOB
OyayT yBenuumBaTb MOBEPXHOCTb aTakM U BO3MOXHOCTW PacKpbITWUs, Hanpumep,
Npu aBTOMAaTU3NPOBAHHbLIX aTakax, NPUBOASALMX K PacKpbITUIO BCEX WOEHTUYHbIX
cucTem.

B paHHOM nonuTuUKe NpedycMOTpeHbl npedBapuTerbHble  YCroBUS U
OrpaHNYeHns, 3akroyalwmecss B TOM, YTO pasnnyve B KOHMrypaumsix ycunut
3aumMTy 3a CYEeT HEeu3BeCTHOCTU. JTO YycurneHne MOoXeT OblTb [AOCTUIHYTO,
Hanpumep, 3a CYeT:

- QOMOMHUTENbHBIX 3aTpaT, Hanpumep, Ha agMUHUCTPUPOBAHUE U YNpaBreHue
nakeTamm Koppekuuy, genarowmmMmm obopygoBaHue pasnmyaroLmmcs;

- yMeHblleHWss notepb B 6e3onacHOCTW, OOYCMOBMEHHbIX —OLMbOKamu
onepaTopoB Y aAMUHUCTPATOPOB U3-3a CIIOXHOCTU KOHGMIYpUpOBaHWS.

MoxeT oKa3aTbCsl HEBO3MOXHbIM U3MEHUTb HAaCTPOWKWN, BBEAEHHbIE, Hanpumep,
N3roToBUTENSIMM Ha CTapoM 0b6opyaoBaHU.

MpaBuna peanusauymm NonUMTUKK npusegeHsl B 8.2.3.1-8.2.3.3.

8.2.3.1 Cuctembl, CKOHOMrypnpoBaHHblE W3rOTOBUTENEM, NNOO KIOHMPOBAHHLIE
BnagenbLuem/onepatopoM WM CUCTEMHbIM  UHTErPaTopoM, AOSPKHbI  ObITb
N3MeHeHbI. [py 3ToM HEOBXOANUMO U3MEHUTL HACTPONKK, 3a4aHHbIE MO YMOMYaHUIO
N obbIYHO Ucnonb3yemMble, U caenatb UX YHUKanbHbIMU.

8.2.3.2 N'ameHeHne HacTpoeK JOIMKHO ObITb JOKYMEHTMPOBAHO. HacTpOMKn AOSmKHbI
ObITb NPO3paYvHbl A48 NOMb30BaTENS U 3aLLMLLEHBI OT U3MEHEHUS.

8.2.3.3 YHuKanbHble HaCTPOWKW, CO34aHHble Bnagenbuem/onepaTtopoM, MoOryT
ObITb BOCCTaAHOBIIEHbI MOCIE YCTAHOBKN NaKeTOB MCMNPaBIEHUS.

lMpumeyaHue - MNakeTbl UCNpaBnNeHUin MOryT BOCCTaHOBUTbL 3afaHHble [0 3TOro
HaCTPOWNKK, BbiIGUpaemble N0 yMOMHaHMIO.

8.2.4 [JormkHO OCYLLECTBIIATLCS YrNpaBrieHNne YCTAHOBKOW CUCTEMbI U YCTPOWCTB,
Hanpumep, YCTaAHOBKOM KOHQMrypauun, npoLeccoB 3anycka, nogaepxaHus
paboTocnocobHOCTU U ornepaTUBHOM LLENOCTHOCTMW.

970 060CHOBAHO TEM, YTO KOMMOHEHTbI CUCTEMbI M WX CBS3WM LOIKHbI
COOTBETCTBOBATb XeflaeMOMy COCTOSHUIO HaaexXHOCTU. C 3TOM Lernbio HAaCTPOWKU
CUCTEMbI [OSPKHbI YNPaBNSATbCA M ODHOBMATLCA TaK 4acTo, HACKOMbKO 3TO
HeobXxoaMMO C TOYKK 3peHns 6e3onacHOCTMU.

B paHHOM nomuTuKe NpegycMOTpPeHbl npedBapuTeflbHble  YCIOBUSA W
OrpaHuYeHns], 3akmiovalwmecs B TOM, YTO B LESIOM, MakeTbl WUCMNpaBfieHUn U
OBGHOBIEHNST HE OOSPKHbI YCTaHaBMBATLCS cpasy nocrie ux nosasneHna. OgHako,
obHOBMeHNe wnM nNakeT ucnpasrfieHMn 6e30nacHOCTU MOXET KOHGUMKTOBATb C
OyHKLMOHANoOM CUCTEMbI YNpaBneHusl, NPUBOAS B pe3yrnbrate K yXygLeHUo unm
HEeOOCTYNHOCTU (PyHKUMOHana, NMbo MOXeT YXyAWUTbCA pexum paboTbl Mo
BPEMEHM.

MoxeT ObiTb BEPHbIM 1 obBpaTHOE - NakeT UCNPaBEHNS CUCTEMbI YNpaBreHus
MOXET KOHIMKTOBATb C Mepammn 6e30nacHOCTU, YTO NPUBOAUT K YXYALLEHWIO UK
HeAOCTYMNHOCTU doyHKLMOHana 6e3onacHocTu.

OueBnOHO, 4YTO WU3rOTOBUTENb CUCTEMbI aBTOMaTM3auMuM He CcnocobeH
npoTecTMpoBaTb OOHOBMEHWE UMM MaKeT MCMPaBEHUA Ha KaXKOOM BO3MOXHOM
BapuaHTe CUCTEMbI, B HAaCTHOCTU, HA KOHKPETHON peanu3auum ICS.

MpaBuna peanusauymm nonMTUKK npueegeHsl B 8.2.4.1-8.2.4.6.



8.2.4.1 [JomkHbl ObITb paspaboTaHbl, AOKYMEHTUPOBaHbI U MOLAEpPXMBATbLCHA B
paboTocnocobHOM COCTOSAHUN TekyLme 6a3oBble KOHGMIypaumu.

8.2.4.2 PeeCTp KOMMOHEHTOB CUCTEMbI M OMNEpPaTUBHOE COCTOSIHME [OOSPKHbI
COXPaHATbLCS, a Takxe OOMKHbl CO34aBaTbCA UX PE3EPBHbIE KOMUAN U apXMBbl U KX
LLeNIOCTHOCTb J0JPKHA ObiTh 3almLLeHa.

8.24.3 O6HOBNEHMss W NakeTbl UCNpaBneHnn ©e30MacHOCTU  AOSDKHbI
paccmaTpuBaTbCs TONbKO nocne YTBEPXKOEHUS nx N3rotoBUTENEM
COOTBETCTBYHLLETO YCTPOMUCTBA UMM CUCTEMBI.

8.2.4.4 YTBepxOeHHble Wn3rotoBuTeneM OOHOBMEHMS W MNakeTbl WUCMpPaBEHUN
6e3onacHOCTM [OMKHbI  YCTaHaBNMBATbCSA TOMbKO MOCSie  AOMOSIHUTENbHOMo
TecTnpoBaHus Ha ICS.

lNpumevaHve - EcnvM BO3MOXHO, MpU TECTMPOBaHWM Ha 3aBode [OIDKHbI
BbIMOSHATLCS: pa3paboTka cCUCTeM, pe3epBHOE KONMPOBAHME Y TPEHUHIW.

8.24.5 lepen yctaHoBkoM Ha ICS HoBble MNPUNOXEHUS, CRAYXObl W NaKETbI
ncnpasneHun SOkHbl ObITb NOANUCAHbI.

8.2.4.6 PuCKM 4acTUYHOrO OTKasa CUCTEMbI WM OTKITOHEHWA OT HOPMasribHOro
PYHKLMOHMPOBaHNS, OENCTBYIOLME BO BPEMsSi YCTAHOBKW CUCTEMbI M Mnocre ee
YCTAHOBKW, [OO/MKHbl OblTb OUEHEeHbl W YMEHbLUEHbl, Hanpuvep, 3a CcyeT
pa3BepTbiBaHNST OOHOBMEHNIA.

MpumeyaHne 1 - [JorpkeH CyLeCTBOBaTb MPOLECC paspelleHust BO3HUKAOLLMX
npobnem, BKMOYaOWMA OTKaT K MOCNeaHEMY HagexHoOMy M dyHKLMOHANbHO
KOPPEKTHOMY COCTOSHUIO.

MpumevaHme 2 - YTOObI COXpPaHUTb HEKOTopble (YHKUWW YynpaBrieHUs Mnpu
BO3HMKHOBEHMM npobriem C MogudmKauuen nporpammMHOro obecneyeHus,
AO0MNyCKaeTCs pacCMOTPETb BapUaHT NO3TanHOro pasBepTbiBaHUS.

8.2.5 [1omkHO OCyLLEeCTBATLCSA yrnpaBlieHMe UCMNONHAEMbIMM 06pa3aMm, OCHOBHOM
n pesepHon konumen O/S, nHdoOpMaumen O COCTOSSHUM U NPOM3BOLCTBEHHOW
NHopMaLLnEN.

OTO0 OBOCHOBaHO TeM, YTO COOTBETCTBYHOLIAS LENOCTHOCTb WUCMOSIHAEMOro
obpasa M pe3epBHOM KOMUW rapaHTUPYeT, YTO BCA BaxHas WHGopMauus u
nporpaMmmMmHoe obecrevyeHne MoryT ObiTb BOCCTAHOBIEHbI MOCHE MHUMAEHTa Wnn
OoTKasa [Ons ObICTporo BO30OHOBMEHUA paboTbl, obecneyeHnsa LeroCTHOCTU U
AOCTYNHOCTU CUCTEM U OaHHbIX.

MpaBuna peanusauymm NonUMTUKK npueegeHsl B 8.2.5.1-8.2.5.4.

8.2.5.1 [JormkHO perynsipHoO BbIMOSHATLCS PE3epBHOE KOMMPOBaHWE WU HapexHas
apxvBauUus, pe3epBHble KOMUW [O/MKHbl TECTUPOBATbLCA W BbINOMHATLCS
noATBepPXXOeHne NX NoaMHHOCTM.

8.2.5.2 PesepBHas konus [OOfbkHA codepxaTtb B cebe Bce napamMeTpbl
dyHKUMOHana 6e3onacHoOCTW, MPOU3BOACTBEHHOMO (PyHKLMOHaNa u onepaTtmBHO
Tpebyemble NapaMeTpbl yHKLMOHana Ans 6bICTPOro BOCCTaHOBEHWS.

8.2.5.3 [omkHbl OblTb YCTAHOBMEHbl M [OOCTYMHblI YTUMUTLI, MpOBeEpsioLmE
LenocTHocTb duannoBor cuctembl O/S, nossonsawowme obHapy UTb U3MEHEHUS.
JomkHbl  ObITb  AOCTYMHbI  Npouedypbl W MHCTPYMEHTbl  ANs  TOYHOro
BOCCTaHOBIEHNSI B Tpebyemoe COCTOsAHME.



8.2.5.4 [omkHbl nNpefoTBpaliaTbCs HepaspeLLeHHble M3MEHEHUA KOHdmrypaumu,
HanpumMep, C NOMOLLBIO BPEAOHOCHOIrO NporpaMMHOro obecneyeHns nnm sapaxeHus
BMpycamn. Ecrnn aTo BCe e npomnsoLuno, JoSmkeH 6biTb Bbl4aH CUrHam TpeBorn u
nocrie COOTBETCTBYHOLIETO pearMpoBaHUA AOMKHbI OblTb MPUHATBI Mepbl MO
NCNPaBEHNIO CUTYaLUN.

Mpumevanne 1 - Pecypcbl ICS wMoryT curbHO neperpyxatbcs  npwm
CKaHupoBaHun. CM. ynpaereHve [OOCTYNHOCTbIO pPEecypCoB B  HACTOSILLEM
cTaHgapTe.

MNMpumeyaHne 2 - CkaHepbl BPedOHOCHOrO MNPOrpamMMHOro obecneyeHus wu
BMPYCOB, UCMOSb3YOLLME NoanucKy, 3pekTMBHBbI TOSNBbKO A8 TEKYLLMX NOANUCEN.

MpymeyaHne 3 - CkaHepbl OOMKHbI ObiTb pa3BepHYTbl M CKOHGMIYpUpOBaHbI
TOMbKO Takum obpasom, Kak ykasaHO U3roToBUTENEeM CUCTEMbl aBTOMaTtu3auuu, u
CKaHMpoBaTb TOMbKO 0603Ha4YeHHoe 0bopyaoBaHue.

MpumevarHne 4 - CkaHepbl M nognucu ans xoctoB u yctponctB COTS, He
ABNSAOLMXCS KPUTUYHBIMKU, MOMYT ObITb YCTaHOBMEHBI BriagesnbLem/onepaTtopom Ha
CBOM pUCK, Npu 3TOM criegyeT obecneyvnTtb, YTOObl CKaHMPOBaHWE He HapyLlaro
KPUTUYHBIX rPaHUL,, Hanpumep, CETEBbIX YCTPONCTB.

Mpumeyarue 5 - MNognucn COTS MOryT fIOXHO MOEHTUMLMPOBATb HEKOTOPbIE
neranbHble annbl cneumanbHbIX NPUOXEHW, Kak BPegoOHOCHOE NporpammHoe
obecneyveHve. MNMoaTomy nognuUcu AOSMKHbI ObiTb TECTMPOBaHbLI 4O NMPUMEHEHUS K
KOHKPETHON CMCTEME aBTOMAaTM3auuu UK OOSMKHO ObiTb nonydYeHo ofobpeHve y
N3roToBUTENSI COOTBETCTRBYHOLLEN CUCTEMbI aBTOMATM3aL M.

8.2.6 Ynpasrnenue LLeNIOCTHOCTbIO JOJDKHO BKMOYaTb MOHUTOPWHT,
MNPOTOKONMPOBaHMeE, NpoLeaypbl dCKanaumm aBsapun.

OT0 06OCHOBaHO TeMm, 4TO ©e3 MOHWUTOpPUHra LEMNOCTHOCTU U aBapuvn
Bragenewu/onepaTtop He CMOXeT AoKa3aTb, YTO LeNocTHOCTb Obinia obecneyeHa.
MpoTokonupoBaHue Takxe HeobxoamMmMo Ans obHapyXeHUS OTKIIOHEHWUI OT HOPMbI U
cynebHoro pasbupaTenscTaa.

8.2.6.1 [JorrkeH OCyLIeCTBNATBCSA LEeHTPanM30BaHHbIA MOHUTOPUHI BCEX LLIHO30B
SGW.
MpumeyvaHme - CMm. NpoToKoNMpoBaHue, 7.3.4.2.

8.3 YnpaBneHue normyeckum gocTyrnom

[apaHTUpyeTCcsa TOSMbKO CaHKLMOHMPOBAHHBLIN FIOrMYEeCKUn JOCTYN K pecypcam
ICS B cOOTBETCTBMM C NPUCBOEHHBIMW MPUBUIETUSIMU.



8.3.1 HdormkHbl 6bITb NPUCBOEHbI OCOBEHHOCTK, yCTaHaBnmMBarowme NoASMHHOCTD,
agpeca, Kro4vn, COOTBETCTBYOLWME CepTMdMKaThl NOnb3oBaTenen n ycTponucTs, a
Takke npasa/mpusunerMn. Takke [OOMKHO OCYLEeCTBNATLCS YrpaBfieHWe BCEM
NepeyYmCcrieHHbIM.

OTO 06OCHOBaHO TeM, 4TO TMpoBepkKa MOANMHHOCTU Mofb3oBaTenen wu
YCTPOMCTB B TOYKaX OKOHYaHUS CecCun CBA3M cAenaeT HEeBO3MOXHbIM
HeCaHKLMOHUPOBAHHbIN LOCTYN U OTKa3 OT pakTa MOSyYeHUss Uin oTrnpaBfieHns
coobuweHuna. [Ona 6esonacHocTn ICS BaXHO OrpaHUMYUTL MNPUBUNETNNN KaXOdoro
nonb3oBaTens 40 MUHUManNbHO HEOOXOAUMBIX ANA 3KCNyaTaumMn 1 nogaepxaHus
paboTtocnocobHocTu ICS.

B paHHOM nomuTuKe NpeoyCcMOTpPeHbl npedBapuTeflbHble  YCINOBUSA W
OrPaHNYEHNs], 3aKYaoLWMECss B TOM, YTO OTKPbITbIN FIOMTMYECKUIA OOCTYN MOXET
ObiTb HEOOX0OQMM, HanpuMep, ANs 3KCNyaTauuu, BbIMNOMHAEMON M3 KOHTPONbHOM
KOMHaTbl, M3 KOTOPOW  OCYLIeCTBRseTCss  ynpaBneHne  6e30macHOCTbIO
PYHKLMOHMPOBaHNS. OTO UCKIOYEHME [OOSPKHO KOHTPONMpOBaTbCA 3a CYeT
dM3N4ECKOro orpaHMYEHNS 4OCTYMNa B KOHTPOMbHYK KOMHATY.

MpaBuna peanusauymm nonuTukK npusegeHsl B 8.3.1.1-8.3.1.9.

8.3.1.1 [orkHbl ObiTb yAaneHol cepTudMKaTtbl, 3adaHHble MO YMOSYAHWUIO Ha
3aBoJe-n3rotoBuTErne.

8.3.1.2 lMonb3oBaTtensam 1 yCcTpoMCTBaM AOSPKHbI OblTb MPUCBOEHLI MUHUMArbHO
HeobxoouMMble MpUBMNErMM U TOMbKO Takue, KOTopble TpebywoTca And
aKcnnyatauumn B COOTBETCTBUM C UX PONSIMU NPW 3KCnyaTaumu.

IMpumeyaHue 1 - YyeTHble 3anncu, HazHa4YeHHbIe No YMOSTHYaHMIo U ycTapesLume
ceptMdmkatbl  MUCTOpMYECKM OblmM  ogHMMKM M3  cambiXx  6onblMX  yrpo3
6e3onacHocTn. B HacToswem cTaHgapTe NPUHATO NPeLnosioXkeHne, YTO OHWN Bbinn
N3MEHEHbI NPW YCTaHOBKE CUCTEMbI Onepaumen KOHTPOnsa LenoCTHOCTU CUCTEMBI,
cM. pasgen 8.2.3.1.

Mpumeyanne 2 - TlpuHUMN HaUMEHbLUMX MPUBUIENMA - 3TO  MNPUHLMN
obecneyeHnss 6€30MacHOCTK, rapaHTUPYOLWLMI, YTO Kaxdasi cucTeMa Ucnonb3yeT
MUHUMarbHbIE PECYPCbl U TOSMIbKO Te€ aBTopu3auun, KoTopble TpebytoTca ans ee
paboTbl.

Mpumevarnve 3 - YnpaBneHve [OCTYNOM Ha OCHOBE pOSien - 3TO XOPOLLO
oTpaboTaHHas cxema ynpasfieHusa 1 paumoHanmsauumn npas gocTyna ang 60onbwmx
rpynn nonb3oBaTenien nnmM yCTPONCTB C U3MEHSIOWMMUCSA TpeboBaHnsMKN gocTyna
MW MOXET BKMYaTb WX TMPUCYTCTBME Ha (mM3MYecKoM nrowagke B
COOTBETCTBYIOLLMI NEPUOL BPEMEHM.

MpumeyaHne 4 - PasgeneHwe nonb3oBaTernen no pasfmvyHbIM, COBMECTHO
yrnpaBfgeMblM POfsiM YMEHbLUAET BEPOSATHOCTb aTak MHCangepoB.

8.3.1.3 Korga nepcoHan ocTaBfisieT CBOM PO UM OHU MEHSIOTCH, OOSPKHbI
OBHOBIATLCS YYETHbIE 3aNMCK U NPUBUSIErMN YNpaBnieHns 4OCTYNOM.

MpumevaHne - M3meHeHnsa OorPkHbl BHOCUTLCSA BbICTPO, Cpaldy nocrne Toro kKak
Npou3oWn  COooTBETCTBYOLWME CcOoBbITUA, TO €eCTb nocre npekpalieHns
0653aHHOCTEN, U3MEHEHWUI B 3aKPENSIEHUSAX U HACTPOMKaX YCTPONCTB.

8.3.1.4 [Ina ayTeHTUMKaL N JOIPKHbI MCNOSb30BaTbCA CHOXHbLIE CEPTUMKATDI.

MpumeyaHue - [JormkHa KOHTPONMMPOBATLCA AJfIMHA U XapaKTEPUCTUKN Naponen,
OHW [OIKHbI ObITb AOCTATOMHO CHOXHbIMKM, 4YTOObLI MpegoTBpaTUTL KX 06xos,
Hanpumep, C NOMOLLBIO A0rafiok U pacCyxaeHun v B3rioma. Ecnm oHn npusHaHbl
NPOCTbIMK, Heobxoaumo [00aBuTb LOMONHUTENbHbLIE dAaKTOPbl, Hanpumep,
MCNOMb30BaHWE annapaTHbIX Kroyen, GuomeTpuun, orpaHuyeHve ¢u3n4eckoro
AocTyna K NynbTy ayTeHTUdmKaumm.



8.3.1.5 [na dannos, npunoxeHuni, unHcTpymeHtoB O/S, cnyx6, YCTPOMUCTB U
CEerMEHTOB [OSPKHbl ObITb YCTaHOBMIEHbI MpuBUNErMM Havbornee noaXOAsALLEro
YPOBHS.

MpumeyvaHme 1 - HekoTtopble yTunmutbl O/S NO3BONAKOT 3HAYUTENBHO U3MEHUTb
COCTOSIHME, HACTPOWKY XOCTa U BCEW CUCTEMbl aBTOMaTusauun. BonbLIMHCTBY
nonb3oBarenen cuctembl ICS, Hanpumep, onepatopam, MOXeT He TpeboBaTbCs
AOCTYM KO BCEM 9TUM yTUIUTaM (UK K UX 4acTtw).

MpymeyaHve 2 - BOonbLUMHCTBO KaHaroB CBSA3W, UAYLLMX CHApPYXW B CETMEHT U
M3 CerMeHTa HapyXky, W KaHanoB CBS3W MeXOgy CerMeHTamu AOoivkHbl ObiTb
accoummpoBaHbl C npaBamMu [OCTyna nosib3oBatesien U YCTPOUCTB K OTUM
cerMeHTam.

Mpumevarnve 3 - lNpvBurerMn ycTaHOBKM MCMNOSHAEMbIX ()anusioB, Hanpumep,
NPUNOXEHUIN JOIPKHBI CTPOrO KOHTPOSIMPOBATLCS.

8.3.1.6 lNpuBunernn cBA3N OOSMKHbI YCTaHABNMMBATLCA OTAENBHO AN UCTOYHUKA U
Ha3Ha4YeHWs - NO YCTPOMUCTBaM, XOCTaM U HOCUTESSAM.

Mpumeyarne 1 - Ocoboe BHMMaHWE crieayeT yaensatb npucesoeHunto IP-agpecos
N yNpaBneHUIo UMK, Hanpumep, TPaHCNSUUM agpecoB, 3aBUCUMOCTAM CErMEHTOB
OT Macok nogceten, cnyxbe KaTanoroB, pasMELUEHNO COOTBETCTBYHOLUMX
cepsepoB, cnyxbe AomMeHHbix MMeH (DNS), npegoTBpalleHWM0 MCMNONb30BaHUS
TpaHcnayumn ceTeBblx agpecos (NAT), ucnonbsyembix ICN.

MpumeyaHne 2 - He ponyckaeTca OTKPbITOE 3akpensieHne, Harnpumep,
3aKkpennieHMe n MOHTUPOBaHME AUCKOB, MO0 BelLlaHMe BO BHELUHME CETUM U u3
HUX.

8.3.1.7 T[lpuvBunermm Ha WU3MEHEHWE HACTPOeK KOHMrypauum onepaumoHHbIX
CUCTEM U annapaTHbIX CpeacTB AOSMKHbI CTPOro KOHTPONMPOBATLCS.

8.3.1.8 [Ina npuBunermn Ha M3MeHeHWe HaCTpoeK KOHMrypauuu, BrUSIOWMX Ha
6e30nNacHOCTb M CYLLUECTBEHHO BIMSIIOLLMX Ha MPaBWUibHOCTb (OYHKLIMOHMPOBAHUS
ICS - ana KoMMyTaTOpOB, MapLUPYTU3aTOPOB, CUCTEM OOHAPYXEHUsI BTOPXKEHWUIA
IDS, wnto3zoB SGW u 1.4., AomkHa 6bITb NPMMEHEHa CUnbHas 3alumTa ynpasreHns
AOCTYMNOM.

8.3.1.9 [omkHbl OblTb yCTaHOBMEHbl KOHKPETHble npouenypbl  NPOBEPKU
NpvBUIIErM yrpaBneHus OOCTYMNOM, rapaHTUpyoWwme, 4YTO MNpUBUIIENMU U YPOBHM,
MPUCBOEHHbIE KaXOgoMy MOfb30BaTeNNto UM YCTPOMCTBY, YNOTpebnawTca wu
MCMOMb3YKTCA MO HasHa4yeHuto, OOOCHOBAHHO W COOTBETCTBYKOT TeKyLWMM
TpeboBaHuAM.

8.3.2 B cnyyae cnabocTtu mMep ynpasneHnst 4OCTYNOM AO0STkHbI OblTb peanM3oBaHbl
OOMNONHUTENbHBbIE  Mepbl  3aWMTbl  KOHMOEHUMANbHOCTU  W/WUMM - NOBbILLEHbI
TpeboBaHusA K KOHMAEHLMaNbHOCTHW.

970 060CHOBAHO TeMm, 4YTO 3awmTa OCTyna K YCTPOMCTBAM U HOCUTEMSM,
cogepXalwmmM KoHwmaeHUnanbHble AaHHbIe, MOXET OKa3aTbCsl HE4OCTaTOYHON U3-
3a TpeboBaHUN MOBbIWEHNA KOHMMAEHUMANbHOCTU LaHHbIX, Hanpuvmep, npu
HanM4YuUM HeHagexHbIX kabenen nnm ons ceptudmkaTtoB nonb3oBaTenen. B aTom
cnyyae moxet noTpeboBaTbCs LUMpOBaHME.

MpaBuna peanusayum NoMTUKN npuBedeHsl B 8.3.2.1 n 8.3.2.2.

8.3.21 B aBTOHOMHbIX BHewHux YycTponcTBax SED, u4yBcTBUTENbHBLIE
MPOV3BOACTBEHHbIE [AaHHble AOMKHbI OblTb 3alMLUeHbl OTAENbHO OT AaHHbIX
nporpamMm.



8.3.2.2 Heobxoanmo M3MeHATb MeToAbl LMdpPOBaHUS M NPOBEPATb WX, YTOObI
rapaHTUpoBaTb Pa3yMHO-AOCTATOYHYKD COMPOTMBISEMOCTb K MPsSIMbIM artakam B
TeYeHne OXxnaaeMbix NepnoaoB BPEMEHM.

Mpumevanne 1 - CnoxHoe wmdpoBaHMe nogpasymeBaeT NepuoaNYECKYHo
CMEHY KIHoYen, ynpasrfieHue Kryamu, a Takxke nepuogudeckoe dmsndeckoe
YHUYTOXEHWE KIloYen, HocuTernen n gaHHbIX.

MpumeyaHne 2 - Bpems wmexgy 3TuMuM cOObITUSMUM  OOIKHO  ObITb
cbanaHcnpoBaHHbIM, TpeboBaHus ©6e30MacHOCTU AOMMKHbl ObiTb BbIMNOMHUMbIMU
NPV HapyLLEHNSIX KaHasa CBA3U Mexay CTOPOHaMN.

8.3.3 lpn noBblweHUn TpeboBaHMN MO HEBO3MOXHOCTM OTKa3a OT aBTOPCTBa
Co0bLWEeHNA AOMNOMNHUTENBHO AOMMKHbI ObITb peanM3oBaHbl Mepbl, Aenarume oTkas
OT aBTOPCTBAa COOOLLEHNA HEBO3MOXHbIM.

OTO OOOCHOBaHO TeM, YTO rapaHTUPOBAHWE OTBETCTBEHHOCTU MyTeEM
HEBO3MOXHOCTM OTKasa OT aBTOpCTBa COOOLUEHUSA SBNSIETCA OA4HOW U3 Haubonee
BaXHbIX Mep NPOTMB aTak MHCanaEepPOB.

MpymeyaHne - MoryT okasaTbCs NPUro4HLIMM Mepbl KpunTorpagmu.

8.3.4 Ha BbigeneHHoMm o60pynoBaHUW, B COOTBETCTBMM C  3aKpensieHHbIMU
NpUBUMErMSAMKN, OOIPKHbI ObiTb YCTaAHOBIEHbI U MHWULNANM3UPOBaHbI MPUBUIIErMN
ayTeHTMdmKauum, obMeH Krnovamu, MexaHu3Mbl ynpaBreHuss 4ocTynoM. [ormkHO
OCYLLECTBNATLCS YNpaBrieHne npusBuniernamMm aytTeHTudmkaunm, ooMeHom Krroyamm
N MexaHM3Mamn ynpasrieHnst 4OCTYMNOM.

9710 obocHoBaHO TeM, 4TO AN yApaBneHuss JocTynoM TpebyeTcs
ayTeHTUmKaums.

B paHHOM nonuTvke nNpeaycMOTpeHbl npegBapuTenbHble  YCroBUS U
OfPpaHMYEeHNs, 3aknoyawumeca B TOM, YTO Npyv  aBapun JOSMKHbl  ObiTb
npegycMOTPEHbl  BO3MOXHOCTM  Afs  NpUHyguTenbHoro obxoga oTKasasLien
ayTeHTUMKaLmn, Hanpumep, n3-3a BO3MOXHOIO TEXHUYECKOro OTKasa NnogcucTembl
yrnpasneHus ayTeHTudmkaumen u 4OCTynom unm us-3a oTCyTCTBUA onepartopa.

MpaBuna peanusaumm nonnTukK npusegeHsl B 8.3.4.1 1 8.3.4.2.

8.3.4.1 [lormkHO 6bITb 06ecneveHo achdeKTUBHOE aaMUHUCTPUPOBAHME NPUBUIIETUN
C WUCNOfb30BaHMEM WHCTPYMEHTOB, W, MO BO3MOXHOCTW, BO3MOXHO, CPeAcCTB
aBTOMaTmM3aumnn, Takux Kak cepBepbl ayTeHTUMKaL MU N LLEHTPbI KIOYEN.

MpumevaHne - CepBepbl ayTeHTUdMKaALMM W LIEHTPbl KIloYen cogepxar
BbICOKOYYBCTBUTESbHbIE [aHHble U OO0SPKHbI OblTb pas3MeLLeHbl BHYTPU 3aBoAa,
KOHTpormpyemoro agmMuHuctpaumnen ICN. OHu 4ormkHbl 6bITh 3alMLLEHbI JIOMMYECKN
N prandeckun.

8.3.4.2 [omkHo ObITb onpefeneHo AencTBME CUCTEMbI Mpu CobbITUM OTKasa
ayTeHTudmkaumn.

Mpumevarmne 1 - MoryT 6biTb 3agaHbl CTaHOaApPTHble AENCTBMS, Hanpumep,
HEOrPaHMYEHHOE  YUCMO  MOMbITOK, HEOorpaHM4YEeHHOEe YMCII0 MOMbITOK C
BO3pacTalolen 3adepkkon, OrnokupoBka nocre 3aJaHHOro 4ucra MonbIToK,
BO3MOXHas reHepauns n ackanaums coobLLEHN aBapuUMHON CUrHaNM3auun.

Mpumevanne 2 - MoxeT ObITb Mcnonb3oBaHa Mpouedypa nepefaydnm Ha
XpaHeHne TpeTbeMy Nuudy, rapaHTupylowass  HEeBO3MOXHOCTb  CUTyauun
HEKOHTPOSIMPYEMOro Nosb30BaTENbCKOro 40CTYNa UM oTKkasa OT aBTopcTBa.



8.3.5 [orkeH OCYyLWEeCTBNSATLCA MOHUTOPUHI U MPOTOKONMPOBAHWE MNpPUBUIIENN
ayTeHTUukaumm, obmeHa KntovYamm 1 MexaHM3MOoB YnpaBrieHns 4OCTYMNOM.

OT0 OBOCHOBaHO TeM, YTO MNPOTOKOSbI NPUBA3LIBAIOT MOMb3oBaTenen K
YyCTpOUCTBaAM W MO3BOSMAOT YCTAHOBUTbL aBTOPOB Mpou3owelero n  ux
OTBETCTBEHHOCTb.

B pgaHHOM nomuTuKe NpegycMOTpeHbl npedBapuTeflbHble  YCIOBUA W
OFPaHMYEHNs], 3akniovalwmMecss B TOM, YTO HEKOTOPble 3aKOHbl, Kacarolmecs
KOH(mAEeHUManeHOCTX, MOryT notpeboBaTb YMEHbLUEHUS OaHHbIX OTYeTa UM Ux
AHOHMMHOCTM.

MpaBuna peanusauymm NonMTUKK NpueeneHsl B 8.3.5.1.

8.3.5.1 Ina nonb3oBatens (No KparvHen mepe Ans nofnb3oBaTesnid, yCTaHOBUBLLETO
Ceccuo) JOmKHO BbiTb 3arnpoTOKONMMPOBAHO BPEMS U BCe AeNCTBUS, Kacarolmecs
©e30nacHOCTN, KOTOpPbIE Bbifn BbINOMHEHbI C A4AHHOIO NynbTa ynpaBieHus.

MpumeyaHne - O6 MCNOMb30BaHUM U MOHUTOPUHIE OOCTYyNa B CUCTEMY CM.
NCO/M3K 27002.

8.4 YnpaBneHue puanyeckKkmMm oOCTYNOM

YnpasneHue msanyeckum AoCTYNOM rapaHTUpyeT TOSMbKO CaHKLMOHMPOBAHHbIN
dmandeckmi goctyn K pecypcam ICS Ha nnowpaaoke B COOTBETCTBUM C
MPUCBOEHHLIMW MNPUBUMIEMMSIMA, B TOM YMCIle CaHKLWOHMPOBAHHBLIM [OCTYN K
060pya0BaHMIO N MHCTPYMEHTAM, HOCUTENAM Ui K MHGOPMaLLIUK B LLESOM.

8.4.1 XocTbl, YCTpOMUCTBaA, HOCUTENN OOMKHbI  OblTb  3aWMLeHbl  OT
HECaHKLMOHMPOBAHHOIO [[OCTyna, MNepeMeLLeHns, pas3pyLleHns M BOPOBCTBA.
3awmTa gormkHa yaoBneTBOpPSATb COOTBETCTBYOLWMM TpeboBaHUsM.

OTO 0O00OCHOBAHO TEM, YTO B OOMNOSHEHME K rormdyeckon 3awmrte ICS pgorpkHa
obecneumBatb  (OM3MYECKYHD 3aWMTy NYyTEM  MEXaHU4eckon  BrioKMPOBKMN,
pa3sMeLLeHnsl XOCTOB, YCTPOMUCTB M HOCUTENEN B 3anepTbiX Ha 3aMOK LwKadax, anis
MCKMIOYEHNA WX BOPOBCTBA, MNOPYK, MNEPEMELLUEHMS W  HECaHKLMOHMPOBAHHOIO
AocTyna K HAM.

MpumeyaHue - O6opygoBaHue, HagexHoe B (M3MYeCKOM CMbICIie, BKIOYAET B
cebs:

- KOMHaThI, LWKadbl, KOXyxu kKoMmmyTaTopoB, SGW, kopnyca ansg nepcoHarnbHbIX
komnbtoTepos ([1K);

- MobunbHoe obopyaoBaHne u Hocutenun, Hanpumep, [1K, noptaTuBHble
KOMMbHOTEPbI;

- USB-nopTbl, NpBOAblI AUCKET;

- aBTOHOMHbIE NPOMbILLIIEHHbIE YCTPONCTBA YNpaBfieHns;

- kabenw.



8.4.2 [lomkHO oCyLLeCTBNATLCSA yrpaBreHne ocobeHHOCTAMU (yCTaHaBNMBaLWMMM
NOASMHHOCTL), agpecamu, KryYamu, COOTBETCTBYOLLMMKW  cepTudmkaramm
nonb3oBaTernen N yCTPOMCTB, a Takxke npaBamu 1 NpUBUMIErUSIMU.

9710 obocHoBaHO Tem, 4Tto Ana 6esonacHocTn ICS BaxHO obecneyunTb
3aKkpenneHve 3a nosnb3oBaTtenemM npuBurierMn goctyna K obopyaoBaHuio
aKcnnyatauumn n nogaepxaHusa paborocnocobHocTu ICS.

B paHHOM nomuTuKe NpegycMOTpeHbl npedBapuTeSlbHble  YCIOBUSA WU
OrpaHuYeHns], 3aknvarwmecs B TOM, YTO MEHEOXXKMEHTOM MO NepcoHany AospkHa
KOHTPONMPOBAaTbCA HaAEXHOCTb W NIaTexecnoCOOHOCTb MNOOAYMHEHHONO emMy
nepcoHana.

MpaBuna peanusauymm NOAUTUKK NpuBeaeHbl B 8.4.2.1.

8.4.2.1 lMpueunermm goctyna OOMMkHbl ObITb accouMMpoBaHbl C JOCTYNOM 4epes
BOpoTa (Ha BXO4 W BbIXO4) CerMeHTa W, Npu HeobBXoAMMOCTW, C ApYrUMmu
cCerMeHTamu.

8.4.3 [lormkHbl OCYLLECTBIATECA MOHUTOPWUHI U MPOTOKONMPOBaHWE (M3NYECKOro
AocTyna B annapaTHble KOMHaTbl, K wWkadaM u Koprycam, TakXe [OOIDKHbI
nofaBaTbCs COOTBETCTBYHOLLME CUTHASbI TPEBOTW.

9710 obocHOoBaHO TeMm, 4YTO BepudwmKaums nNOANMHHOCTM NOSfb30BaTENEN,
AONYLLEHHbIX B 3aKpblTble (M3nYeckne cerMeHTbl, OyaeT CHWKaTb BO3MOXHOCTU
HEeCaHKLMOHMPOBAHHOIO AOCTYNa U oTKasa OT coAesiHHOro. [poToKoNbl CBA3bIBAKOT
nonb3oBatens (unuM, No KpawHen Mepe nonb3oBaTens, KOTopbld paboTtan c
MeXaHW3MOM YynpaBrieHNs1 JOCTYNOM) C BpeMEHEM N 0DecrneyYnBaroT yCTaHOBEeHNe
aBTOPCTBA M OTBETCTBEHHOCTW.

B paHHOM nomuTuKe NpegycMOTpeHbl npeaBapuTeSlbHble  YCOBUSA WU
OrPaHMYEHNs], 3aKnoyalwmMeca B TOM, YTO TENEBU3MOHHBLIA MOHUTOPUHI MOXET
ObITb 3anpelleH cornaweHnamn mexay pabotogarternem n coTpygHukamu, nmbo
MECTHbIM 3aKOHOA4ATEeSNTbCTBOM.

MpaBuna peanusaumm nonnTUKK npusegeHsl B 8.4.3.1-8.4.3.4.

8.4.3.1 B kpuTn4HbIX BopoTax gmandeckoro goctyna PAG w/unm cermeHTax gOrmKeH
HaxXOAUTbCS NepcoHas OXpaHbl UM OOIPKEH OCYLLECTBMATLCA MX TENEBU3MOHHbIN
MOHMWUTOPVHT, NO3BOMNAOLLMI OBHAPYXMBaTh HApYLLEHUSA U HapyLLUTENEN.

8.4.3.2 YacTblo 3hbdeKTUBHOMO ynpaereHns m3n4eckum SOCTYNOM LOMKHbI ObiThb
O3HaKOMUTESbHbIE 3aHATUSA C NEPCOHANIoM, UMEKLLMM OANHAKOBbLIE OOIMKHOCTHbIE
o6s3aHHOCTW.

8.4.3.3 B KpuTn4HbIX BopoTax gwmandeckoro goctyna PAG w/unm cermeHTax gOrmkeH
HaxOAUTbCH NepcoHast OXpaHbl UM OOIPKEH OCYLLECTBMATLCA MX TENEBU3MOHHbLIN
MOHUTOPUHI, 0BecneynBaroLLMii O3HAKOMIIEHVME.

8.4.3.4 PearvpoBaHue Ha HapyLLeHne (m3n4eckoro 4ocTyna AOSPKHO ynpaBnsTbCs
N KOOPANHMPOBATLCS YenoBe4YeCKUMn pecypcamu.

8.5 YnpaBneHue cermMeHTOM



CtpykTypupoBaHue ICS Ha oTaenbHble norndyeckme unm gmamdeckne CerMeHTbl,
3awpwieHHble SGW un/mnn PAG 3ddekTMBHO yMEHbLLAET MOBEPXHOCTb aTaku 3a
cyer pobaBrneHus elle OOHOMO napameTpa K napameTpam NPUCBOEHHOW
NpuBUNIErn.

MpumeyaHne 1 - PasnunyHble InorM4yeckne cermMeHTbl MOryT nepeceKkaTbCs,
Hanpumep, MarucTpanbto (Ha TOM XXe YPOBHE Ui B MepapxXm4eckon CTPYKType).

Mpumevarue 2 - O nepecederHnsx mexay ICN n mobon EN cm. pasgen 8.6.

8.5.1 [1na 3awyLleHHbIX rpaHuL, form4eckux U gm3nyeckux CerMeHTOB, LOSTKHbI
ObITb peanuaoBaHbl BopoTa PAG 1 wrntodbl SGW ¢ coOTBETCTBYHOLMMM NpaBmiamm
ynpaBneHus 4ocTynoM, TpeboBaHUSMM K 3aLLmTe U TOMosorn.

910 obocHOBaHO TeM, 4YTO OOblMHO ©Oonee SKOHOMMYHO 3alMLIATb
o6opynoBaHue, HMI n kabenu, crpynnmupoBas 1x, Hanpumep, no oTaenbHbIM 30HaM,
KOMHaTamMm, LwKadam unm apMmatypam, 1 onpeaenns eAUHCTBEHHYIO TOYKY BXoAa, a
He MHOXeCTBO OTAESbHbIX TOYEK JocTyna.

lNpaBuna peanuaauuu NonMTUKK npueeaeHsl B 8.5.1.1-8.5.1.4

8.5.1.1 Kaxabln cermMeHT gomkeH ObiTb 3awmweH SGW B eOuHCTBEHHOW TO4Ke
BXo4a/Bbixoda B 00LLy0 MarucTparnbs Unm B MO4YMHEHHbIN CETMEHT.

MpymeyaHue - OyHkung SGW u niobble cBsA3aHHbIE C HUM BCrOMOraTesibHble
GYHKLNN OOSDKHBI ObITh peann3oBaHbl Ha BblAeSEHHbIX XOCTaxX unn npubopax.

8.5.1.2 Wnto3bl SGW pomkHbl paspellatb CBA3b CO CBOEW 3alLMLLIEHHOW 30HOM
TOMbKO A5 CTaHLWN N3 HAAEXHbIX 30H UM HaOeXHbIX YCTPOMCTB MarncTpanu.

MpumevaHne - Bca cBA3b, He ABMAKOWAACA HeobxoauMoW, LOofmkHa ObiTb
3abnoknpoBaHa, Hanpumep, CBA3b, He ABnarWasca Heobxogumon ana GusHeca,
mbo CBA3b, 3a KOTOPYH SIBHO HUKTO HE HECET OTBETCTBEHHOCTMW.

8.5.1.3 Ynpaenenne poctynom 4yepe3 wmo3 SGW K CErMeHTy MOXeT
AOMNONHUTENBbHO KOHTPONMPOBATLCA KPMNTO3ALLMLLEHHBIMW NpoToKonammn nnn PAG.

MpumeyaHne - OGopygoBaHMe (OCHOBHOE M BCMOMOraTenibHoe), yHKLMuU,
crnyxebHble 0693aHHOCTU OOMKHbI ObITh CrPyNNMPOBaHbl 3N1EKTPUYECKN, NIOMMYECKU
N M3NYECKN B COOTBETCTBUM C (PYHKLMOHASOM 1 TpeboBaHMAMU 3aLLmThI.

8.5.14 Kaxgbim wnmtod SGW pgomkeH npoTOKONMpoOBaTb COOTBETCTBYHOLME
aencteus 6e3onacHOCTW, Hanpumep, MOMNbITKY AOCTyna K 3awmaeMoMy UM
CErMeHTy.

8.5.2 [orkeH OCyLWECTBMATbCA MOCTOSAHHLIA MOHUTOPUHI  JIOTMYECKOM  W/vmu
M3NYECKOM aKTMBHOCTU BHYTPU CETMEHTOB A7 OOHapyXeHus MUnn npeceyeHus
HenpaBWUbHbIX UM COMHUTESBbHbLIX AEUCTBUI (Hanpumep, BTOPXEHUS), CO3aaHNS
COOTBETCTBYHOLLWMX MPOTOKOSIOB M Bbl4a4un CUrHasoB TPEBOIW.

OT0 o0b6ocHOBaHO TeM, 4To Bopota PAG u wno3bel SGW gensawTcA
€QVHCTBEHHbIMW TOYKaMM NOTEHLMaNbHO BO3MOXHOIO BTOPXEHUS Yepes rpaHuLy
CerMeHTa, No3TOMY OHU NPEeANOYTUTENBbHbI ANA NHAUKAL MW HECAHKLIMOHMPOBAHHOM
AeaTenbHOCTN. JTO ynpaBfeHne rpaHuuen OOIPKHO OOMNOSHATLCA BHYTPEHHUMU
MepamMun, TakKuMmM Kak cuctema obHapyxeHus BTopxeHun IDS, B 4acTHoCcTh, npwu
yrpo3e atak nHcanaepos.

MpaBuna peanusauyum nonMTUKK npusegeHsl B 8.5.2.1-8.5.2.4.



8.5.2.1 [omxHa 6bITb peanu3oBaHa cuctema IDS ona obHapyxeHus ycneLuHbIX
BTOPXXEHWI U HECAHKLMOHNPOBAHHbIX 4ENCTBUA MHCaANO,ePOB.

Mpumevarne 1 - Oatumk IDS gorkeH 6bITb HeagpecyeMbiM, OH LOIMKEH TOSNbKO
NPOCyLMBATLCS, ANS UCKITIOYEHUS BEPOSTHOCTUN aTaky Ha Hero.

MpumevaHne 2 - Cuctembl IDS Ha 6a3se xocTa, IDS Ha 6a3e ceTn u cpencTts
NPOBEPKN LLENOCTHOCTU (PaurioBOM CUCTEMbl LOOSPKHbl UMETb  BO3MOXHOCTb
OOMONHATL ApYyr Apyra.

MpumevarHre 3 - Cuctema obHapyXeHUs BTOPXEHU LOSmkHA noppasymeBaTtb
nogadvy curHana TpeBorv Nosib3oBaTensiMm Ha XOCT.

8.5.2.2 VngukaTopbl, Hanpumep, cuctembl ynpasneHus, HMI n/unn nogcuctembl
ynpaBfeHusi curHanamm TPEBOMM AOSMKHbI ONoBeLlaTh ornepaTtopoB O npobnemax ¢
N3MEHEHMSAMM NOTOKa AaHHbIX, 06YCMOBIIEHHbLIX pearnpoBaHNeEM Ha OOHapYKeHHYHO
aTaky.

8.5.2.3 Mepbl MO YKMOHEHWO OT artak, Hanpumep, NPOBOKaUWUW, MNPUMaHKMU,
obecnevynBaloT 4OMNOSHUTESIbHbIE BO3MOXHOCTM OBHapY>KeHUs NOCe BTOPXKEHUS.

8.5.24 [lepcoHan MOHUTOpPMHra W NOLOEPKKM [OOIDKEH CBOEBPEMEHHO
yBEOOMIIATLCA O JMOObIX W3MEHEHUsIX npaBurl, KOTopble MOryT MNpUBECTM K
cpabatbiBaHMIO TpUITepa, BKIKOYatoLWEero nogadvy curHana tpesorn SGW.

8.5.3 [omkHO OCYLLECTBMATLCA HagexHoe agMuHucTpupoBaHue BopoT PAG u
writozos SGW.

910 obocHoBaHO TeM, u4TO wWto3bl  SGW  gormkHbl  HAOEXHOo
agMUHUCTPUPOBATLCS, YTOObI rapaHTMpoBaTb, YTO CaMu npasuna Aoctyna u
CTPOroCTb UX COBMIOAEHMSA COOTBETCTBYHOT pa3BUBAOLLMMCS Yrpo3am.

MpaBuna peanusaumm nonnTUKK npueegeHsl B 8.5.3.1-8.5.3.3.

8.5.3.1 YnpaBneHne OOMKHO pacnpoCTPaHATbLCA Ha XOCTbl, KOMHaTbl C CETEBbIM
obopynoBaHveM, WKadbl, Koprnyca, KabenbHoe X03aUCTBO.

8.5.3.2 Heobxogumo vyoensatb ocoboe BHMMaHMe TpadwmKy —ynpaBrieHus
6e30MacHOCTbIO.

Mpumevanne - KaHanbl CBS3W, UMCNOMb3yemble  AnA  ynpasrieHns
6e3onacHoCTblo, OOMmkHbl  OblTb  OTAEneHbl  OT  KaHamoB  nepegayu
NPOU3BOACTBEHHOIO Tpadwmika.

8.5.3.3 Ocoboe BHUMaHVE OOMKHO ObITb yaeneHo 3awmTe Tpadwmka ynpasBrieHus
6e30nacHOCTLH, MOCTYNALWEro U3 BHELLHNX CETEN U YXOASLLEro BO BHELLHNE CETH,
Hanpumep, BHELHEro mnocTaBuyKa ycnyr ©e30macHOCTM WM yaaneHHbIX
CErMEHTOB.

8.6 YnpaBneHue BHeLWHNUM OOCTYNOM

Bca ceasb mexay ICN, ceTamm n ycTponcTBaMu, BHELLHUMWU MO OTHOLLEHUIO K
ICN, cuuTaeTca HeHagexHOW, KpOMe Be30rnacHON, TakoWn, Kak CBS3b BO BHELLHEN
cetn EN opranmsaunn. ObwenoctynHasa EN nmeet ropasgo 6onbLiee yncno donee
pa3HO0Opa3sHbIX U1 MEHEe HageXHbIX nonb3oBarenen, 4em ceTb ICN.



8.6.1 BHelwHne coeagmHeHUs1 OOSkHbl ObiTb paspelleHbl U peann3oBaHbl, TONbKO
€CnM  OHM Heobxooumbl ANA  JKCNfyaTtauuwn, YynpasBneHus W NoanepXaHus
paboTtocnocobHocTH ICS.

970 060CHOBAHO TEM, YTO HAMEPEHHbIA UMM CrydaHbI UMAOPT B CUCTEMY
¢ansioB ¢ BPeOHOCHbIM MPOrpaMMHbIM obecnevyeHnemM SBnseTca CyLecTBEHHON
YrPO30M.

MpaBuna peanusaumm nonnTUKK npueegeHsl B 8.6.1.1-8.6.1.7.

8.6.1.1 [HormkHbl ObITb yCTaHOBMEHbl W cobnogaTtbCs npoueaypbl 3awmTbl OT
MMNOPTa HECAaHKLUMOHUPOBAHHbIX WM  3apaceHHblX annoB U3 HeHageXHbIX
MCTOYHUKOB, TaKNX KaK CETU U MOPTaTMBHbIE HOCUTENN AN XPaHEHUSA AaHHbIX.

MpymeyaHne - CooTBETCTBYOLME ANPEKTUBLI NOMUTUKM GE30MacHOCTU MOryT
ObITb YCUNEHbI TEXHNYECKUMU CPEACTBAMM.

8.6.1.2 AgmuHuctpauusa ICS porkHa NONMHOCTLID KOHTPONMPOBaTb BCE AaHHbIE,
nMmnopTupoBaHHble B ICN, a Takxe Bpems UX NOCTYNEHMUS.

8.6.1.3 [llopTaTMBHble YCTPOWUCTBA, MPOHECEHHbIE Ha 3aBoO4, Hanpumep,
NOPTaTMBHbIE KOMMbIOTEPLI, HOCUTENMN AaHHbIX, AOSMKHbl CYMTATbCHA BHELLHUMW
yCTPONCTBaMM.

8.6.1.4 [ns KpUTUYHbIX (pannoB, HanpuMmep, MWCMNOSHAEeMbIX, MMMOPTUPOBAHHbLIX
M3NHECKN WM BMEKTPOHHO, aaMuMHUCTpaumna ICS [gorkHa yCcTaHOBUTL U
cobnogaTb npouenypbl Bepudmkaumm, nogTeepaatoLme crneayoLlee: aTn dannbl
ABNAIOTCA UMEHHO TemMu dannamu, KoTopble TpebyrTcd, OHM NPUrogHbl AnNs
MCMONb30BaHUs, HEe coaepXaT BPEeAOHOCHOro Kopa, He Obilm nogaenaHsl npwm
nepenaye, 6611 UMNOPTUPOBAHbLI NO TpebyeMoMy Ha3HaAYEHMIO.

MpumeyaHne 1 - OuUsnyecknn MMNOPT O3HAYAET WMMNOPT MNOPTATUBHbLIX
HOCUTENen XpaHeHnst AaHHbIX U APYrMX NOPTaTUBHBLIX NEKTPOHHbLIX YCTPOUCTB.

MpumevaHne 2 - lNMpaBuna m3anyeckoro umnopta AOSMkHbl ObiTb YBS3aHbl C
npouegypaMu yCUneHust 3awmtbl B YaCTU OrpaHNYEeHUs1 BO3MOXHbBIX Ha3HaYeHUn
dom3n4eckoro umnopTa, Hanpumep MHTepgencos 1 NOPTOB JOCTYynNa.

8.6.1.5 [Ins1 oGHOBRNEHW 1 onepauunin 06Cny>XMBaHNs, BbINOSTHAEMbIX TEXHUYECKUMMU
cneyuanuctamm  U3roTOBUTENsl, AOSMKHbI  ObITb  yTBEpXOAEeHbl  npoueaypbl
YCTAHOBMEHMUSI BPEMEHHbIX WM CneuuanbHO BbIAEMNEHHbIX Afs 3TOW  Lenv
COEeNHEHWNN.

8.6.1.6 [ns HenpepbiBHbIX OHSTANH-CECCUN LOSMKHbI YacTO MEHATbCSA KIOYW,
Hanpumep, Npu KaXgon HOBOW perncTpaLmmn.

MpymeyaHne - TpeboBaHua kK 6e3onacHOCTU LOMMKHbI y4nUTbiBaTb cOon KaHana
CBA3MW.

8.6.1.7 [JorrkeH oCyLLeCTBMATLCA MOHUTOPUHI HECAHKLIMOHMPOBAHHOIO 40CTyna Ko
BCEM cpeacTBaM CBs3W, NpeaHasHadYeHHbIM KaK s BHYTPU3aBOACKOW CBSA3N, TaK
N Ana cBs3n ¢ 06 beKTamMK, HAXOAAWMMKUCS 3a NpeaenamMmu 3aBsoaa.

MpumeyaHne - [OrPKeH OCYLUECTBIATLCA MOHUTOPUHI BO3MOXHbIX CpeacTB
CBSA3N, B TOM 4ucne tenedoHHbIX ceten obuwero nonb3osaHns POTS, cpeacts
pagnocBs3un, COTOBOM CBs3K, 6ecnpoBOgHOro AocTtyna u T.4.



8.6.2 CoegnHeHnsa ¢ BHELLHUMU CETAMMU CBSI3N AO0IDKHbI ObiTh 3awmuweHsl ECG B
COOTBETCTBMM C TPeOOBAHMAMM 3aLLMTDI.

OT0 060CHOBAHO TEM, YTO BCS CBSA3b Mexay XocTamu, ycTponctBamm ICS n
BHELWHMMM CETSMM WM YCTPOMCTBaMM [OipkHA ObiTb 3aupileHa OT  yrpos,
NCXOOALMX OT BHELLHUX CETEN OpraHn3auunm 1 BUPTyarnbHO HEOrPaHUYEHHbIX Yrpo3,
NCXoAALLMX OT OBLLIEAOCTYMNHbIX BHELLHMX CETEN.

B npaHHOM nonuMTMke nNpeaycMOTpeHbl npeaBapuTenbHble  YCroBuS U
OrpaHUYEeHVs], 3akmoyarwmecs B TOM, YTO B MNOMUTUKE YNpaBrieHUs OOCTYNoOM
AOoIPKeH ObITb 3anpeleH MaccoBbIW/NONHbIA goctyn yepes ECG, Hanpumep,
BeLLaHNe, MOHTUpOBaHMe ansos 1 T.4.

MpaBuna peanusaumm NonUMTUKK NpueegeHsl B 8.6.2.1 1 8.6.2.2.

8.6.2.1 CooTBETCTBYHOLUME MEXAHU3MbI OSPKHbI UCMOSb30BaTbLCS TONMbKO ANS TOro,
Hanpumep, 4Tobbl rapaHTUPOBaTb LLENIOCTHOCTb MCTOYHMKA, LEeNIOCTHOCTb aHHbIX
n, ecnm TpebyeTtcs, KOHPMOEHLMANBHOCTb.

MpumevaHne - CobGCTBEHHblEe MexaHu3Mbl 6e3onacHoCcTU MoryT npu pabote
yepe3s ECG doyHKLMOHMPOBATL HENpaBuibHO, NpU 3TOM MOXeT noTpeboBaTbCs
cneumanbHas obpaboTka.

8.6.2.2 Ecrm ona agekBaTHOM 3aWmTbl, B TOM YuUChe ayTeHTUdMKauum, Tpebytotcs
NPOKCU-CEPBEPDI, OHU LOIMKHbI ObITb peanM3oBaHbl.

OTO npepoTBpawa@eTr yrpo3bl, wucxogsaume ot EN, Hanpumep, npsamoe
HabntogeHme ICN, Tpadwmka n xapaktepmcTuk npotokosnos xocToB ICN. Kpome Toro,
MOXHO 9KpaHMpOBaTb BXOAALLMNA U UCXOOALIMN KOHTEHT Ha YPOBHE NPUIOXEHNI.

8.6.3 [omkeH ynpaBnATbCA W NPOTOKONMPOBATLCA OOCTYN K BHELUHUM
nonb3oBaTensM U yCTPOMCTBaM U AOCTYM OT HUX.

910 060CHOBaHO TeM, YTO 3TO TpeboBaHue obecnevmBaeT HageXHy0 CBSA3b MO
NIMHUAM  yOaneHHoro [AocTyna, OTpaXeHue artak MWHcanaepoB, WUCMOSb3YHOLMX
yAaneHHoro KrnmeHTa, 1 No3BorsieT OTCEXMBaTb OYEBUAHBIE aTaky U BTOPXKEHUS.

MpaBuna peanusaumm nonuTUKK NpueegeHsl B 8.6.3.1 1 8.6.3.2.

8.6.3.1 Korga ceccun yganeHHOro goctyna He TpebyroTcs,, B COOTBETCTBYOLLME
STOMYy Mepuoabl BpEMEHM CBSI3b C BHELUHVMMM MOSb30BaTENsAMU U YCTPONCTBaMM
AorpkHa 6bITb HepaboTocnocobHa.

Mpumevanne - [peactaeBnsietca 6Gonee  HageXHbIM — 3MEeKTpUYEcKoe
OTCOe[MHEHVE Mofb3oBaTener U yCTPOMCTB, YeM Jormyeckoe OrokMpoBaHue
YY4ETHbIX 3anucer nosnb3oBaTtenen yganeHHoro goctyna Ha ESG wnm npokcu-
cepBepe.

8.6.3.2 [N KPUTUYHbIX BWOOB CBA3W MPOTOKONMPOBAHWE OENUCTBUA BHELUHEro
AocTyna [OOSPKHO MO3BOSMSATb  BOCMPOM3BECTU CECCUI0 MOBTOPHO BO  BCEX
noapobHoCTAX.



8.6.4 [1o/mkHO oCyLecTBNATLCS ynpaBneHne 6€30nacHOCTbIO YaarneHHbIX KITMEHTOB,
Nx cepTndmKaLmns 1 aBTopusauus.

OT0 06OCHOBaHO TeEM, YTO AONs YCTaAHOBMEHUS W MNoALEPXaHWUs L0oBepus
yAaneHHble KAMeHTbl TPebylT COOTBETCTBYHOLMX TEXHUYECKUX MEXaHU3MOB U
HACTPOEK, HA HNX pacnpoCTpaHAETCs nonmTrka 6esonacHocTu ICS.

MpumevaHne - Cioga BXOOAT yAaneHHble: LeHTP YNpaBrieHUs, KIMEHT, XOCThbl,
paboyne cTaHumK1, yCTPOUCTBA.

B paHHOM nomuTuke nNpegycMOTpPEeHbl NpedBapuTeflbHble  YCIOBUSA WU
OrpaHUYeHns], 3akroyarWwmecs B TOM, YTO €CfM yrnpaBfieHMe OCYLUECTBIAETCS
apyron opraHusaumen (He ICS), To aTa opraHM3aunst MOXET MMETb OTNIYaroLLMECSH
[T-nonmTukn 6e3onacHocTn. B aTom crnyyae AormkHbl H6biTb 3akmnoyeHbl NogpobHbIe
KOHTPaKTHbIE CorfnalleHnsa mexay opraHusaumen ICS n opraHnsaumnen yganeHHoro
KnneHTa.

MpaBuna peanusaumm nonUTUKK npueegeHsl B 8.6.4.1-8.6.4.3.

8.6.4.1 lNormTtuka ICS pOormkHa NPUMEHATBCA K yOaneHHOMY KIMEHTY B MOSIHOM
obbeme. [ormkHbl ObITb coOGMOAEHbl Nepuodbl BPEMEHM WUCMOMbL30BaHUSA U
coeagunHeHusa c ICN.

8.6.4.2 3akpenneHHble cnyxObl WU NOPTbl AOSMKHbI ObiTb CKOHGMIypypoBaHbI
3apaHee, Harpumep, MCMNoSib30BaHWE WOEHTUdMKaUMM Bbi3blBaloLero aboHeHTa
nnm obpaTHbIN HAabop MKCUPOBAHHOIO HOMepa B TenedoHHbIX CeTsX. besonacHble
KaHarbl Takxe AOIPKHbl OblTb CKOHGMIYPUPOBaHbI 3apaHee.

8.6.4.3 AaomuHucTpauma ICS pormkHa nNepuoanyecku  MNpoBOAUTbL — ayauT
COOTBETCTBMA paboTbl yOaneHHoro KnveHta nonmutuke 6esonacHoctn ICS wmm
KOHTPAKTHbLIM COrfaLLEHMSIM.

8.6.5 Lnto3bl SGW [ormkHbl OCYLLECTBIIATE MOHUTOPUWHT NMpaBui 4oCTyNa K CBA3U U
KOHTpONMpoBaTh X cobriogeHme.
OT0 060CHOBAHO TEM, YTO AN rapaHTuUKM Toro, YTo nepcoHan ICS oceBeagomneH
0 BCEX BXOOSLMX CECCUAX YOaneHHOro 40CTyna U MOXeT KOHTPONMpoBaTb BPEMS
ceccui yaaneHHoro 4ocTtyna AOoSMkHbI UCMoNb30BaTbCs TEXHUYECKME CpeacTBa.
MpaBuna peanusauymm nonMTUKK npusegeHsl B 8.6.5.1-8.6.5.3.

8.6.5.1 [JorrkeH OCyLeCTBNATLCS LLEHTPanNnM30BaHHbIN MOHUTOPUHT LWto3oB SGW.

8.6.5.2 [omkHO ObITb OMpEdEreHo pearvpoBaHWe Ha HapyLleHUsi YrpaBrieHus
AOCTYrnoM. OTO pearpoBaHue OOIMKHO OblTb 3a[0KYMEHTUPOBAHO U BbIMONHATLCS
HEMELNEeHHO MOoCcne HapylleHus, B COOTBETCTBMM C TMJlaHOM [JEeWCTBUA B
HenpeaBUOEHHbIX 06CTOATENbCTBAX.

8.6.5.3 [ormkHO BbITb onpeneneHo pearMpoBaHne Ha nNpobnembl ¢ OCTYNHOCTLIO.
OT0 pearmpoBaHve A0SKHO ObiTb JOKYMEHTUPOBAHO M BbINOMHATLCS HEMELNEHHO,
B COOTBETCTBMM C MfaHOM AENCTBUIN B HENPEABUAEHHbIX 0OCTOATENLCTBAX.

CM. 06 oTtyeTax 0 cobbITUAX MHGOPMALMOHHOM 6e3onacHOCTU U ee crabocTsx B
NCO/IM3K 27002.



8.6.6 Puckm O0OCTYNHOCTM KPWUTUYHBIX BHELIHWX KaHanoB CBA3W MOryT ObiTb
YMEHbLLEHbI.

OTO0 0OOCHOBAHO TE€M, YTO OOCTYNHOCTb MOXET ObiTb BaXKHbIM acnekToM npwu
aKcnnyaTauum n nogaepxanunm pabortocnocobHoct ICS.

B fpaHHOM nonutuke nNpeaycMOTpeHbl npegBapuTesnbHble  YCroBUS U
OrpaHuYeHnsi, 3akn4varowmecs B ToM, 4TO cOOM KaHana CBA3WM BO BPeMsi aTaku
OTKasa B OOCNyXMBaHWM HEBO3MOXHO MNPeaoTBpaTUTb, TakK KakKk MeXaHW3Mbl
OesonacHoCcTW, nMpuMeHuUMble K xocTtam ICN  w/unm  KOMMyHMKaLMOHHBIM
YCTPOMCTBAM, HE BIUAIOT Ha AOCTYMNHOCTb BHELLHEN CBA3MW.

HocTynHoCcTb nMo6oro WHAMBMAOYaANbHOrO KaHana CBA3M BHELWHEN CeTU He
ynpaensieTca agMmuHuctpaumen ICS n noaTtomy He MoXeT ObiTb rapaHTUpOBaHa C
Kakon-nmmbo pasyMHOW CTENEHbIO JOCTOBEPHOCTM.

MpaBuna peanusaumm NonUMTUKK NpuBegeHsl B 8.6.6.1 1 8.6.6.2.

8.6.6.1 CkopocTb nepegayv B 3agaHHOM MNOSoce YacToT Mpu CBA3U OOkHA ObiTb
BolbpaHa C y4eTOM BaXHOCTWM Ons  3KCnyatauunm W nogaepxaHus
paboTocnocobHOCTH.

MpumevaHme - [locTynHasi nornioca 4acToT MOXET ObITb BblAeneHa HECKOMbKMM
Nonb3oBaTenNsM, C OrpaHUYEHNAMM MO CKOPOCTM U C YCTAHOBKOW NPUOPUTETOB.

8.6.6.2 [na noBblleHMs AOOCTYNHOCTM AOOSPKHbI  UCMONb30BaTbCA  METOAbI
pe3epBMPOBaHNS U pa3BeTBEHUS.

MpumeyaHne 1 - MeToabl pa3BeTBIiEHUSA BKMOYalOT B cebs ucnosnb3oBaHue
OTAENbHbIX  MOCTaBLUMKOB  YCIyr,  [OOMOSHeHMe  OBLWeOOCTYNHbIX — CeTen
TenedoHHbIMU CETSIMM OOLLIEro NOSb30BaHUSA UM 6eCnPOBOAHBIMU CETSMMN.

MpumeyaHne 2 - PasBeTBfieHWE WM NPOCTOE pe3epBMPOBaHME MOBbLILWAKT
YyS13BMMOCTb K atakam (cm. 8.1.1.1).

NMpunoxeHune A (cnpaBo4Hoe). [oTOBALWEeCSH K
nyonukaumm HoBoe nsgaHne M3IK 62443

MpunoxeHne A
(cnpaBo4Hoe)



MNon obmm HaUMeHoBaHNEM "Be3onacHocTb npu n3MepeHun
NPOM3BOACTBEHHOrO Mnpouecca W ynpaefeHMM UM - 6e30MacHOCTb CUCTEMbI U
cetn", rotoBsweecs K nybnukauum HoBoe wu3gaHne MOK 62443 o6beauHuT
criegyloume 4YacTu:

- yacTb 1: Pabouun npouecc - aHanma puckoB 1 yrpos®;

* B HacTosilwee Bpems gencteyeT IEC/TC 62443-1-1:2009.
- vyactb 2: [apaHTupoBaHme 6e30MacHOCTU: MPUHUMNBLI,  NOMUTUKA,
NpakTU4ecKne MetToabl™;

* B HacTosiwee Bpems gencteyeT MOK 62443-2-1:2010.

- yacTb 3: TpeboBaHua 6e30nacHOCTU NPU TUNOBbIX CLieHapMaX 6e30MacHOCTW.

loTtoBsweeca u3ganne MOK 62443 gorkHO npuobpecTu CTaTyc OCHOBHOW
nyénukauum no 6esonacHocTn, Hanogobme Toro, Kak OCHOBHOM Mybrunkauwnen no
akcnnyaTtauunoHHon 6esonacHocTu aenaetcs IEC Guide 104.

BBeneHue

Mo wMmMepe pocTa WCMNOMb30BaHWs OOLIEAOCTYMHbIX CEeTen, CUCTEMbI
aBTOMaTmsauum, paHee 6bIBLUIME U3ONMPOBAHHBIMU OT HUX, CTAHOBSATCS BCce bonee
ysa3BuMbiMn - and  atak.  CtaHpgapTHble  [T-mexaHu3ambl  6e3onacHocTy,
Mcnonb3ylwme 3awmiiaeMble LEnM n cTpaTterMn 3awmtbl MOryT OKasaTbCs
HENpUrogHbIMM Ans1 CUCTEM aBTOMaTM3auuu, Hanpumep, Korga CBOEBPEeMEHHOoe
pearMpoBaHMe MOXET  OKas3aTbCs  KpUTUYHbIM  Onsa  6e3onacHocTM U
aKcnnyataunoHHon 6e3onacHOCTM nepcoHana 3aBoda, OKpyXKawwen cpenbl u
Koprnopauui. OTOT CTaHOapT MNOCBSALWEH KOHKPETHbIM acnektam 6e3onacHoro
A0CTyna K NPOMbILLIIEHHBIM CUCTEMAM M BHYTPW HUX, B YaCTHOCTW, Korga Hanbornee
LLMPOKO pacnpocTpaHeHHble MeToabl obecneyeHnst 6e3onacHoCTM Ha ocHoBe [T
oKa3sblBatoTCA HE3hEKTUBHBIMUN NN HENOAXOASALLWMMM.

Ocobble akueHTbl caenaHbl Ha ODecrneyYyeHurM KU3HEHHOro  LuMKna
©e3onacHOCTK, Ha WUCNonb3oBaHWM rrobanbHOro nepexoga oT agobaBneHus
KOMMNOHEHT ©6€e30nacHOCTM CUCTEMbl K UMHTerpauum TpebyembiX CBOWCTB
6e3onacHOCTM B NPOAYKTbl M CWUCTEMbI, B BMOE HEOTbEMIEMOM 4acTu WuX
doyHKLMOHANa 1 XM3HEHHOrO LinKra.

Ona  npuvnoxeHun  aKcnsyaTauuMoHHoM  6e30nacHOCTW, NPUIIOKEHWA B
drapmaueBTMHECKON U OPYrMX  BbICOKOCMEeuManM3MpoBaHHbIX — OTpacnax
NPOMbILLNIEHHOCTMN, MOMYT  MPUMEHATbLCA  OOMNOMHUTEMbHbIE  CTaHAaApThl,
pekoMeHaauuun, onpeneneHna u ycrnosus, Hanpumep, MOK 61508, GAMP (ISPE),
ana GMP - coemectumocte ¢ 21 CFR (FDA) n crtaHpapTHas npoueaypa
aKcnnyatauum, npuHaATas EBponenckum MEANLMHCKNM areHTCTBOM
(SOP/INSP/2003).

O6G30p

HaHHbin cTaHgapT 6yaneT ycTaHasBnmBatTb TpeboBaHus ana  6e3onacHoro
aocTtyna K M3MEpPeHUsM NpOoM3BOACTBEHHOIO MpoLecca, CeTaM ynpaBrieHust U
YCTPOMUCTBAM 3TUX CETEN B TEYEHME BCErO XM3HEHHOro uumkna ICS.

HaHHbin  cTaHgapT OyaeT npefocTaBnsaTb TpeboBaHMA W pykoBoAsLmE
NPVHUMNbI No Luensam 6e3onacHoOCTM Ans:

- pa3paboTymMKoB CUCTEM aBTOMATMU3aALUNY;

- NpousBoguTenen (M3rotoBuUTenen) yCTpoucTs, MOACUCTEM N CUCTEM,;

- UIHTErpaTopoB NOACUCTEM U CUCTEM;

- BfagenbueB W ONepaTtopoB CUCTEM aBTOMaTM3auun (OTBETCTBEHHbIX 3a
aKcnnyartauuio 3aBoaa).

Ctanpapt OygeT yunTbiBaTh Crieaytolme acnekTbl:

- NMOCTEMEHHOE pas3BUTME N MUIPALUIO ONS CYLIECTBYHOLWMX CUCTEM, MeEpbl,



NpUHMUMaeMble Npu paspaboTke HOBbIX CUCTEM U KOMIMOHEHTOB;

- TEXHOMOMM N NPOAYKThI, YOOBNETBOPSOLLME LiensamMm 6e30nacHOCTK, BKKYas
COTS;

- pexumbl paboTbl nocrie oTKasa, npu KOTopbix obecnevnBaeTcs
aKcnnyaTtaunoHHas 6e3onacHOCTb npouecca, B TOM 4Yucre npu oOTka3e B
obcnyxuBaHun (Hanpumep, aBToOHOMHada paboTa);

- HAOEXHOCTb N AOCTYMNHOCTb;

- MacLTabupyeMocTb (OT CIOXHbIX 3aBOAOB A0 MareHbKUX Hegopornx CUCTeEM
C MarnbIMu pUcKkammn);

- pasgeneHne TpeboBaHMn 6e30MacHOCTH, AKCNyaTauMOHHON 6e30NacHOCTU U
TpeboBaHun (PyHKLMOHaNa, HAaCKOMbKO 3TO BO3MOXHO;

- paccMmoTpeHve acnektoB 6e3onacHOCTM BO Bpemsi pa3paboTkm cuctem
aBTOMaTM3aL MmN N X KOMMOHEHT.

MpumeyaHne - 3aBoabl M CUCTEMbI MOIYT coepXaTb KpUTUYHbIE A5
aKcnnyaTaunoHHon 6e30MacHOCTM  KOMMOHEHTblI W YCTPOMCTBA, OCOBEHHO
yCcTpoucTBa, paspaboTaHHble B cootBeTcTBUM ¢ MAK 61508 1 SiLs. KputniHbie
Ana  aKcnnyatauuoHHon ©6e30MacHOCTU  KOMMOHEHTbl W YCTPOWCTBA  MOryT
NPUMEHATLCA B Lenax 6e30nacHOCTW, onpeaendemblX C MOMOLUbI OTAESNbHOro
aHarm3a. OTu uenn 6e30nacHOCTM MOMYT COOTBETCTBOBATb PEKOMEHOAaLMUsM,
NpeasiokeHHbIM B AaHHOM cTaHdapTe, O4HaKo OH He rapaHTuUpyeT, YTO BCE €ero
cneundmkaymm 6yayT NpUrogHbIMN UK CYLLECTBEHHbIMU 45 6€30NacHOCTM Takmx
ycTponcTtB obecneyeHnsa akcnnyaTauMoHHOM 6e3onacHoOCTW. JQTOT CTaH4apT He
pelwaeT npobnem 6e3onacHOCTU OMOB, 3alLMTbl PaXagaH U 3awmTbl OT BOEHHbIX
aTaK Unn NpUPOAHBIX KaTacTpod.

MOK 62443 (4actb 1) no3BoOMMT MOMb30OBATENMO OLEHUTb CUTyauulo C
6e30nacHOCTbIO, Hanpumep, B TEPMUHAX MPUMEHUMbIX YIPO3 U YA3BMMOCTEN U
MNOArOTOBUTLCA K yMpaBfeHuo puckamnm ©6e3onacHOCTM B TeYeHMe BCEro
YXUN3HEHHOrO LIMKNa CUCTEMbI Nosb3oBaTens. YacTb 1 BKNOYaeT:

- CcnoBapb, onpefeneHns TepMUHOB, LENeByl ayauToputo, obnacTtb
NPUMEHEHUS, 3auHTEepPeCcOoBaHHbIE CTOPOHbI, POru;

- 0bLme YepThbl N OTANYMS NPOMBILLIIEHHBIX CUCTEM YNPaBnEHWS B CPaBHEHUN C
LLMPOKO pacnpocTpaHEHHbIMU NpUMeHeHNaMU IT;

- COBbITMSA aTak 1 UX cLeHapwu;

- YXU3HEHHbIV LUK,

- oXngaemMble pesynbTaTbl aHanmM3a pUCKOB U Yrpos;

- MpUMepbI Ans:

- uenv 6e3onacHoCTY;

- aHanu3a ya3BUMOCTEW;

- OLLEHKWN PUCKOB.

M3K 62443 (4acTb 2) no3BonsieT nonb3oBaTensMm onpeaenuTb U peanusoBaTb
NX NoNMUTUKKM 6e3onacHoOCTH, CBA3aThb pe3ynbTupyowme TpeboBaHns ¢ xenaembiMu
NPaKkTUY4ECKUMN acnekTamMm U YPOBHEM [eTarbHOCTU U CO BCeMu pasammu
YXU3HEHHOTO LUuMKna. B yactn 2 pacCcMOTpPEHbI:

- MPUHLUMNBI 06ecneyeHns HageXxHOCTK, Knaccudgmkaumns, OLeHKa;

- MPUHUMMbI pa3paboTKM YCTPOWMCTB, KPUTEPUN MPOEKTUPOBAHUS, CBOMCTBA
YCTPOWUCTB;

- cTapble ycTponctBa, COTS un ycTponcTBa, HaxogswMeca Ha cTaguu
pa3paboTky;

- acnekTbl 6e3onacHOCTM BO Bpems pa3paboTKM KOMMOHEHTOB (HE TOSbKO
KOMMOHEHTOB 6e3onacHoCTK) NPOMbILLITEHHbIX cucTem ynpaeneHus
(aatumnku/aktioatopbl/PLC/ceTb/cepep/HMI).

B MOK 62443 (4acte 3) npuBedeHbl MNpuMMepbl pelleHud Ha OCHOBEe
MCNONb30BaHUSA NPAKTUYECKMX METOAOB AN TUMOBbLIX cLieHapueB. [NpuBeaeHHblIe



ApUMepbl NOMOIYT NOSb30BATENAM BbINOSIHUTL KOHKPETHYHO peannsauuio:
- TUNOBbIX CL,eHapveB 1 Mep 6e3onacHoCcTy;
- TUNOBbIX NOMUTUK 6Ee30NacHOCTK, ONMCAHWUI NPOL,ECCOB U NPoLEeayp.

NMpunoxeHune [A (cnpaBo4yHoe). AnchaBUTHbLIN
yKasatenb TEPMUHOB

Mpunoxenne OA
(cnpaBo4HOe)



Ataka (attack) 3.1.6

Ayaout (audit) 3.1.8

Bnageneu/onepatop (owner/operator) 3.1.41
BHewHun (external) 3.1.19
BHewHaa ceTb (external network; EN) 3.1.21
Bopota dwmsnueckoro goctyna (physical access gate; PAG) 3.1.44
BpenoHocHble nporpammbl (malware) 3.1.36
B pexume peanbHoro BpemeHu (real-time) 3.1.49
HemunutapusoBaHHas 3oHa (demilitarized zone, DMZ) 3.1.15

[leTekTMpoBaHNe HeCaHKLMOHUPOBAHHbIX MNPOHMKHOBEHWU (intrusion 3.1.33
detection)

Hosepue, nosepsth (trust, trusted) 3.1.61
HocTtynHocTb (availability) 3.1.10
3aBsop (plant) 3.1.46
3awmTa OT HenpusHaHus yyactus (non-repudiation) 3.1.40
3awwmiLeHHbIRN, 3aWmMLLEHHOCTD (secure, security) 3.1.53

3HaunmocTb Ana  6e3onacHocTu/3HadYuMmbln - ana  6e3onacHocTn 3.1.58
(security relevance/relevant)



NmyLiecTBeHHbIN OObeKT (asset)

WNHcangep, B Npegenax, BHyTpeHHWN (insider, inside, internal)

NHTpaHeT, nHTpaceTsb (intranet)

NHunpeHT (incident)

NcTouHuk yrposbl (adversary)

Kommepueckun goctynHbele npoaykTel (Commercial off the shelf, COTS)

KoHTpmepa (countermeasure)

KoHdmaeHumanbHocThb (confidentiality)

Kpuntorpadguueckmn  wmnm  dwmamdeckun  kntod  [(cryptographic  or
physical) key]

Mepa 6e3onacHocTn (security measure)

HapexHocTb (assurance)

HapyLeHne 6e3onacHocTu (security violation)

HesawmiueHHbIN, He3awmLEeHHOC T (exposed, exposure)

HecaHKunoHnpoBaHHOE NPOHMKHOBEHME (intrusion)

OcTtaTo4HbIn puck (residual risk)

OTkas B obcny:xmBaHum (ataka) [denial of service (attack)]

OTKpbITbIN TEKCT (plaintext)

3.1.29

3.1.31

3.1.26

3.1.11

3.1.37

3.1.13

3.1.34

3.1.56

3.1.59

3.1.18

3.1.32

3.1.51

3.1.16

3.1.45



OTcnexumBatb (monitor) 3.1.39

MepumeTp (perimeter) 3.1.43
MNoBepxHOCTb aTaku (attack surface) 3.1.7

Monutnka 6e3onacHocTn (security policy) 3.1.57
Monb3oBaTenb (user) 3.1.63
MpvBunerns (privilege) 3.1.47

[MpoBegeHne ayTeHTMdwmKauuM, ayteHTudwmkaums  (authenticate, 3.1.9
authentication)

Mpokcu (cepep) [proxy (server)] 3.1.48

[MpombiwneHHasa ceTb ynpasneHus (industrial control network; ICN) 3.1.27

[MpombiwneHHasa cuctema ynpasnenus (industrial control system; ICS)  3.1.28

[MpoTokonmpoBatb, NpoTokonMpoBaHue (log, logging) 3.1.35
PerncTtpaumoHHble gaHHble (credentials) 3.1.14
PesepBupoBaHue (redundancy) 3.1.50
Puck (risk) 3.1.52
CermeHT, cermeHTupoBaHue (partition, partitioning) 3.1.42
CwurHan TpeBoru (alert) 3.1.3

Cuctema yrnpaBfieHus (MHdOpMAaLMOHHOW) 6e3onacHocTbio 3.1.55
[(information) security management system (ISMS)]



CobbiTne (event)

CoobueHne (message)

Yrposa (threat)

YnpaeneHnne goctynom (access control)

Yeunate 3awmty, yeuneHue 3aumtol (harden, hardening)

YTeuka nugopmarmm (compromise)

LlenocTHocTb (integrity)

LleHTp Be3onacHocTu (security centre)

YenoBeko-maLmHHbIN nHTEpderic (human-machine-interface; HMI)

LLinto3 BHeWwHuX nogkntodeHnn (external connectivity gateway; ECG)

LLno3, w3 6e3onacHocTu (gateway, security gateway; SGW)

OkcnepTtumsa (forensic)

AdpekTmBHOCTL (PyHKUMM (strength of function)

3.1.17

3.1.38

3.1.62

3.1.1

3.1.24

3.1.12

3.1.30

3.1.54

3.1.25

3.1.20

3.1.23

3.1.22

3.1.60

NMpunoxeHune [1b (cnpaBo4Hoe). CBegeHuns o
COOTBETCTBUU CCbINIOYHbLIX MeXAYHAPOAHbIX

CTaHAapTOB HAUMNOHAJIbHbLIM CTaHAAPTaM

Poccunckoun ®epgepauun



Mpunoxerve b
(cnpaBo4Hoe)

Tabnvua 6.1

O6o03HavyeHne ccbinovHoro || CteneHb O0603Ha4YeHue 1 HammMmeHoBaHue
MeXOyHapOAHOro COOTBETCTBUA COOTBETCTBYHOLLEIO

CTaHgapTa HaLWOHarbHOro cTaHgapTa
NCO/MOK 15408 (Bce||- *

yacTtwn)

NCO/M3K 27002 - *

*

CooTBETCTBYIOLLMIA  HaUWOHarbHbIM  CTaHgapT oTtcyTtcTByeT. [Jo ero
YTBEPXOEHNA pEKOMEHAYETCS UCMNOoNb3oBaTb NepPeBo Ha PYCCKUN A3blK aHHOIo
MeXayHapoAHoro ctaHgapTta. [lepeBoa OaHHOrO MeXOyHapO4HOro craHaapTa
Haxogutca B  depepanbHOM  MHPOPMAUMOHHOM  POHAE  TEXHUYECKUX
pernameHToB 1 CTaHOapTOB.
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